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Zabbix Manual

Welcome to the user manual for Zabbix software. These pages are created to help users successfully manage their monitoring
tasks with Zabbix, from the simple to the more complex.

Copyright notice
Zabbix documentation is NOT distributed under a GPL license. Use of Zabbix documentation is subject to the following terms:

You may create a printed copy of this documentation solely for your own personal use. Conversion to other formats is allowed as
long as the actual content is not altered or edited in any way. You shall not publish or distribute this documentation in any form or on
any media, except if you distribute the documentation in a manner similar to how Zabbix disseminates it (that is, electronically for
download on a Zabbix web site) or on a USB or similar medium, provided however that the documentation is disseminated together
with the software on the same medium. Any other use, such as any dissemination of printed copies or use of this documentation,
in whole or in part, in another publication, requires the prior written consent from an authorized representative of Zabbix. Zabbix
reserves any and all rights to this documentation not expressly granted above.
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# I [a)
1. Q: AILAEHSIETING (anse &1~ BAF" R ATB/RAIBAFY) ?
A: REJRA,

2. Q: M A— /MR ETBE S — MR E 2
A AFEHFEIRE (XF MysQL, S8 -t 3 --no-create-info), A Zabbix K] schema LRI FMBUEEE , FISAEIE.

3. Q: ERATABHR I key FRIFTBETHE , AATKIAEERAFRER , M7E 3.0 RAK KT key F , TRARE—IMER
HARRE (BERAEEEEREBHR LIS key KI75) , MZAMTHIA R GHLLT EEH ?
A: TTRAME REUEEE IR A TR B R ITE L ELMTHE:
update items set key_=replace(key_,""," ');
fih & 25 7T A X LIS M A S E MMM E) |, (AR FESU A MM ENKEms| A
* Notifications (actions)
* Map element and link labels
* Calculated item formulas

4. Q: KNERFE—LaMAEEHEE —LTAXE, , AtAasXEE?
A BEEEX , XFMENA LR ZFPRE——Zabbix ¥IEERMERERM. Zabbix RF-AFEM. MLGEH, WIFRERLE. .

5. Q: Zabbix SFIFHRETIERNBENITEE |, $5R(=24: socket() for [[-1:10050] failed with error 22: Invalid argument.
A: BIE—NHNR% 2.6.26 EEPZIRARIRERZ L | WEEITMERIRASA 2.6.27 SE ShRANH) Zabbix agent B4 =4 %5
R, R EXFMEAT , BEEHEASEMER | BARRBRERGNIZIRA P A X FFH SOCK_CLOEXEC FREM] socket() ALt
FH. ZBX-3395

6. Q: ERAFEA—MIESE (W $1) XRE—AGLSPRIEMAFSE , BETRER. EARRX/ MM ?
A EREA $$ /S, BIXFE $$1

7. Q: 7£ Operall F , FTERN TR REBF AL , BREAKEM , ATALXEEE?
A: 31T Operall.00 # 11.01 #ERGKYL , XE—4 bug; EZISEE VIR Zabbix [AIAFRER.

8. Q: MAEREENERTHERE REE?
A: S IREIEEF ) graph_theme FRAMEBH A,

9. Q: WiZh 4 B, 7£ zabbix server/proxy B " Trapper got [1 len 0” {28 , XE2T4RE?
A: IRETTRER ANHA RIS |, EEHRE RS BB IIEETT.

10. Q: RGMENRE RN E—ME , SBORAFIRLIL. XAMAB/EARR?
A: FERBEREPITEEL hosts.disable_until*, drules.nextcheck, httptest.nextcheck fI{E , 7 3 zabbix server/proxy,
11. Q: 7EAnm{EA {ITEM.VALUE} REREEHMIEIAT | item BIXIAKBEETICZ KESWEBIH 20 NFER , XFMELRERE?

A: BIEE, 7 include/items.inc.php FE—MERIEIRSE] , KERAA 20 MFHF.

B,
* zabbix B 77 [AlEU iR kAR


https://support.zabbix.com/browse/ZBX-3395
https://support.zabbix.com/browse/ZBX-3594
https://www.zabbix.org/wiki/Troubleshooting

1 Frequently asked questions / Troubleshooting Frequently asked questions or FAQ.

1. Q: Can | flush/clear the queue (as depicted in Administration - Queue)?
A: No.

2. Q: How do | migrate from one database to another?

A: Dump data only (for MySQL, use flag -t or --no-create-info), create the new database using schema files from Zabbix and
import the data.

3. Q: 1 would like to replace all spaces with underscores in my item keys because they worked in older versions but space is not
a valid symbol for an item key in 3.0 (or any other reason to mass-modify item keys). How should | do it and what should i
beware of?

A: You may use a database query to replace all occurrences of spaces in item keys with underscores:

update items set key_=replace(key_,""," ');

Triggers will be able to use these items without any additional modifications, but you might have to change any item refer-
ences in these locations:

* Notifications (actions)

* Map element and link labels

* Calculated item formulas

4. Q: My graphs have dots instead of lines or empty areas. Why so?

A: Data is missing. This can happen for a variety of reasons - performance problems on Zabbix database, Zabbix server,
network, monitored devices...

5. Q: Zabbix daemons fail to start up with a message Listener failed with error: socket() for [[-]:10050] failed with error 22:
Invalid argument.

A: This error arises at attempt to run Zabbix agent compiled on version 2.6.27 or above on a platform with a kernel 2.6.26
and lower. Note that static linking will not help in this case because it is the socket() system call that does not support
SOCK_CLOEXEC flag on earlier kernels. ZBX-3395
6. Q:try to set up a flexible user parameter (one that accepts parameters) with a command that uses a positional parameter
like $1, but it doesn’t work (uses item parameter instead). How to solve this?
A: Use a double dollar sign like $$1
7. Q: All dropdowns have a scrollbar and look ugly in Opera 11. Why so?
A: It's a known bug in Opera 11.00 and 11.01; see Zabbix issue tracker for more information.
8. Q: How can | change graph background colour in a custom theme?
A: See graph_theme table in the database and theming guide.
9. Q: With DebugLevel 4 I'm seeing messages "Trapper got [] len 0” in server/proxy log - what’s that?
A: Most likely that is frontend, connecting and checking whether server is still running.
10. Q: My system had the time set in the future and now no data is coming in. How could this be solved?
A: Clear values of database fields hosts.disable_until*, drules.nextcheck, httptest.nextcheck and restart the server/proxy.
11. Q: Textitem values in frontend (when using {ITEM.VALUE} macro and in other cases) are cut/trimmed to 20 symbols. Is that
normal?
A: Yes, there is a hardcoded limit in include/items.inc.php currently.
See also

* Troubleshooting page on zabbix.org
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2 Installation

1 PR

1 Database creation

W

Overview

Zabbxi ¥3EFENIALE Zabbix server B}, proxy ZiERAHEAIZE, A Zabbix database must be created during the installation of Zabbix
server or proxy.

ATTIREF RAIE Zabbix BUEERIREE., S XIFNEEEEEE XTI 4. This section provides instructions for creating a
Zabbix database. A separate set of instructions is available for each supported database.

<note j¥E >schema.sql, images.sql and data.sql XXM Zabbix BF B3R database . 1R Zabbix BTN R BRE
K, 3N RBRRIH.


https://support.zabbix.com/browse/ZBX-3395
https://support.zabbix.com/browse/ZBX-3594
https://www.zabbix.org/wiki/Troubleshooting

<note EE > T Zabbix proxy $¥iEE, REES A schema.sql (REFES A images.sql # data.sql) :::

Note:
schema.sql, images.sql and data.sql files are located in the database subdirectory of Zabbix sources. If Zabbix was
installed from distribution packages, refer to the distribution documentation.

Attention:
For a Zabbix proxy database, only schema.sql should be imported (no images.sqgl nor data.sql)

L

MySQL

shell> mysql -uroot -p<password>

mysql> create database zabbix character set utf8 collate utf8_bin;

mysql> grant all privileges on zabbix.* to zabbix@localhost identified by '<password>';
mysql> quit;

INSR{E A Zabbix FEF LB FHDebian/Ubuntu BXRHEL/CentOS S AFUEZISIRE.

If you use Zabbix packages continue with instructions for Debian/Ubuntu or RHEL/CentOS to import the data into the database.

shell> cd database/mysql

shell> mysql -uzabbix -p<password> zabbix < schema.sql
# THESHEY A ZEZabbix proxy ik FE I A~ FERIT

shell> mysql -uzabbix -p<password> zabbix < images.sql
shell> mysql -uzabbix -p<password> zabbix < data.sql

PostgreSQL

FEFERENRNA A EAEMIEENS., T shell 4% 4172 zabbix B, 2R MW ATRIEBERMATR, (EZ , TThey
FEREA sudo 4TV AR FERD) ¢

You need to have database user with permissions to create database objects. The following shell command will create user zabbix.
Specify password when prompted and repeat password (note, you may first be asked for sudo password):

shell> sudo -u postgres createuser --pwprompt zabbix

AN LASCHIR M B PERSURERTEE (3% : -0 zabbix) BREFIEE zabbix (RE—15%) FS5 A initial schema F1%iE
({BRM4ATE R T Zabbix sources fARERY) :

Now we will set up the database zabbix (last parameter) with the previously created user as the owner (-0 zabbix) and import
initial schema and data (assuming you are in the root directory of Zabbix sources):

shell> sudo -u postgres createdb -0 zabbix zabbix
ANRAEF Zabbix FFARBFMDebian/Ubuntu BiRHEL/CentOS S A MUREIMUREE.
If you use Zabbix packages continue with instructions for Debian/Ubuntu or RHEL/CentOS to import the data into the database.

shell> cd database/postgresql

shell> cat schema.sql | sudo -u zabbix psql zabbix
# T &1 % f) 3 Zabbix proxy#UiE N K B B # 4T
shell> cat images.sql | sudo -u zabbix psql zabbix
shell> cat data.sql | sudo -u zabbix psql zabbix

Attention:
EER S SNEABIFIRESE B IEKRS I GNU / Linux ZEFEH. TUEARENGS , #1240 : "psql -U <user-
name>" , XEURT ARG/ AURENILE A, MREREVIRERBEIFM , S EABIEFEEEA,

Attention:

The above commands are provided as an example that will work in most of GNU/Linux installations. You can use different
commands, e. g. "psql -U <username>" depending on how your system/database are configured. If you have troubles
setting up the database please consult your Database administrator.

A

Oracle

{BIRTE Oracle fR %5 host EFEHEFPIRCIBEIREXZMA S, (P24 zabbix , B4 password), FEZAFAEG/tmp BRHE
AR, Zabbix #UEFEFEFA UTF8 Fi&k, KEYUINEE :



We assume that a zabbix database user with password password exists and has permissions to create database objects in ORCL
service located on the host Oracle database server with a user shell user having write access to /tmp directory. Zabbix requires a
Unicode database character set and a UTF8 national character set. Check current settings:

sqlplus> select parameter,value from v$nls_parameters where parameter='NLS_CHARACTERSET' or parameter='NLS
FEHK Zabbix BHEERIRAN B IIZ] Oracle fR% 25 LiN/tmp/zabbix_images BRF :

If you are creating a database for Zabbix server you need to have images from Zabbix sources on the host where Oracle is running.
Copy them to a directory /tmp/zabbix_images on the Oracle host:

shell> cd /path/to/zabbix-sources
shell> ssh user@oracle_host "mkdir /tmp/zabbix_images"
shell> scp -r misc/images/png_modern user@oracle_host:/tmp/zabbix_images/

MEFFARIZEEEEE : Now prepare the database:

shell> cd /path/to/zabbix-sources/database/oracle
shell> sqlplus zabbix/password@oracle_host/ORCL
sqlplus> @schema.sql

# THE IR Y 4 Zabbix proxyiEEN A FERIT
sqlplus> Qimages.sql

sqlplus> @data.sql

SR IEMEES BRI EIEET B 3% : Now the temporary directory can be removed:

shell> ssh user@oracle_host "rm -rf /tmp/zabbix_images"
IBM DB2

shell> db2 "create database zabbix using codeset utf-8 territory us pagesize 32768"

shell> cd database/ibm_db2

shell> db2batch -d zabbix -f schema.sql

# T B Y 4 Zabbix proxy R iE E N R FEEHIT

shell> db2batch -d zabbix -f images.sql

shell> db2batch -d zabbix -f data.sql
Note:
Zabbix server,Zabbix proxy,Zabbix web server WU FRTERE A UTF-8. BN , kKB Zabbix KIXAEEHR4 1BM DB2 fi
S BIRNTAAE UTF-8 494 | 37E Zabbix SR BEARR, BIBEH A REIE ASCI F4.

Note:

It is important to set UTF-8 locale for Zabbix server, Zabbix proxy and the web server running Zabbix frontend. Otherwise
text information from Zabbix will be interpreted by IBM DB2 server as non-UTF-8 and will be additionally converted on the
way from Zabbix to the database and back. The database will store corrupted non-ASCII characters.

A

Zabbix B AT SQLH#) OFFSET 1 LIMIT &%), AT SQLIEE IT1E , IBM DB2 fRE- 2B MR BEMEATE DB2_COMPATIBILITY VECTOR
RIEAR 3. ESURERZ AT TERGS

Zabbix frontend uses OFFSET and LIMIT clauses in SQL queries. For this to work, IBM DB2 server must have DB2_COMPATIBILITY_VECTOR
variable be set to 3. Run the following command before starting the database server:

shell> db2set DB2_COMPATIBILITY_VECTOR=3
SQLite

REA Zabbix proxy SIE¥IE FHIEHEA #ERE A SQLite !
Using SQLite is supported for Zabbix proxy only!

Note:
WR{EFA SQLite {E4 Zabbix proxy KEIERE , CIENINREIRERFE , BEINBIE.

Note:
If using SQLite with Zabbix proxy, database will be automatically created if it does not exist.

shell> cd database/sqlite3
shell> sqlite3 /var/lib/sqlite/zabbix.db < schema.sql



IR [B%EER4). Return to the installation section.

2 Windows [ Zabbix agent

2 Zabbix agent on Microsoft Windows

agent it&

Configuring agent

Zabbix agent ¥E2A Windows fIR$-121T. Zabbix agent runs as a Windows service.

f£—& Windows EA_ERTRUETT—18k &/~ Zabbix agent 3.4 A1 RT3 — NS A LUEFZOARBCE X C:\zabbix_agentd.conf
BEEDSTIECALE AR IE., MRTELZIIH) , 1 agent YA BCHECE X (EA— 3260 0] DUE REARELE 3TH).

You can run a single instance of Zabbix agent or multiple instances of the agent on a Microsoft Windows host. A single instance
can use the default configuration file C: \zabbix_agentd. conf or a configuration file specified in the command line. In case of
multiple instances each agent instance must have its own configuration file (one of the instances can use the default configuration
file).

1£ Zabbix BEXHERE M EEXHHHF conf/zabbix_agentd.win.conf,

An example configuration file is available in Zabbix source archive as conf/zabbix_agentd.win. conf.

XT Zabbix Windows agent EZHAMEE. , SERE .

See the configuration file options for details on configuring Zabbix Windows agent.

FHNESH

Hostname parameter

EHPSTactive checks B , Zabbix agent FEE L EHE. MH, agent i E L LAFFIHACER TN A "Host name” TT2—.

To perform active checks on a host Zabbix agent needs to have the hostname defined. Moreover, the hostname value set on the
agent side should exactly match the "Host name” configured for the host in the frontend.

agent ¥R FA 4 AT UB IS BCE S #Fconfiguration file ] Hostname 2 Hostnameltem 2%E X - IRAEE SEEHFERIVAN
FHNEF.

The hostname value on the agent side can be defined by either the Hostname or Hostnameltem parameter in the agent config-
uration file - or the default values are used if any of these parameters are not specified.

2% Hostnameltem HIZHMAEED agent ¥ key {B:/"system.hostname” ISR [E1E , YT Windows &R [EHE NetBIOS i3
4.

The default value for Hostnameltem parameter is the value returned by the "system.hostname” agent key and for Windows
platform it returns the NetBIOS host name.

2% Hostname ZXIA{E A Hostnameltem SR EIME, L, KEFL , MR SHEBERTEEHN , KFFNEN LRI
NetBIOS £&#K; Zabbix agent #{# ] NetBIOS F414 )\ Zabbix server $%BY active checks 33K , IR BELERAREATE.

The default value for Hostname is the value returned by the Hostnameltem parameter. So, in effect, if both these parameters
are unspecified the actual hostname will be the host NetBIOS name; Zabbix agent will use NetBIOS host name to retrieve the list
of active checks from Zabbix server and send results to it.

<note important>system.hostnamekey 142 IR EIfR &4 15 PN NetBIOS M4 , FFELAKREZRE - MAEFRENLZTH
KEMFRHRKRNE, =

Attention:
The system.hostname key always returns the NetBIOS host name which is limited to 15 symbols and in UPPERCASE only
- regardless of the length and lowercase/uppercase characters in the real host name.

M Windows Zabbix agent 1.8.6 hRAFF44 , "system.hostname” key IFA[IESE -Z R, WS EKEIAE R "netbios” (FTME
JaFR) B—ABERIER "host”.

Starting from Zabbix agent 1.8.6 version for Windows the "system.hostname” key supports an optional parameter - type of the
name. The default value of this parameter is "netbios” (for backward compatibility) and the other possible value is "host”.

<note important>system.hostname[host] 42 2R [E5TEH) |, LR (KD K/NEH) Windows FH14,



Attention:
The system.hostname[host] key always returns the full, real (case sensitive) Windows host name.

A, , AT &k zabbix_agentd.conf HFHIBCEFFERELE—#k , TTMERARMHRRRNAIE.

1. AE X Hostname T Hostnameltem % , Zabbix agent ¥{#F8 NetBIOS EHL&EXTNL;
2. RNEX Hostname ¥ , X Hostnameltem 1
Hostnameltem=system.hostname[host]

Zabbix agent ¥{ERTEN , KhrK (XA K/NEM) Windows EHEIEAEN4A.
So, to simplify the configuration of zabbix_agentd.conf file and make it unified, two different approaches could be used.

1. leave Hostname or Hostnameltem parameters undefined and Zabbix agent will use NetBIOS host name as the hostname;
2. leave Hostname parameter undefined and define Hostnameltem like this:

Hostnameltem=system.hostname[host]

and Zabbix agent will use the full, real (case sensitive) Windows host name as the hostname.

FH L MAE Windows fRFZHRA—EBS , BTRE , B3h, FLFIEIZK Windows ARS-. filaN , 2R Zabbix agent ELE X HFIEE
Hostname=Windows_db_server, A4 agent ¥&4Ek Windows f§$-"Zabbix Agent [Windows_db_server]” &3, Rt , 2R
E149/ Zabbix agent KBIFIBFREK Windows fRFEHR , NG KHIEBLRE A RIMENE

Host name is also used as part of Windows service name which is used for installing, starting, stopping and uninstalling the Windows
service. For example, if Zabbix agent configuration file specifies Hostname=Windows_db_server, then the agent will be installed
as a Windows service "Zabbix Agent [Windows_db_server]”. Therefore, to have a different Windows service name for each
Zabbix agent instance, each instance must use a different host name.

BAIEZREAN Windows RS

Installing agent as Windows service

FRINAREH c:\zabbix_agentd.conf &3 Zabbix agent H1Ea NS4

To install a single instance of Zabbix agent with the default configuration file c: \zabbix_agentd.conf:
zabbix_agentd.exe --install

<note important> 7£ 64 (U R% L , 1517 64 (HFEM RN EREEIETE TIEFE 64 {fK Zabbix agent kA, ::

Attention:
On a 64-bit system, a 64-bit Zabbix agent version is required for all checks related to running 64-bit processes to work
correctly.

IMRFLMEAMR c:\zabbix_agentd.conf PSMIBCE M, MixfE AT &S #TIRE kK -

If you wish to use a configuration file other than c:\zabbix_agentd. conf, you should use the following command for service
installation:

zabbix_agentd.exe --config <your_configuration_file> --install

NEEEECE ALK 12. A full path to the configuration file should be specified.

Zabbix agent ZRBIENRE LIRS T: Multiple instances of Zabbix agent can be installed as services like this:
zabbix_agentd.exe --config <configuration_file_for_instance_1> --install --multiple-agents
zabbix_agentd.exe --config <configuration_file_for_instance_2> --install --multiple-agents
zabbix_agentd.exe --config <configuration_file_for_instance_N> --install --multiple-agents

IR BIEmR TP AT LERIREMIRS-. The installed service should now be visible in Control Panel.

Jazh agent

Starting agent

J23) agent IR , T RAMEREHIEREIB T 41730, To start the agent service, you can use Control Panel or do it from command
line.

BEN{E FERABCE TS5 Zabbix agent 54 20F : To start a single instance of Zabbix agent with the default configuration
file:

zabbix_agentd.exe --start

BENE R B E XALE SLHREASEI Zabbix agent 454 20°F : To start a single instance of Zabbix agent with another configuration file:



zabbix_agentd.exe --config <your_configuration_file> --start
J231% 526 Zabbix agent FH— L4420 T : To start one of multiple instances of Zabbix agent:

zabbix_agentd.exe --config <configuration_file_for_this_instance> --start --multiple-agents
=1k agent
Stopping agent

1Z1F agent RS, ATAMFEFBEHImEmREBE 41T/, To stop the agent service, you can use Control Panel or do it from command
line.

=1 {E BB E B S5 Zabbix agent 54 30F : To stop a single instance of Zabbix agent started with the default configu-
ration file:

zabbix_agentd.exe --stop

Z1HF BT XBCE 8 L5) Zabbix agent 54 40F : To stop a single instance of Zabbix agent started with another configura-
tion file:

zabbix_agentd.exe --config <your_configuration_file> --stop
1= 1 Z 5245 Zabbix agent FH—NLHIEE ST : To stop one of multiple instances of Zabbix agent:
zabbix_agentd.exe --config <configuration_file_for_this_instance> --stop --multiple-agents
ENEX agent Windows fR%
Uninstalling agent Windows service

ENERAF FIBABL B S B K45 Zabbix agent JRF #5420 : To uninstall a single instance of Zabbix agent using the default
configuration file:

zabbix_agentd.exe --uninstall

EEE A E NELE TR #A ) Zabbix agent JRE #5420 : To uninstall a single instance of Zabbix agent using a non-default
configuration file:

zabbix_agentd.exe --config <your_configuration_file> --uninstall
ENE L 35 Zabbix agent fRE44 40T : To uninstall multiple instances of Zabbix agent from Windows services:
zabbix_agentd.exe --config <configuration_file_for_instance_1> --uninstall --multiple-agents

zabbix_agentd.exe --config <configuration_file_for_instance_2> --uninstall --multiple-agents

zabbix_agentd.exe --config <configuration_file_for_instance_N> --uninstall --multiple-agents

3 Elasticsearch f.&

3 Elasticsearch setup

Attention:

Elasticsearch FISZHFRSBMER | AT EENECELSREHATLLT Elasticsearch jRAS : *+ 5.0.x - > 6.1.x **, 21R{FFHFH
SE=IRAM Elasticsearch , FLThEERTRETTIAIRTUHI T 4E.

Attention:

Elasticsearch support is experimental!

Setup procedure considered in this section is applicable to the following Elasticsearch versions: 5.0.x --» 6.1.x. In case
an earlier or later version of Elasticsearch is used, some functionality may not work as intended.

Zabbix sRILFFAXIFE T {# F Elasticsearch AR ERFEMATEIE. BE , AP RAERAEIEEM Elasticsearch 2 [A1%EE 7
SRR E .

Zabbix has recently started to support storage of historical data by means of Elasticsearch instead of a database. Users are now
given the possibility to choose the storage place for historical data between a compatible database and Elasticsearch.

W<

Configuration
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IERMIRE Zabbix server BLE X HMNGRE X HFHRSEH , LRIEMETEZBIRNIEHIE(S. To ensure proper communica-
tion between all elements involved make sure server configuration file and frontend configuration file parameters are properly
configured.

Zabbix server 15T
Zabbix server and frontend
EEEHSEN Zabbix server BELE X ERFIANT : Zabbix server configuration file draft with parameters to be updated:

### Option: HistoryStorageURL

# History storage HTTP[S] URL.

#

# Mandatory: no

# Default:

# HistoryStorageURL=

### Option: HistoryStorageTypes

# Comma separated list of value types to be sent to the history storage.
#

# Mandatory: no

# Default:

# HistoryStorageTypes=uint,dbl,str,log,text

FATFXE Zabbix server BLE N HHKI/RFISEEI T : Example parameter values to fill the Zabbix server configuration file with:

HistoryStorageURL=http://test.elasticsearch.lan:9200
HistoryStorageTypes=str,log,text

BHEDE SC-E Zabbix Server %% A8 K ¥4 B oh i B {E 2 BY N SC A 28 Y 14 777 52 R 7783 Elasticsearch 51, This configuration forces

Zabbix Server to store history values of numeric types in the corresponding database and textual history data in Elasticsearch.
Elasticsearch 3FATF JLFHISIEIZERY © Elasticsearch supports the following item types:
uint,dbl,str,log,text

TSR ZSENRBAR0 T : Supported item type explanation:

Item value type Database table Elasticsearch type
Numeric (unsigned)  history_uint uint

Numeric (float) history dbl

Character history_str str

Log history_log log

Text history_text text

B EHSEM Zabbix BmACE X4 (conf /zabbix . conf . php) 7”521 : Zabbix frontend configuration file (conf /zabbix . conf . php)
draft with parameters to be updated:

// Elasticsearch url (can be string if same url is used for all types).
$HISTORY['url'] = [
'uint' => 'http://localhost:9200',
'text' => 'http://localhost:9200'
1;
// Value types stored in Elasticsearch.
$HISTORY['types'] = ['uint', 'text'l;

FATFIRE Zabbix sGHECE AR FISEELI T : Example parameter values to fill the Zabbix frontend configuration file with:

$HISTORY['url'] = 'http://test.elasticsearch.lan:9200';
$HISTORY['types'] = ['str', 'text', 'log'l;

BECE SRS, 74, BRESR T 5 $UE7EA4%) Elasticsearch B, This configuration forces to store Text, Character and Log
history values in Elasticsearch.

WFEELE conf / zabbix.conf.php XHFFHELE $HISTORY AL FHSE , UMR—VIIEE TE(WESH conf / zabbix.conf.php.exampl
DAY fi#an{aicE) :

It is also required to make $HISTORY global in conf/zabbix.conf.php to ensure everything is working properly (see
conf/zabbix.conf.php.example for how to do it):

// Zabbix GUI configuration file.
global $DB, $HISTORY;

11



Elasticsearch BCEF14ZE 5

Installing Elasticsearch and creating mapping

FEEEAIELRIE Elasticsearch FIIEEMSFI IR, Final two steps of making things work are installing Elasticsearch itself and
creating mapping process.

2% Elasticsearch & #Elasticsearch iEFEE

To install Elasticsearch please refer to Elasticsearch installation guide.

Note:
B 5% 2 Elasticsearch ISR LEM (XM TEHIEEFHNR) . HARETHER L HIBLA KRS : database /

elasticsearch / elasticsearch.map,

Note:
Mapping is a data structure in Elasticsearch (similar to a table in a database). Mapping for all history data types is available
here: database/elasticsearch/elasticsearch.map.

Warning:

PDIRBEIRSS ., AMRKIRMESKAZRST , NIELTRER TR ER (.

Warning:
Creating mapping is mandatory. Some functionality will be broken if mapping is not created according to the instruction.

A text LTI ST AKX 0 TEKE Elasticsearch : To create mapping for text type send the following request to Elastic-
search:

curl -X PUT \
http://your-elasticsearch. here:9200/text \
-H 'content-type:application/json' \

-d |{
"settings" : {

"index" : {
"number_of_replicas" : 1,
"number_of_ shards" : 5

}

},
"mappings" : {
"values" : {
"properties" : {
"itemid" : {
"type" : "long"
},
"clock" : {
"format" : "epoch_second",
"type" : "date"
1,
"value" : {
"fields" : {
"analyzed" : {
"index" : true,
"type" : "text",
"analyzer" : "standard"
}
Te
"index" : false,
"type" : "text"
}
}
}
¥
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XTI “FR M BE KN BIERS , SERITEMEER , ERNBFTRHTHNEKBEH. Similar request is required to

be executed for Character and Log history values mapping creation with corresponding type correction.

Note:
F{FF Elasticsearch , 55 [fJRequirement pageIFKENE L5 E.

Note:
To work with Elasticsearch please refer to Requirement page for additional information.

Note:
Housekeeper & Mii&{E{T Elasticsearch FF %R

Note:
Housekeeper is not deleting any data from Elasticsearch.

R T 2 N E T HERES

Storing history data in multiple date-based indices

AN BE R pipeline # ingest T R ATEHEMACE . This section describes additional steps required to work with pipelines
and ingest nodes.

BEWIARS | BIE—MER, A uint AAREIEKRFIZNT : To begin with, you must create templates for indices. The following
example shows a request for creating uint template:

curl -X PUT \
http://your-elasticsearch.here:9200/_ template/uint_template \
-H 'content-type:application/json' \

-4 1
"template": "uintx",
"index_patterns": ["uint*"],
"settings" : {

"index" : {
"number_of_replicas" : 1,
"number_of_shards" : 5

}

},
"mappings" : {

"values" : {

"properties" : {
"itemid" : {
"type" : "long"
},
"clock" : {
"format" : "epoch_second",
"type" : "date"
},
"value" : {
"type" : "long"
}
}
}
}
}l

EoRHEMENR , APNEREK URL (RE—EBZEREFR) , ER “template” H “index_patterns” FEIUILALE S| BFRIFRE T
M “database / elasticsearch / elasticsearch” FFFEVHIEHARST. Ha0 , TEMGSEEN— P IARES| BIE—MER :

To create other templates, user should change the URL (last part is the name of template), change "template” and "index_patterns”
fields to match index name and to set valid mapping that can be taken from database/elasticsearch/elasticsearch.map.
For example, the following command can be used to create a template for text index:

curl -X PUT \
http://your-elasticsearch.here:9200/ template/text_template \

13



-H 'content-type:application/json' \
-d '{
"template": "textx",
"index_patterns": ["textx"],

"settings" : {

"index" : {
"number_of_replicas" : 1,
"number_of_shards" : 5

}

},
"mappings" : {
"values" : {
"properties" : {
"itemid" : {
"type" : "long"
},
"clock" : {
"format" : "epoch_second",
"type" : "date"
1,
"value" : {
"fields" : {
"analyzed" : {
"index" : true,
"type" : "text",
"analyzer" : "standard"
}
e
"index" : false,
"type" : "text"
}
}
}
}

} 1

XE AW Elasticsearch ABFGIENRSI REBRNRH FTLFHRE. RETEE pipeline EX. EREIBRMARIIZH , pipeline
REXTHURIAT S AL IR RME. AT &< T AT A vint 3[40 pipeline :

This is required to allow Elasticsearch to set valid mapping for indices created automatically. Then it is required to create the
pipeline definition. Pipeline is some sort of preprocessing of data before putting data in indices. The following command can be
used to create pipeline for uint index:

curl -X PUT \
http://your-elasticsearch. here:9200/_ingest/pipeline/uint-pipeline \
-H 'content-type:application/json' \
-d l{
"description": "daily uint index naming",
"processors": [
{
"date_index_name": {
"field": "clock",
"date_formats": ["UNIX"],
"index_name_prefix": "uint-",
"date_rounding": "d"
}
¥
]
}l

BT AMEM B3 (“date_rounding”) SRIEESFEHNERSIEHER. EIZHM pipeline , AFPNEZIEK URL (RE—F9 2 pipeline
£FR) HE “index_name_prefix” FEEPAILELE S| & 7K.

User can change the rounding parameter ("date_rounding”) to set a specific index rotation period. To create other pipelines, user
should change the URL (last part is the name of pipeline) and change "index_name_prefix” field to match index name.

14



A AS# Elasticsearch 3C#Y.
See also Elasticsearch documentation.

5, FTRUBIT Zabbix server BLE I HTNMKSHCRELE Y I £ 3BT T ETREMZ A %35]. Additionally, storing history data

in multiple date-based indices should also be enabled in the new parameter in Zabbix server configuration:

### Option: HistoryStorageDatelIndex

Enable preprocessing of history values in history storage to store values in different indices based on
0 - disable

1 - enable

#
#
#
#
# Mandatory: no

# Default:

# HistoryStorageDateIndex=0

WL
Troubleshooting
AT HIR AT E BN iR R Elasticsearch BIBLE Al : The following steps may help you troubleshoot problems with Elasticsearch setup:

KA ERIER (BT URL AX GET IEKEIESIEE | 60 : http://localhost:9200/uint).,
A shards RERBIER (RIEEEES Elasticsearch AJBEf#RRIE).

K& Elasticsearch BCEXH , BCEHFN ftifF M Zabbix BTimENFN Zabbix server EHHFTIAAE.

#& Elasticsearch Hi&.

PR

=

Check if the mapping is correct (GET request to required index URL like http://localhost:9200/uint).

Check if shards are not in failed state (restart of Elasticsearch should help).

3. Check the configuration of Elasticsearch. Configuration should allow access from the Zabbix frontend host and the Zabbix
server host.

4. Check Elasticsearch logs.

MREMRBRECE RS , FOR—MERRE , HPEEWS , $5%28E , & , IMRE%EE. If you are still experiencing problems
with your installation then please create a bug report with all the information from this list (mapping, error logs, configuration,
version, etc.)

N

4 N SHEH , WIETEREE , B3R

4 Real-time export of events, values, trends

HE&

Overview

AT ABCE (S AT 3 FRAK JSON R SRS S fid R R B4 | MR EME |, BBUUE.

It is possible to configure real-time exporting of trigger events, item values and trends in a newline-delimited JSON format.

SHERERMES , —1THBRE JSON X5, {EME AN A, Exporting is done into files, where each line of the export file is a
JSON object. Value mappings are not applied.

MRITEFFIREANSEUHRTIEED L2 S XHHES R F/TELIEFE , N Zabbix ¥ 10 MiEIRHTER , EEIBTNAL.
In case data cannot be written to the export file or the export file cannot be renamed or new one cannot be created after renaming
it, Zabbix will retry with 10 second interval until success.

BRSHBIEMEREE | ES NS HNYAME, For precise details on what information is exported, see the export protocol page.

EEE  WRAEVERIERE , RS2 SHEIE Z sTER T TV, TN EEIATREIR B TR (B0 - A , THE , EIEm
£ %) . Note that host/item can have no metadata (host groups, host name, item name) if the host/item was removed after the
data was received, but before server exported data.

&

Configuration

KIS HARA S EM , VIRTRREE , HEBIRTTLUET Zabbix server BEE I ExportDir S¥kiEE MRS B . Real-time
export of trigger events, item values and trends is configured by specifying a directory for the export files - see the ExportDir
parameter in server configuration.

FHI—15¥ ExportFileSize AT RE SN FHHHKZR KA K/, Another parameter - ExportFileSize may be used to
set the maximum allowed size of an individual export file.
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YHRTEEAMN , EEEREXHRARN. MRBHEERNA/NRE] , MEGZ XM FERXELFMA od 54 , F4ZAH
BRST 48 BT

When a process needs to write to a file it checks the size of the file first. If it exceeds the configured size limit, the file is renamed
by appending .old to its name and a new file with the original name is created.

3 RadtiElE

3 Daemon configuration

1 Zabbix server

Note:
ANFSHNBAER ERRTHHBRNIOAERE | KRS TR RARETE BNRLE X E LS BE .

Note:
The default values reflect daemon defaults, not the values in the shipped configuration files.

A

AT £¥ T AZE Zabbix server BLEFACLE : The parameters supported in a Zabbix server configuration file:

SWAFRIIAIC SO B HREE
Parameter Mandatory Range Default Description
AlertScriptsPath i usr/local/share/zabbix/aleé@scripts

MEEFWSTEIHMKRIBEIHMSTHERD

datadir),
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SWAFRIIAIC pielsk oy gI:1 HREE
AlertScriptsPath no /usr/local/share/zabbix/aléosatiphs

of

cus-
tom
alert
scripts
(de-
pends
on
compile-
time

in-

stal-

la-

tion
vari-
able
datadir).

AllowRoot

AllowRoot

iz

no

HFRRS A root” 44z
7. MRASHEE R
b, FERSMU
root H353) , RE4S
Pl EHE R zabbix' A
PR, ST ER
PRI, ZBS8RE
=,

0-%Ik

1- f0fF

Zabbix 2.2.0, BUEH
RRAEBSTHFX AN 24
Allow the server to
run as 'root’. If
disabled and the
server is started by
'root’, the server will
try to switch to the
‘zabbix’ user instead.
Has no effect if
started under a
regular user.

0 - do not allow

1 - allow

This parameter is
supported since
Zabbix 2.2.0.

CacheSize

|

28K-8G

17

TR, BT,
BFEMEEN. KT,
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KN,
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CacheSize no

128K-8G 8M

Size of configuration
cache, in bytes.
Shared memory size
for storing host, item
and trigger data.
Upper limit used to
be 2GB before Zabbix
2.2.3.

CacheUpdateFrequency &

CacheUpdateFrequency no

-3600 0

1-3600 60

abbix FFEHINE,
BATD.

B EZEruntime
control %M,

How often Zabbix will
perform update of
configuration cache,
in seconds.

See also runtime
control options.

DBHost

|

DBHost no

ocalhost

localhost

BEEINE.

MRE MySQL
localhost BREF 45 &R
KSBERAEET. W
SR 2 PostgreSQL
REEFHEAERE
T,

Database host name.
In case of MySQL
localhost or empty
string results in using
a socket. In case of
PostgreSQL

only empty string
results in attempt to
use socket.

DBName £ REER.
DBName yes Database name.

o

DBPassword

DBPassword no

R ERD,
MNREAE IR B R
EERENSH,
Database password.
Comment this line if
no password is used.

DBPort
DBPort

& 024-65535 WEEFHHENAME AR S
no 1024-65535 Database port when not using local socket.

DBSchema & {EE Schema £, 1Y IBM DB2 #l1 PostgreSQL {# .

DBSchema no Schema name. Used for IBM DB2 and PostgreSQL.

18



DBSocket &
DBSocket no

ySQL EHF IR,
Path to MySQL socket file.

DBUser &
DBUser no

RERPA.

Database user.

DebugLevel &= -5

DebuglLevel no 0-5

EVAAELR:

0 - Zabbix HFEHIHCZ
HEAXEFR

1-EEER

2 - FERIER

3- %H: =]

4-FRER (FEXE
=8)

5-F R (CEES
Z8)

HE A EFEruntime
control ¥EIm,
Specifies debug level:
0 - basic information
about starting and
stopping of Zabbix
processes

1 - critical information
2 - error information
3 - warnings

4 - for debugging
(produces lots of
information)

5 - extended
debugging (produces
even more
information)

See also runtime
control options.

oy

ExportDir

ExportDir no

BATTFYIRAY JSON 4%
XX SEEH, ik
BURAEA SRR XA
Bx. MRRE , NF
FASCH S BRE XA
H=x.

k3% Zabbix 4.0.0
Fra3cHF.

Directory for
real-time export of
events, history and
trends in
newline-delimited
JSON format. If set,
enables real-time
export.

This parameter is
supported since
Zabbix 4.0.0.
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ExportFileSize

ExportFileSize

no

M-1G

1M-1G

1G

AS ST R KRR
i, AT, N
ExportDir ¥0& B R
AER.

LB EM Zabbix 4.0.0
FrHa3HF.

Maximum size per
export file in bytes.
Only used for rotation
if ExportDir is set.
This parameter is
supported since
Zabbix 4.0.0.

ExternalScripts

ExternalScripts

o

no

usr/local/share/zabbix/extHESATBt /K fiLmiF

TRNHIMNETE
datadir),

/usr/local/share/zabbix/eXtecasilsargftexternal

scripts (depends on
compile-time
installation variable
datadir).

Fping6Location

Fping6Location

o

no

usr/sbin/fping6

/usr/sbin/fping6

ping6 F2FFAIERIZ.
TfR fping6 F2FFIIAT
FEZ root AF, 3
Bi&&E7T SUID #xic.
IRFE fping F2FFAL
H 1pve itk , BT
("Fping6Location=")
2.

Location of fping6.
Make sure that fping6
binary has root
ownership and SUID
flag set.

Make empty
("Fping6Location=")
if your fping utility is
capable to process
IPv6 addresses.

FpingLocation

FpingLocation

o

no

usr/sbin/fping

/usr/sbin/fping

ping FEFFEIEE1Z.
iR fping FRFFAIFTH
#H=Z root HF, #EB
WET SUID 38,
Location of fping.
Make sure that fping
binary has root
ownership and SUID
flag set!

HistoryCacheSize

28K-2G

20
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HistoryCacheSize

no

128K-2G

16M

Size of history cache,
in bytes.

Shared memory size
for storing history
data.

HistorylndexCacheSize

HistorylndexCacheSize

AN

no

28K-2G

128K-2G

aM

SERSIEFRN, Bl
PFET. \EFE—N
item RHIFRER/NA
100 FHZEE],
S Zabbix 3.0.0
FHASTHF .

Size of history index
cache, in bytes.
Shared memory size
for indexing history
data stored in history
cache.

The index cache size
needs roughly 100
bytes to cache one
item.

This parameter is
supported since
Zabbix 3.0.0.

HistoryStorageDatelndex#&

HistoryStorageDatelndexno

RS EURTAIE | 7T
L BURF MR R R
ETHERNZES:
0-%t

1-

Enable preprocessing
of history values in
history storage to
store values in
different indices
based on date:

0 - disable

1 - enable

HistoryStorageURL

HistoryStorageURL

no

SEEHETFAE HTTPLS]
URL,

NS
*Elasticsearch#{TEC
&,

History storage
HTTP[S] URL.

This parameter is
used for Elasticsearch
setup.
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HistoryStorageTypes

HistoryStorageTypes

&

no

int,dbl,str,log,text

uint,dbl,str,log,text

ESNRISIRECEM
LRV T SRR R E
724&%) Elasticsearch,
AN EHE
*Elasticsearch BT
A&,

Comma separated list
of value types to be
sent to the history
storage.

This parameter is
used for Elasticsearch
setup.
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HousekeepingFrequency &

-24

23

abbix 14T
housekeeping ISR
(B R/ NEE),,
housekeeping AT M
reiEa sl S EEEN T
=]

AR ATHLE
housekeeper taZkid
X (f5iIZ0, X HAsEFEEE
PR KR/ NG, 34T
F—AEEm , AafE
—A* housekeeping f&
HAMRET 4 1%
HousekeepingFre-
quency KIS HA%EE.
&k, 20 Housekeep-
ingFrequency & 1 /)
B, — AN AR &1
BRI 4 /NS
B (W& BR¥EET )

&7E: AR server £
71, housekeeping ¥
1£ server EEAJE
FEIR 30 Sy4HAT.
I, 205 Housekeep-
ingFrequency & 1 /)
B, serverg J33h 30 4>
ERITE—R
housekeeping , %X /&
2 1/NAREER
7. M Zabbix 2.4.0 DA
BB T XFIERITAL
M Zabbix 3.0.0 FFi4 ,
ATBLIRE Housekeep-
ingFrequency 4 0 3k
eI =F)|
housekeeping. AT
housekeeping R BE1E
-
housekeeper_execute
B, 71
housuekeeping JEHH
PRI HE R
FANMRF—IR
housekeeping Ak
ECE RN 4 15, R
F 4 /NFEARKT 4
X,

MWAS B TR i
W,



HousekeepingFrequency no

0-24

24

How often Zabbix will
perform
housekeeping
procedure (in hours).
Housekeeping is
removing outdated
information from the
database.

Note: To prevent
housekeeper from
being overloaded (for
example, when
history and trend
periods are greatly
reduced), no more
than 4 times House-
keepingFrequency
hours of outdated
information are
deleted in one
housekeeping cycle,
for each item. Thus, if
HousekeepingFre-
quency is 1, no more
than 4 hours of
outdated information
(starting from the
oldest entry) will be
deleted per cycle.
Note: To lower load
on server startup
housekeeping is
postponed for 30
minutes after server
start. Thus, if House-
keepingFrequency is
1, the very first
housekeeping
procedure after
server start will run
after 30 minutes, and
will repeat with one
hour delay thereafter.
This postponing
behavior is in place
since Zabbix 2.4.0.
Since Zabbix 3.0.0 it
is possible to disable
automatic
housekeeping by
setting Housekeep-
ingFrequency to 0. In
this case the
housekeeping
procedure can only
be started by
housekeeper_execute
runtime control
option and the period
of outdated
information deleted
in one housekeeping
cycle is 4 times the
period since the last
housekeeping cycle,
but not less than 4



o

Include PATERCE U TERE B2
M HHETEE—E
F (BEXHEZER
F).
REBEEEENBERTE
BRI, ATTRAME
FAEMDLACAYIB BCHT.
Ban:
/absolute/path/to/config/fi:
Zabbix 2.4.0 DAE#P3T
FrRFUILAC,

SR KR TIREISAF

4.

Include no You may include
individual files or all
files in a directory in
the configuration file.
To only include
relevant files in the
specified directory,
the asterisk wildcard
character is
supported for pattern
matching. For
example:
/absolute/path/to/config/fi:
Pattern matching is
supported since
Zabbix 2.4.0.

See special notes
about limitations.

o

abbix Java PXH] IP
ik (B FENR) .

Java BB AT
BASH.

Zabbix 2.0.0 PAJREOAT
BREAEIFASEL
JavaGateway no IP address (or
hostname) of Zabbix
Java gateway.

Only required if Java
pollers are started.
This parameter is
supported since
Zabbix 2.0.0.

JavaGateway

JavaGatewayPort = 024-32767 0052 abbix Java B % I
H.

Zabbix 2.0.0 AUFHIFT
BIRAEESIFASE,

JavaGatewayPort no 1024-32767 10052 Port that Zabbix Java
gateway listens on.
This parameter is
supported since
Zabbix 2.0.0.
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ListenlIP

ListenlIP

|

no

.0.0.0

0.0.0.0

rapper YT Ip ih
ik, 24 Ip BRSS9
I,
MREBEREZSH
SETAEMEEA.
M Zabbix 1.8.3 74
XL Ip #udk,

List of comma
delimited IP
addresses that the
trapper should listen
on.

Trapper will listen on
all network interfaces
if this parameter is
missing.

Multiple IP addresses
are supported since
Zabbix 1.8.3.

ListenPort
ListenPort

&

no

024-32767
1024-32767

0051
10051

rapper &frimH .
Listen port for trapper.

LoadModule

LoadModule

o

no

erver i BN INE M
TR, XS R
J& server ZhRE,
#&=: LoadMod-
ule=<module.so>
XS LR RAE
LoadModulePath %%
BRI,
RFZ A LoadModule
2.

Module to load at
server startup.
Modules are used to
extend functionality
of the server.

Format: LoadMod-
ule=<module.so>
The modules must be
located in directory
specified by
LoadModulePath.

It is allowed to
include multiple
LoadModule
parameters.

LoadModulePath

LoadModulePath

no

erver {EHRELEXT IR,
ZRABEIEFITHERE
Full path to location
of server modules.
Default depends on
compilation options.
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LogFile

LogFile

2, 1R LogType RE
A file, ®NX BES
yes, if LogType is set
to file, otherwise

no

& .

Name of log file.

LogFileSize

LogFileSize

o

no

-1024

0-1024 1

RN, B MB,
0 - It AEXHEEh
[EizR.

AE: RAE X
FIREMIANN , SCHE
RBRERW, NERMAR
A, MEMBESHE
W, FEINCRAE.
Maximum size of log
file in MB.

0 - disable automatic
log rotation.

Note: If the log file
size limit is reached
and file rotation fails,
for whatever reason,
the existing log file is
truncated and started
anew.

LogType

LogType

o

no

ile

file

R 2SR

file - 5\ LogFile %%
BRI BB,
system - § A\ syslog,
console - =H| & .

M Zabbix 3.0.0 FF#4

XIFAEH.

Log output type:

file - write log to file
specified by LogFile
parameter,

system - write log to
syslog,

console - write log to
standard output.

This parameter is
supported since

Zabbix 3.0.0.

LogSlowQueries

|

-3600000

27

IEEBWIHFERTE) , K
T B R ENBEE
(ZW).

0 - MeREEWAE.
Debuglevel=3 BZi%
AT,

M Zabbix 1.8.2 FF44
XIFASE



LogSlowQueries

no

0-3600000

How long a database
query may take
before being logged
(in milliseconds).

0 - don’t log slow
queries.

This option becomes
enabled starting with
DebuglLevel=3.

This parameter is
supported since
Zabbix 1.8.2.

MaxHousekeeperDelete

&

MaxHousekeeperDelete no

-1000000

0-1000000

000

5000

/N housekeeping [EH#j
N, —MES %R
RITE (HEAIRE |
FEA , H).
WMRIRER 0, R
MR TER | XFHE
D, PRIAIIEREIXFEA
!

M Zabbix 1.8.2 FF44
IFZSH , (VEND
C Sl i
sk RS S 1
G 8

No more than 'Max-
HousekeeperDelete’
rows (corresponding
to [tablename],
[field], [valuel) will be
deleted per one task
in one housekeeping
cycle.

If set to 0 then no
limit is used at all. In
this case you must
know what you are
doing!

This parameter is
supported since
Zabbix 1.8.2 and
applies only to
deleting history and
trends of already
deleted items.

PidFile
PidFile

N
(=]

no

tmp/zabbix_server.pid
/tmp/zabbix_server.pid

ID 3L FR.
Name of PID file.

ProxyConfigFrequency

&

-604800

28

600

abbix server Z/bfbrm
Zabbix proxy &KiX—
RELEYE | AT #ah
1 proxy .

M Zabbix 1.8.3 FFi4
XIFASH.



ProxyConfigFrequency

no

1-604800

3600

How often Zabbix
server sends
configuration data to
a Zabbix proxy in
seconds. Used only
for proxies in a
passive mode.

This parameter is
supported since
Zabbix 1.8.3.

ProxyDataFrequency

ProxyDataFrequency

o

no

-3600

1-3600

abbix server Z/b¥ba)
Zabbix proxy &s5R—
WA BEE , BT
1R proxy. WA
Zabbix 1.8.3 FFAHF
58

How often Zabbix
server requests
history data from a
Zabbix proxy in
seconds. Used only
for proxies in a
passive mode.

This parameter is
supported since
Zabbix 1.8.3.

SNMPTrapperfFile

SNMPTrapperFile

o

no

tmp/zabbix_traps.tmp

/tmp/zabbix_traps.tmp

B3cfE , BT EE
SNMP trap SFH B2
BUEL server.

WA zab-
bix_trap_receiver.pl
g% SNMPTT BCE X
FIRECERTF .

M Zabbix 2.0.0 744
XFFAEH.
Temporary file used
for passing data from
SNMP trap daemon to
the server.

Must be the same as
in zab-
bix_trap_receiver.pl
or SNMPTT
configuration file.
This parameter is
supported since
Zabbix 2.0.0.

SocketDir

|

29

tmp

abbix PIBRAR S8 FAR
FBTF 7% IPC sockets
BIBR. M Zabbix
3.4.0 FHAZIFZ S ¥



SocketDir no

/tmp

Directory to store IPC
sockets used by
internal Zabbix
services.

This parameter is
supported since
Zabbix 3.4.0.

SourcelP &
SourcelP  no

SMEFRAVIR 1P HudIE,

Source IP address for outgoing connections.

SSHKeyLocation no

SSHKeyLocation no

SSH KB FHRIERI 48
AP E .
Location of public and
private keys for SSH
checks and actions

SSLCertLocation

o

SSLCertLocation no

TR S ARIER
SSLUF R4 E .
ZEWAAT web i
1%, M Zabbix 2.4 FF
RSTFRZ S
Location of SSL client
certificate files for
client authentication.
This parameter is
used in web
monitoring only and
is supported since
Zabbix 2.4.

SSLKeylLocation iy

SSLKeyLocation no

TR P S ARIER
SSL FLEA I E .
ZEWAAT web i
%, )\ Zabbix 2.4 JF
[EFEEATE 518
Location of SSL
private key files for
client authentication.
This parameter is
used in web
monitoring only and
is supported since
Zabbix 2.4.
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SSLCALocation

SSLCALocation

|

no

SSL AR$5ZHEPIIEE
FEBARANAM (CA)
XHHE. MRNEK
B, RECUENERH
wEA.

EE XM SHER
HWIRE R libcurl 1EIR
curloptcapath , 7£
7.42.0 ZHIM libcurl
IrAF , REER
OpenSSL #®iF libcurl
ABW. BELZEEN
cURL M.
XS Zabbix
2.4.0 FFH4H web i
FIE M Zabbix 3.0.0
FHAI SMTP SAKIE
g,

Override the location
of certificate
authority (CA) files for
SSL server certificate
verification. If not set,
system-wide
directory will be used.
Note that the value of
this parameter will be
set as libcurl option
CURLOPT_CAPATH.
For libcurl versions
before 7.42.0, this
only has effect if
libcurl was compiled
to use OpenSSL. For
more information see
cURL web page.

This parameter is
used in web
monitoring since
Zabbix 2.4.0 and in
SMTP authentication
since Zabbix 3.0.0.

StartDBSyncers

StartDBSyncers

o

no

-100

1-100

BRI VIIASHIER
==

TERRA 1.8.5 28T, £
PRS2 64.

XASEUN Zabbix
1.8.3 FF14153IT XXi5.

Number of pre-forked
instances of DB
Syncers.

The upper limit used
to be 64 before
version 1.8.5.

This parameter is
supported since
Zabbix 1.8.3.
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StartAlerters

StartAlerters

|

no

-100

1-100

EHFERINIIASBIEL

e

M Zabbix 3.4.0 FFiA
XA,

Number of pre-forked
instances of alerters.
This parameter is
supported since
Zabbix 3.4.0.

StartDiscoverers

StartDiscoverers

|

no

-250

0-250

INFHFZEF A RBIEL
£,

F£ Zabbix 1.8.5 hfiAs
ZHl, BRBERE A
255,

Number of pre-forked
instances of
discoverers.

The upper limit used
to be 255 before
version 1.8.5.

StartEscalators

StartEscalators

no

-100

1-100

scalators FHFEI¥IA
KBi%E.

M Zabbix 3.0.0 FFi4
XIS,

Number of pre-forked
instances of
escalators.

This parameter is
supported since
Zabbix 3.0.0.

StartHTTPPollers

StartHTTPPollers

o

no

-1000

0-1000

TTP AT RIAIASE
BIBE.

7£ Zabbix 1.8.5 jfi4s
ZHl, mRBERE R
255,

Number of pre-forked
instances of HTTP
pollers?t.

The upper limit used
to be 255 before
version 1.8.5.

StartIPMIPollers

StartIPMIPollers

|

no

-1000

0-1000

PMI I SRR I AIASR
BIEE,

7£ Zabbix 1.8.5 hfiAs
ZAT, RKBERER
255,

Number of pre-forked
instances of IPMI
pollers.

The upper limit used
to be 255 before
version 1.8.5.
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|

StartJavaPollers

StartJavaPollers no

-1000

0-1000

ava WA FHERRNAIA
KB,

M Zabbix 2.0.0 FFiA
XA,

Number of pre-forked
instances of Java
pollers®.

This parameter is
supported since
Zabbix 2.0.0.

o

StartPingers

StartPingers no

-1000

0-1000

CMP pingers 3HF2H1¥]
AR GIEE

1t Zabbix 1.8.5 R4S
ZAT, RRBEREA
255,

Number of pre-forked
instances of ICMP
pingers?.

The upper limit used
to be 255 before
version 1.8.5.

StartPollersUnreachable &

StartPollersUnreachable no

-1000

0-1000

AEEM, (BFE IPMIFA
Java) IEIEIHFZY)
ASBIEE.
M Zabbix 2.4.0 FFi4 ,
&R IPMI 8% Java #if)
#=Esh, PAZELE—
AEESFANAE) EHLA
WIHFRNINETT.
\\7E Zabbix 1.8.5 k4~
ZHl , mRBERE A
255,
XANSEM Zabbix
1.8.3 FFHA1SEIT XFF.

Number of pre-forked
instances of pollers
for unreachable hosts
(including IPMI and
Java)l.

Since Zabbix 2.4.0, at
least one poller for
unreachable hosts
must be running if
regular, IPMI or Java
pollers are started.
The upper limit used
to be 255 before
version 1.8.5.

This option is missing
in version 1.8.3.
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StartPollers

StartPollers

|

no

-1000

0-1000

AR A IA SRR
2, WEEMRENT,
RE  ITEREETRE
EETE, INM88E
WIRART 0,

Number of pre-forked
instances of pollers®.
Note that a non-zero
value is required for
internal, aggregated
and calculated items
to work.

StartPreprocessors

StartPreprocessors

o

no

-1000

1-1000

RAIE T VEHFZRIAEASE
BiE, \FaiEER
PR IR fETAL IR T4
igsI=rIR

M Zabbix 3.4.0 FFiA
XFFASH.

Number of pre-forked
instances of
preprocessing
workers?,

The preprocessing
manager process is
automatically started
when a preprocessor
worker is started.
This parameter is
supported since
Zabbix 3.4.0.

StartProxyPollers

StartProxyPollers

o

no

-250

0-250

) proxy HIEIEEHFEY)
ARBIEE. \FE
Zabbix 1.8.5 R4z
B, RARBERE A
255,

M Zabbix 1.8.3 FF4A
XIFASH.

Number of pre-forked
instances of pollers
for passive proxies?.
The upper limit used
to be 255 before
version 1.8.5.

This parameter is
supported since
Zabbix 1.8.3.

StartSNMPTrapper

o

34
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2R 530,
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StartSNMPTrapper

no

0-1

If set to 1, SNMP
trapper process will
be started.

This parameter is
supported since
Zabbix 2.0.0.

StartTimers

StartTimers

no

-1000

1-1000

B 2 AR AR A SRAGIER
£,

VT S AR AN R T B
[BIANRR A 25 FNLETHATH
RE.

REE T 3R
REIRAEHA

M Zabbix 2.2.0 744
XFFAEH.

Number of pre-forked
instances of timers.
Timers process
time-based trigger
functions and
maintenance periods.
Only the first timer
process handles the
maintenance periods.
This parameter is
supported since
Zabbix 2.2.0.

StartTrappers

StartTrappers

o

no

-1000

0-1000

rapper FFEHFIIAR
BIBE.

Trapper kB
Zabbix K%#&. Fah
agent F1EF) proxies
kLG
B2/HEEIT A
trapper $tEHTE
web B RRARS 25 7]
FAMEFNBAZ LA,

1£ Zabbix 1.8.5 ffi4s
ZAT, RKBEREA
255,

Number of pre-forked
instances of
trappers?.

Trappers accept
incoming connections
from Zabbix sender,
active agents and
active proxies.

At least one trapper
process must be
running to display
server availability
and view queue in
the frontend.

The upper limit used
to be 255 before
version 1.8.5.
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StartVMwareCollectors

StartVMwareCollectors

|

no

-250

0-250

mware KERFHFEH
VaRBIEE. WA
Zabbix 2.2.0 FFASHE
8

Number of pre-forked
vmware collector
instances.

This parameter is
supported since
Zabbix 2.2.0.

Timeout

Timeout

o

no

-30

1-30

gent, SNMP &% 54
BB BT (5
KA.

Specifies how long we
wait for agent, SNMP
device or external
check (in seconds).

TLSCAFile

TLSCAFile

o

no

ERTXHEEREIER
TiZk CA (s) MEFHISC
HRTTEEIRE , BT
Zabbix A2z [EAI/N
WE1E,

M Zabbix 3.0.0 FF#4
XFFASH.

Full pathname of a
file containing the
top-level CA(s)
certificates for peer
certificate
verification, used for
encrypted
communications
between Zabbix
components.

This parameter is
supported since
Zabbix 3.0.0.

TLSCertFile

TLSCertFile

o

no

B RFFEBEIEH4E
XHHTTERESE B
F Zabbix Az AR
INEIB(E.

M Zabbix 3.0.0 FF#4
XFFAEH.

Full pathname of a
file containing the
server certificate or
certificate chain,
used for encrypted
communications
between Zabbix
components.

This parameter is
supported since
Zabbix 3.0.0.

36



TLSCRLFile

TLSCRLFile

|

no

BB REIERIHMT
Bigize BT
Zabbix 4z [BEN
IR

M\ Zabbix 3.0.0 FF44
XFFAEH.

Full pathname of a
file containing
revoked certificates.
This parameter is
used for encrypted
communications
between Zabbix
components.

This parameter is
supported since
Zabbix 3.0.0.

TLSKeyFile

TLSKeyFile

no

BRAHR TR
% , BT zabbix A
Z [N EELS.

M Zabbix 3.0.0 FF44
XIFAEH.

Full pathname of a
file containing the
server private key,
used for encrypted
communications
between Zabbix
components.

This parameter is
supported since
Zabbix 3.0.0.

TmpDir & tmp
TmpDir no /tmp

.

Temporary directory.

TrapperTimeout

TrapperTimeout

= -300

no 1-300

00

300

X trapper ALIEEIER
FRAEYEIE.

Specifies how many
seconds trapper may
spend processing
new data.

TrendCacheSize

TrendCacheSize

|

28K-2G

no 128K-2G

am

BBAREGF AN, Bl
F,

BT R suRm
ZREAN,

Size of trend cache,
in bytes.

Shared memory size
for storing trends
data.
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UnavailableDelay

UnavailableDelay

-3600

1-3600

60

RN FRAE
Zabbix Z /b E—
IR ARTH,

How often host is
checked for
availability during the
unavailability period,
in seconds.

UnreachableDelay

UnreachableDelay

|

no

-3600

1-3600

15

FIRARTARE
Zabbix Z/bMHEE—
REFREIE,

How often host is
checked for
availability during the
unreachability period,
in seconds.

UnreachablePeriod

UnreachablePeriod

o

no

-3600

1-3600

45

FNATRZ MG ,
RRAL AT A
After how many
seconds of
unreachability treat a
host as unavailable.

User

User

o

no

abbix

zabbix

T BRARABR {8 PR & A
.

N root’ H¥MEAT
B AllowRoot £¥i%E
FERIER  ZBHE
1ER.

M Zabbix 2.4.0 FFi4
A BH.

Drop privileges to a
specific, existing user
on the system.

Only has effect if run
as 'root’ and
AllowRoot is disabled.
This parameter is
supported since
Zabbix 2.4.0.

ValueCacheSize

o

,128K-64G

38

Ldyeine2cy N \W=Xiva
FFT,

0 RPZEIHRTF (REWN).
LUEBERNBEHERN
T, 8 5 HEhAm iR
FHAEFEN—KESL
2.

M Zabbix 2.2.0 FF#4
XIFABH,



ValueCacheSize

no

0,128K-64G

8M

Size of history value
cache, in bytes.
Shared memory size
for caching item
history data requests.
Setting to 0 disables
value cache (not
recommended).
When value cache
runs out of the
shared memory a
warning message is
written to the server
log every 5 minutes.
This parameter is
supported since
Zabbix 2.2.0.

VMwareCacheSize

VMwareCacheSize

no

56K-2G

256K-2G

8M

i VMware B
RN,

VMware REfHEE
[vmware,buffer,...] A]
PARAR 3% VMware 2%
HERBI (SRR
KE),

AR MREFEEH
Jazh vmware Y& 2%
B, BAKZRNE
REWAEC. WA
Zabbix 2.2.0 FFASTHE
AEH.

Shared memory size
for storing VMware
data.

A VMware internal
check zab-
bix[vmware,buffer,...]
can be used to
monitor the VMware
cache usage (see
Internal checks).
Note that shared
memory is not
allocated if there are
no vmware collector
instances configured
to start.

This parameter is
supported since
Zabbix 2.2.0.

VMwareFrequency

0-86400

39

% R A
VMware RS &K
&, \{ZfT VMware &
ST R/ NS T R HAED
ATFSHETZEE.

M Zabbix 2.2.0 FFi4
XIFASH.



VMwareFrequency no 10-86400 60 Delay in seconds
between data
gathering from a
single VMware
service.

This delay should be
set to the least
update interval of any
VMware monitoring
item.

This parameter is
supported since

Zabbix 2.2.0.
VMwarePerfFrequency & 0-86400 0 [CE20 VPN -

VMware fR%1 ZMERE

TR ST IR,

ZEFE A{E— VMware
WA (£ VMware
HERETERES) MR/INE
Al
M Zabbix 2.2.9, 2.4.4
FHATIFAS .
VMwarePerfFrequency no 10-86400 60 Delay in seconds
between performance
counter statistics
retrieval from a single
VMware service.
This delay should be
set to the least
update interval of any
VMware monitoring
item that uses
VMware performance
counters.
This parameter is
supported since
Zabbix 2.2.9,2.4.4

o

-300 0 mware XEREF
VMware %
(vCenter or ESX EIf
2F) IR R KR,
M Zabbix 2.2.9, 2.4.4
FHAXFFZ S
VMwareTimeout no 1-300 10 The maximum
number of seconds
vmware collector will
wait for a response
from VMware service
(vCenter or ESX
hypervisor).
This parameter is
supported since
Zabbix 2.2.9,2.4.4

VMwareTimeout

(3923

Footnotes
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Warning:

(1) FEE , KAENFIEWEIFE (pollers, unreachable pollers, HTTP pollers, Java pollers, pingers, trappers, proxypollers)
fn_E 1PMI FEIEFEF , SNMP trapper MTRANIRFE 5] GE{E T4 IR TH 25 A FE 18 1 ST R P AIBR 1), X451 #2 Zabbix
server Z1ERS (B B3 RRIRAEI , EHMMET]RERERKNEIA L), N8 Zabbix FELE IR S TR R
PR 1) I8k S X FRE AL

Warning:
(1) Note that too many data gathering processes (pollers, unreachable pollers, HTTP pollers, Java pollers, pingers, trap-
pers, proxypollers) together with IPMI manager, SNMP trapper and preprocessing workers can exhaust the per-process
file descriptor limit for the preprocessing manager. This will cause Zabbix server to stop (usually shortly after the start,
but sometimes it can take more time). The configuration file should be revised or the limit should be raised to avoid this
situation.

Note:
Zabbix BCE NS UTF-8 JihL{E R XFFBOM,
RS EDIIEITHIFAE R #" SRAMR.

Note:
Zabbix supports configuration files only in UTF-8 encoding without BOM.

Comments starting with "#” are only supported in the beginning of the line.

2 Zabbix proxy

2 Zabbix proxy

Note:
ATFRSHNBOAER ERRTHHERNZONMERE | KERET TR RARETE R E U E LIS BUEAM .

Note:
The default values reflect daemon defaults, not the values in the shipped configuration files.

LR SATATE Zabbix proxy BLE X4 ELE : The parameters supported in a Zabbix proxy configuration file:

SUWERLIAEL TR EHE B

Parameter Mandatory Range Default Description

AllowRoot & HARS A root” B
1T. MRZXSWEE R
2, FERFMLA
root #5380 , BEE
VIR zabbix’ A
PR, SSFUEEA
FIREM  ZSWEE
21
0-%it
1- F
Zabbix 2.2.0. PLEH
hRAEB S F XA 54K
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AllowRoot

no

Allow the proxy to run
as 'root’. If disabled
and the proxy is
started by 'root’, the
proxy will try to
switch to the 'zabbix’
user instead. Has no
effect if started under
a regular user.

0 - do not allow

1 - allow

This parameter is
supported since
Zabbix 2.2.0.

CacheSize

CacheSize

|

no

28K-8G M

128K-8G 8M

BRI, BACAFT,
ATEEEN. iz
PR ZNTFER/N,
Zabbix2.2.3 DARTHIRR
AR KIECEERN
2GB,

Size of configuration
cache, in bytes.
Shared memory size,
for storing host and
item data.

Upper limit used to
be 2GB before Zabbix
2.2.3.

ConfigFrequency

ConfigFrequency

|

no

-604800 600

1-604800 3600

fRZ bF> proxy M
Zabbix server $RERFD
BEWE,
ZSWREESN proxy
FLfEM , proxy TE
HEAESH
ProxyMode jR5E,
How often proxy
retrieves
configuration data
from Zabbix server in
seconds.

Active proxy
parameter. Ignored
for passive proxies
(see ProxyMode
parameter).

DBHost

ocalhost

42

EEEHNA,

RZ MysQL
localhost BR T FRFeR
2SBERERET. M
B2 PostgreSQL
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DBHost

no

localhost

Database host name.
In case of MySQL
localhost or empty
string results in using
a socket. In case of
PostgreSQL

only empty string
results in attempt to
use socket.

DBName

DBName

Fim

yes

BERTR.

X+ SQLite3 MRt
YRS IR
(Zabbix % FFREEHM)
R AVHERNEFSRE
B, #l30 : memory :,
file :: memory :?
cache = shared g
file : memdbl ?
mode = memory &
cache = shared),
& RNE5 Zabbix
server f§ R[E— MR
.

Database name or
path to database file
for SQLite3
(multi-process
architecture of Zabbix
does not allow to use
in-memory database,
e.g. :memory:,
file: :memory:?cache=shared
or
file:memdbl?mode=memory&cacl

Warning: Do not
attempt to use the
same database
Zabbix server is
using.

DBPassword

DBPassword

o

no

BERRERD, B
SQLite R~ {EH.,
MREUREIRBHRD
EERENSH,
Database password.
Ignored for SQLite.
Comment this line if
no password is used.

DBSchema &
DBSchema no

{EE Schema £, 1Y IBM DB2 01 PostgreSQL {# .
Schema name. Used for IBM DB2 and PostgreSQL.

43


https://www.sqlite.org/inmemorydb.html
https://www.sqlite.org/inmemorydb.html
https://www.sqlite.org/inmemorydb.html

DBSocket

DBSocket

|

no

306

3306

ySQL EHEF UK
2.

A E AN A ME
RSUEEROS%. It
2% SQLite ~fEA.
Path to MySQL socket.
Database port when
not using local
socket. Ignored for
SQlite.

DBUser
DBUser

B

RERF%. B% SQLite RMER.

Database user. Ignored for SQLite.

DataSenderFrequency

DataSenderFrequency

no

-3600

1-3600

roxy ¥R &3 KEAE
A—ERRTEAIfR (&
AR Kkt
Zabbix server,
ZSWRBEESN proxy
FLEM , proxy TE
[Nz 2
ProxyMode jR5E,
Proxy will send
collected data to the
server every N
seconds.

Active proxy
parameter. Ignored
for passive proxies
(see ProxyMode
parameter).

DebuglLevel

Debuglevel

o

no

0-5

TR EFR:

0 - Zabbix HFEHIHCFF
EXRER

1-FEER

2 - fRIER

. —
3-BHER

4-FAER (FEXE
%_Iul\)

5- ¥ R (FEEZ
E8)

Specifies debug level:
0 - basic information
about starting and
stopping of Zabbix
processes

1 - critical information
2 - error information
3 - warnings

4 - for debugging
(produces lots of
information)

5 - extended
debugging (produces
even more
information)
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EnableRemoteCommandsy

EnableRemoteCommandso

B A Zabbix server
TERERITEHS.

0- %1k

1- f0fF

M Zabbix 3.4.0 FF4
XIS,
Whether remote
commands from
Zabbix server are
allowed.

0 - not allowed

1 - allowed

This parameter is
supported since
Zabbix 3.4.0.

ExternalScripts

ExternalScripts

oy

no

usr/local/share/zabbix/exEfiAsErBt 6K HYmiF

RRNINETE
datadir),

/usr/local/share/zabbix/eXtecaéisargitexternal

scripts (depends on
compile-time
installation variable
datadir).

Fping6Location

Fping6Location

il

no

usr/sbin/fping6

/usr/sbin/fping6

ping6 FZFHIEKIZ.
TR fping6 FRFFEUAT
FER oot F, 3F
H&&ET SUID #Ric.
MRFE fping F2FFAL
12 IPv6 itk , MBS
("Fping6Location=")
2.

Location of fping6.
Make sure that fping6
binary has root
ownership and SUID
flag set.

Make empty
("Fping6Location=")
if your fping utility is
capable to process
IPv6 addresses.

FpingLocation

FpingLocation

o

no

usr/sbin/fping

/usr/sbin/fping

ping F2FFHIERTZ.
TR fping FRFINATR
&2 root F, 3#H
®ET SUID #Rig.
Location of fping.
Make sure that fping
binary has root
ownership and SUID
flag set!
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HeartbeatFrequency

HeartbeatFrequency

no

-3600 0

0-3600 60

BMEERIEIMNZ |, Bl
AR,

TR proxy KA A
M,

0-%t
ZSHABES) proxy
F&{ER , proxy T
B
ProxyMode JR5E,
Frequency of
heartbeat messages
in seconds.

Used for monitoring
availability of proxy
on server side.

0 - heartbeat
messages disabled.
Active proxy
parameter. Ignored
for passive proxies
(see ProxyMode
parameter).

HistoryCacheSize

HistoryCacheSize

no

28K-2G 6M

128K-2G 16M

SREFHURAN, B
PF.

Size of history cache,
in bytes.

Shared memory size
for storing history
data.

HistorylndexCacheSize

HistorylndexCacheSize

AN

no

28K-2G M

128K-2G aM

SERSIEFRN, Bl
PFET. \EFE—D
item RMEFREKR/NA
100 FZsE],
KB Zabbix 3.0.0
FrHa3CHF.

Size of history index
cache, in bytes.
Shared memory size
for indexing history
data stored in history
cache.

The index cache size
needs roughly 100
bytes to cache one
item.

This parameter is
supported since
Zabbix 3.0.0.

Hostname

|

¥ Hostnameltem

WEME—HA/N

46
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Hosthame

no

Set by Hostnameltem

Unique, case
sensitive Proxy name.
Make sure the proxy
name is known to the
server!

Allowed characters:
alphanumeric, ".", "',
" "and’-.

Maximum length: 64

Hostnameltem

Hostnameltem

|

no

ystem.hostname

system.hostname

$¥ Hostname &8
A SURHE XA S 30K
BIHE.
ZESWABERT
UserParameters,
performance
counters or aliases,
{BRERT
system.run[],

M Zabbix 1.8.6 FF#4
XFFAEH.

Item used for setting
Hostname if it is
undefined (this will be
run on the proxy
similarly as on an
agent).

Does not support
UserParameters,
performance
counters or aliases,
but does support
system.run[].

Ignored if Hostname
is set.

This parameter is
supported since
Zabbix 1.8.6.
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HousekeepingFrequency &

-24

48

abbix 14T
housekeeping ISR
(B R/ NEE),,
housekeeping AT M
reiEa sl S EEEN T
=]

AR ATHLE
housekeeper taZkid
X (f5iIZ0, X HAsEFEEE
PR KR/ NG, 34T
F—AEEm , AafE
—A* housekeeping f&
HAMRET 4 1%
HousekeepingFre-
quency KIS HA%EE.
&k, 20 Housekeep-
ingFrequency & 1 /)
B, — AN AR &1
BRI 4 /NS
B (W& BR¥EET )

&7E: AR server £
71, housekeeping ¥
1£ server EEAJE
FEIR 30 Sy4HAT.
I, 205 Housekeep-
ingFrequency & 1 /)
B, serverg J33h 30 4>
ERITE—R
housekeeping , %X /&
2 1/NAREER
7. M Zabbix 2.4.0 DA
BB T XFIERITAL
M Zabbix 3.0.0 FFi4 ,
ATBLIRE Housekeep-
ingFrequency 4 0 3k
eI =F)|
housekeeping. AT
housekeeping R BE1E
-
housekeeper_execute
B, 71
housuekeeping JEHH
PRI HE R
FANMRF—IR
housekeeping Ak
ECE RN 4 15, R
F 4 /NFEARKT 4
X,



HousekeepingFrequency no

0-24

49

How often Zabbix will
perform
housekeeping
procedure (in hours).
Housekeeping is
removing outdated
information from the
database.

Note: To prevent
housekeeper from
being overloaded (for
example, when
configuration
parameters
ProxyLocalBuffer or
ProxyOfflineBuffer are
greatly reduced), no
more than 4 times
HousekeepingFre-
quency hours of
outdated information
are deleted in one
housekeeping cycle.
Thus, if Housekeep-
ingFrequency is 1, no
more than 4 hours of
outdated information
(starting from the
oldest entry) will be
deleted per cycle.
Note: To lower load
on proxy startup
housekeeping is
postponed for 30
minutes after proxy
start. Thus, if House-
keepingFrequency is
1, the very first
housekeeping
procedure after proxy
start will run after 30
minutes, and will
repeat every hour
thereafter. This
postponing behavior
is in place since
Zabbix 2.4.0.

Since Zabbix 3.0.0 it
is possible to disable
automatic
housekeeping by
setting Housekeep-
ingFrequency to 0. In
this case the
housekeeping
procedure can only
be started by
housekeeper_execute
runtime control
option and the period
of outdated
information deleted
in one housekeeping
cycle is 4 times the
period since the last
housekeeping cycle,



o

Include PATERCE U TERE B2
M HHETEE—E
F (BEXHEZER
F).
REBEEEENBERTE
BRI, ATTRAME
FAEMDLACAYIB BCHT.
Ban:
/absolute/path/to/config/fi:
Zabbix 2.4.0 DAE#P3T
FrRFUILAC,

SR KR TIREISAF

%1,

Include no You may include
individual files or all
files in a directory in
the configuration file.
To only include
relevant files in the
specified directory,
the asterisk wildcard
character is
supported for pattern
matching. For
example:
/absolute/path/to/config/fi:
Pattern matching is
supported since
Zabbix 2.4.0.

See special notes
about limitations.

o

abbix Java PXH] IP
ik (B FENR) .

Java BB AT
BASH.

Zabbix 2.0.0 PAJREOAT
BREAEIFASEL
JavaGateway no IP address (or
hostname) of Zabbix
Java gateway.

Only required if Java
pollers are started.
This parameter is
supported since
Zabbix 2.0.0.

JavaGateway

JavaGatewayPort = 024-32767 0052 abbix Java B % I
H.

Zabbix 2.0.0 AUFHIFT
BIRAEESIFASE,

JavaGatewayPort no 1024-32767 10052 Port that Zabbix Java
gateway listens on.
This parameter is
supported since
Zabbix 2.0.0.
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ListenlIP

ListenlIP

|

no

.0.0.0

0.0.0.0

rapper YT Ip ih
ik, 24 Ip BRSS9
I,
MREBEREZSH
SETAEMEEA.
M Zabbix 1.8.3 74
XL Ip #udk,

List of comma
delimited IP
addresses that the
trapper should listen
on.

Trapper will listen on
all network interfaces
if this parameter is
missing.

Multiple IP addresses
are supported since
Zabbix 1.8.3.

ListenPort
ListenPort

&

no

024-32767
1024-32767

0051
10051

rapper &frimH .
Listen port for trapper.

LoadModule

LoadModule

o

no

erver i BN INE M
TR, XS R
J& server ZhRE,
#&=: LoadMod-
ule=<module.so>
XS LR RAE
LoadModulePath %%
BRI,
RFZ A LoadModule
2.

Module to load at
proxy startup.
Modules are used to
extend functionality
of the proxy.

Format: LoadMod-
ule=<module.so>
The modules must be
located in directory
specified by
LoadModulePath.

It is allowed to
include multiple
LoadModule
parameters.

LoadModulePath

LoadModulePath

no

erver {EHRELEXT IR,
ZRABEIEFITHERE
Full path to location
of proxy modules.
Default depends on
compilation options.
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LogFile

LogFile

2, 3R LogType &E 4
A file, BRX BER

yes, if LogType is set

to file, otherwise

no

Name of log file.

LogFileSize

LogFileSize

oy

-1024

no 0-1024

RN, B MB,
0 - It AEXHEEh
[EizR.

AE: RAE X
FIREMIANN , SCHE
RBRERW, NERMAR
A, MEMBESHE
W, FEINCRAE.
Maximum size of log
file in MB.

0 - disable automatic
log rotation.

Note: If the log file
size limit is reached
and file rotation fails,
for whatever reason,
the existing log file is
truncated and started
anew.

LogRemoteCommands

LogRemoteCommands

AN
(=]

no

PAT shell d4HATEL
LR EE.

0-%t

1- 2

M Zabbix 3.4.0 FFiA
XIFAEH.

Enable logging of
executed shell
commands as
warnings.

0 - disabled

1 - enabled

This parameter is
supported since
Zabbix 3.4.0.

LogType

oy

52

ile

i 28R

file - 5\ LogFile %%
FEREM B,
system - 5\ syslog,
console - IFH|BHiH.
M Zabbix 3.0.0 FFi4
XIFAS



LogType

no

file

Log output type:

file - write log to file
specified by LogFile
parameter,

system - write log to
syslog,

console - write log to
standard output.
This parameter is
supported since
Zabbix 3.0.0.

LogSlowQueries

LogSlowQueries

no

-3600000

0-3600000

EEEEIEFENT , X
TR SICABE
(=),

0 - NMERIEERAE.,
DebuglLevel=3 BHZ%
AT A

M Zabbix 1.8.2 JF#4
RS

How long a database
query may take
before being logged
(in milliseconds).

0 - don’t log slow
queries.

This option becomes
enabled starting with
DebuglLevel=3.

This parameter is
supported since
Zabbix 1.8.2.

PidFile
PidFile

=

no

tmp/zabbix_server.pid
/tmp/zabbix_proxy.pid

ID 3L R,
Name of PID file.

ProxyLocalBuffer

ProxyLocalBuffer

no

-720

0-720

roxy R TEAMIR B K
N /N, RMEREED
5 server @, AR
B=ANAREFRER
AR , AT RAGE AR
HE%.

Proxy will keep data
locally for N hours,
even if the data have
already been synced
with the server.

This parameter may
be used if local data
will be used by third
party applications.
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ProxyMode

ProxyMode

|

no

0-1

roxy TR,

0 - FahE

1 - #wENME

M Zabbix 1.8.3 FF#4
XFFASH.
HEMER Active
proxy B , BURK
proxy BECE¥UER A
AGJiia] Zabbix server
trapper 3 M KN FA{E
. BAss=ANAT
PABR#ZTES) proxy 3t
ERECEIRMA S
TEHHRIE.

Proxy operating
mode.

0 - proxy in the active
mode

1 - proxy in the
passive mode

This parameter is
supported since
Zabbix 1.8.3.

Note that (sensitive)
proxy configuration
data may become
available to parties
having access to the
Zabbix server trapper
port when using an
active proxy. This is
possible because
anyone may pretend
to be an active proxy
and request
configuration data;
authentication does
not take place.

ProxyOfflineBuffer

ProxyOfflineBuffer

no

-720

1-720

RILIFIERE Zabbix
server , proxy ¥{xE
dE NN, WE¥EE
BEX.

Proxy will keep data
for N hours in case of
no connectivity with
Zabbix server.

Older data will be
lost.

ServerPort

o

024-32767

54

0051

abbix server _+
trapper {EFKIRA.
ZSHAB LS proxy
F&ER , proxy T
EXHESH
ProxyMode R3E.



ServerPort

no

1024-32767

10051

Port of Zabbix trapper
on Zabbix server.
Active proxy
parameter. Ignored
for passive proxies
(see ProxyMode
parameter).

Server

il

55

ProxyMode £¥iRE
S EESCNIT RIS IS
Zabbix server f] IP b
31k3Y DNS & #RAREREC
EWIRIR R R RS

Zabbix server,

Y ProxyMode $¥0%
BHEIER\ES5
FREY 1P IESIER |, BT
FERL CIDR FRIRIEDL
Zabbix server ] DNS
B (UEZREA
BeEHbIARIfE i,
MRBAT IPv6 XHF,
W “127.0.0.1" , “:
127.0.0.1" , “:: ffff :
127.0.0.1" ¥4 RIZExF
F, /0" BRHE
1 IPv4 BY IPv6 Hbdik,
’0.0.0.0/0" ATAT A
{27 IPv4 HthiE,

5l : Server =
127.0.0.1,192.168.1.0
/24, ::1,2001 : db8
/32,
zabbix.example.com



Server

yes

If ProxyMode is set to
active mode:

IP address or DNS
name of Zabbix
server to get
configuration data
from and send data
to.

If ProxyMode is set to
passive mode:

List of comma
delimited IP
addresses, optionally
in CIDR notation, or
DNS names of Zabbix
server. Incoming
connections will be
accepted only from
the addresses listed
here. If IPv6 support
is enabled then
'127.0.0.1’,
::127.0.0.1",
"1:ffff:127.0.0.1" are
treated equally and
"::/0” will allow any
IPv4 or IPv6 address.
'0.0.0.0/0’ can be
used to allow any
IPv4 address.
Example:

Server=127.0.0.1,192.168.1.0/24,::1

SNMPTrapperFile

SNMPTrapperFile

no

tmp/zabbix_traps.tmp

/tmp/zabbix_traps.tmp

B3cfE , BT EE
SNMP trap ST #F2H]
BUEL server.

WASRH zab-
bix_trap_receiver.pl
gk SNMPTT BCE X
FRECERT .

M Zabbix 2.0.0 FFi&
XFFAEH.
Temporary file used
for passing data from
SNMP trap daemon to
the proxy.

Must be the same as
in zab-
bix_trap_receiver.pl
or SNMPTT
configuration file.
This parameter is
supported since
Zabbix 2.0.0.
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SocketDir

SocketDir

|

no

tmp

/tmp

abbix PIEBAR -1 A
FT7#f% IPC sockets
BIBR. M Zabbix
3.4.0 FHAZIFZSH.

Directory to store IPC
sockets used by
internal Zabbix
services.

This parameter is
supported since
Zabbix 3.4.0.

&

no

SMEFRAVIR 1P HudIE,

Source IP address for outgoing connections.

SSHKeyLocation

SSHKeyLocation

no

no

SSH KB FIRIEHRIA4H
MASPLE .
Location of public and
private keys for SSH
checks and actions

SSLCertLocation

SSLCertLocation

o

no

TR P SARIER
SSLUF X4 E.
ZEHAAT web i
=, M Zabbix 2.4 JF
RSTFRZ S 3.
Location of SSL client
certificate files for
client authentication.
This parameter is
used in web
monitoring only and
is supported since
Zabbix 2.4.0.

SSLKeyLocation

SSLKeyLocation

no

T& Fin S AR
SSL MRS E,
ZEWAAT web i
3=, M Zabbix 2.4 FF
LEFERATE 5 8
Location of SSL
private key files for
client authentication.
This parameter is
used in web
monitoring only and
is supported since
Zabbix 2.4.0.
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SSLCALocation

SSLCALocation

|

no

SSL AR$5ZHEPIIEE
FEBARANAM (CA)
XHNE, RAR
B, RECUENERH
wEA.

EE XM SHER
FARE R libcurl TR
curloptcapath , 7£
7.42.0 ZHIH libcurl
IrAF , REER
OpenSSL #®iF libcurl
ABW. BELZEEN
cURL M.
XS Zabbix
2.4.0 FHAH web 5
FIE M Zabbix 3.0.0
FHAI SMTP SAKIE
g,

Location of certificate
authority (CA) files for
SSL server certificate
verification.

Note that the value of
this parameter will be
set as libcurl option
CURLOPT_CAPATH.
For libcurl versions
before 7.42.0, this
only has effect if
libcurl was compiled
to use OpenSSL. For
more information see
cURL web page.

This parameter is
used in web
monitoring since
Zabbix 2.4.0 and in
SMTP authentication
since Zabbix 3.0.0.

StartDBSyncers

StartDBSyncers

o

no

-100

1-100

I A FR AV LA S BI%R
=,

fEhR4s 1.8.5 787, £
RS2 64,

XS Zabbix
1.8.3 FHATSEIT XHF.

Number of pre-forked
instances of DB
Syncers.

The upper limit used
to be 64 before
version 1.8.5.

This parameter is
supported since
Zabbix 1.8.3.
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StartDiscoverers

StartDiscoverers

|

no

-250

0-250

TLHFRAIAIASRAIER
£,

f£ Zabbix 1.8.5 hfiAs
ZHl, mRBERE A
255,

Number of pre-forked
instances of
discoverers.

The upper limit used
to be 255 before
version 1.8.5.

StartHTTPPollers

StartHTTPPollers

=

no

-1000

0-1000

TTP BRI MNIASR BN E .

1£ Zabbix 1.8.5 [RAZ AT , R ARERE X 255.
1 Number of pre-forked instances of HTTP pollers.

StartIPMIPollers

StartIPMIPollers

o

no

-1000

0-1000

PMI &3 SRR AIASK
BIEE,

1t Zabbix 1.8.5 i
ZAl, RARREREA
255,

Number of pre-forked
instances of IPMI
pollers.

The upper limit used
to be 255 before
version 1.8.5.

StartJavaPollers

StartJavaPollers

o

no

-1000

0-1000

ava BRI FHFZAYIA
K% E .

M Zabbix 2.0.0 FF44
XIFABH.

Number of pre-forked
instances of Java
pollers.

This parameter is
supported since
Zabbix 2.0.0.

StartPingers

StartPingers

|

no

-1000

0-1000

CMP pingers #7214
ARBIE

f£ Zabbix 1.8.5 hfiAs
ZHl, mRBERE A
255,

Number of pre-forked
instances of ICMP
pingers.

The upper limit used
to be 255 before
version 1.8.5.
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StartPollersUnreachable

StartPollersUnreachable

&

no

-1000

0-1000

ALAEM, (FFE IPMIF
Java) RIEEIFHFRRA)
ASBIEE.
M Zabbix 2.4.0 FFi4
NS IPMI X Java 5]
Az, PorzELE—
AN AR R) ALK
WA VINETT.
\\fE Zabbix 1.8.5 R4~
ZHT , RABEREA
255,
XS Zabbix
1.8.3 FFA1SEIT X F¥F.

Number of pre-forked
instances of pollers
for unreachable hosts
(including IPMI and
Java).

Since Zabbix 2.4.0, at
least one poller for
unreachable hosts
must be running if
regular, IPMI or Java
pollers are started.
The upper limit used
to be 255 before
version 1.8.5.

This option is missing
in version 1.8.3.

StartPollers

StartPollers

|

no

-1000

0-1000

IR A SRBIEL
£, \\f£ Zabbix 1.8.5
IRAZ BT, mARBERE
7 255,

Number of pre-forked
instances of pollers.
The upper limit used
to be 255 before
version 1.8.5.

StartSNMPTrapper

StartSNMPTrapper

no

0-1

B A 1, SNMP trapper
R B3N,

M Zabbix 2.0.0 FFiA
XA,

If set to 1, SNMP
trapper process will
be started.

This parameter is
supported since
Zabbix 2.0.0.
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rapper FFEHFIIAR
BIEE,

Trapper kB
Zabbix K%E#&. Fzh
agent ¥R,
2OEEBEIT A
trapper HFERTIE
web B RIRARS 25 7]
FAMEFNBAZIAREL.,

f£ Zabbix 1.8.5 ffi4s
ZAl, RARREREA
255,

Number of pre-forked
instances of trappers.
Trappers accept
incoming connections
from Zabbix sender
and active agents.
The upper limit used
to be 255 before
version 1.8.5.

StartTrappers &5 -1000

StartTrappers no 0-1000 5

mware K& HFER
VASRABIEE. WA
Zabbix 2.2.0 FFASHF
B,

Number of pre-forked
vmware collector
instances.

This parameter is
supported since
Zabbix 2.2.0.

StartVMwareCollectors & -250

StartVMwareCollectors no 0-250 0

i

-30 gent, SNMP &% 4
BB AT (5
KA,

Specifies how long we
wait for agent, SNMP
device or external
check (in seconds).

Timeout

Timeout no 1-30 3

SEUNAT#3) proxy.
ATUFEEZME , UE

TLSAccept 5=, R TLS B .
certificate 8{ PSK &

WEBIT T BN (R
EBRIMERERE), TN
M4 Zabbix server gt
FeSpLy

61

S5k :
RINBEHES2 TN HIE
¥ (BA)

I psk /] - RS TLS
FIE T = %4
(PSK)

Il cert /] - #ES25 TLS
FNEPAERE

M Zabbix 3.0.0 744
XIFRSH,



TLSAccept

yes, if TLS certificate
or PSK parameters
are defined (even for
unencrypted
connection),
otherwise no

What incoming
connections to accept
from Zabbix server.
Used for a passive
proxy, ignored on an
active proxy. Multiple
values can be
specified, separated
by comma:
unencrypted - accept
connections without
encryption (default)
psk - accept
connections with TLS
and a pre-shared key
(PSK)

cert - accept
connections with TLS
and a certificate

This parameter is
supported since
Zabbix 3.0.0.

TLSCAFile

TLSCAFile

no

& RT X SERRAEK
TRER CA (s) MEPHIX
HRTEERRE , BT
Zabbix H#F2 [BEN
BEE.

M Zabbix 3.0.0 FFi4
XFFASH.

Full pathname of a
file containing the
top-level CA(s)
certificates for peer
certificate
verification, used for
encrypted
communications
between Zabbix
components.

This parameter is
supported since
Zabbix 3.0.0.

TLSCertFile

i

62

BRSSP EIEP4E
XHRNTERRZE B
F Zabbix A¢E2 [AH)
nEEE.

M Zabbix 3.0.0 FFia
XIS,



TLSCertFile

no

Full pathname of a
file containing the
proxy certificate or
certificate chain,
used for encrypted
communications
between Zabbix
components.

This parameter is
supported since
Zabbix 3.0.0.

TLSConnect

TLSConnect

2, JNE TLS bi
certificate 2 PSK &
Wt T T BN (BMER
RIMERIERE), BRIA
BZSEATES

proxy %3 Za

yes, if TLS certificate
or PSK parameters
are defined (even for
unencrypted
connection),
otherwise no

rver, {XATRLSEHE—F
A
FINEEHES TN ERAIE
* (ZOA)

Il psk /] - R 5 TLS
HIEEATH = 24A
(PSK)

Il cert j/ - #Z5 TLS
FNEPHNEE

M Zabbix 3.0.0 FF44
IR,

How the proxy should
connect to Zabbix
server. Used for an
active proxy, ignored
on a passive proxy.
Only one value can
be specified:
unencrypted -
connect without
encryption (default)
psk - connect using
TLS and a pre-shared
key (PSK)

cert - connect using
TLS and a certificate
This parameter is
supported since
Zabbix 3.0.0.

TLSCRLFile

TLSCRLFile

o

no

BB REFERILHRTT
Bigize , BT
Zabbix 4z [N
wiE.

M Zabbix 3.0.0 FFi4
XFFAEH.

Full pathname of a file
containing revoked
certificates.This
parameter is used for
encrypted
communications
between Zabbix
components.

This parameter is
supported since
Zabbix 3.0.0.
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TLSKeyFile

TLSKeyFile

|

no

BRI TERR
% , FiT Zabbix A4
Z [BMIEIEE.

M Zabbix 3.0.0 FF#4
EEATE

Full pathname of a
file containing the
proxy private key,
used for encrypted
communications
between Zabbix
components.

This parameter is
supported since
Zabbix 3.0.0.

TLSPSKFile

TLSPSKFile

|

no

% proxy 5 Zabbix
server INEB{SHTER
AT F BRI 7T
BixEE.

M Zabbix 3.0.0 744
XFFAEH.

Full pathname of a
file containing the
proxy pre-shared key.
used for encrypted
communications with
Zabbix server.

This parameter is
supported since
Zabbix 3.0.0.

TLSPSKIdentity

TLSPSKIdentity

o

no

HERAFHTFHS
FAF5 zabbix server
BHTNEEE.

M Zabbix 3.0.0 744
XFFAEH.
Pre-shared key
identity string, used
for encrypted
communications with
Zabbix server.

This parameter is
supported since
Zabbix 3.0.0.

TLSServerCertlssuer

TLSServerCertlssuer

|

no

% server IEPMAE.
M Zabbix 3.0.0 FF44
IFABH.

Allowed server
certificate issuer.
This parameter is
supported since
Zabbix 3.0.0.
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TLSServerCertSubject

TLSServerCertSubject

P

W server IFREME,
M Zabbix 3.0.0 FF44
IS,

Allowed server
certificate subject.
This parameter is
supported since
Zabbix 3.0.0.

TmpDir
TmpDir

& tmp BER.

no /tmp  Temporary directory.

TrapperTimeout

TrapperTimeout

|

no

-300 00

1-300 300

X trapper ALIEEIER
AR IE,

Specifies how many
seconds trapper may
spend processing
new data.

User

User

o

no

abbix

zabbix

T RRARAUR{E AR A
.

N root” HHMETT
B AllowRoot ¥R E
FERIERS , ZSHOTI
1ER.

M Zabbix 2.4.0 744
IR,

Drop privileges to a
specific, existing user
on the system.

Only has effect if run
as 'root’ and
AllowRoot is disabled.
This parameter is
supported since
Zabbix 2.4.0.

UnavailableDelay

UnavailableDelay

no

-3600 0

1-3600 60

FRANTT A
Zabbix Z/DHE—
KRR RTT A,

How often host is
checked for
availability during the
unavailability period,
in seconds.

UnreachableDelay

UnreachableDelay

no

-3600 5

1-3600 15

FIRANTERE
Zabbix Z/DHE—
KEREREIE.

How often host is
checked for
availability during the
unreachability period,
in seconds.
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UnreachablePeriod

UnreachablePeriod

no

-3600

1-3600

45

FNATRZIME ,
RIAL A EANATT A,
After how many
seconds of
unreachability treat a
host as unavailable.

VMwareCacheSize

VMwareCacheSize

no

56K-2G

256K-2G

8M

i VMware ¥3EHL=
RN,

VMware REfEE
[vmware,buffer,...] A]
PARASREIE VMware 2%
HERBI (2 0NE
KE),

AHE  MREFEEH
Jazh vmware Y& 2%
B, BAKZERNER
REWAEC. WA
Zabbix 2.2.0 FFAT
e 8

Shared memory size
for storing VMware
data.

A VMware internal
check zab-
bix[vmware,buffer,...]
can be used to
monitor the VMware
cache usage (see
Internal checks).
Note that shared
memory is not
allocated if there are
no vmware collector
instances configured
to start.

This parameter is
supported since
Zabbix 2.2.0.

VMwareFrequency

0-86400

66

% DR A
VMware RS e
&, \\Ef VMware %
PRI R/ INEE T R HAED
ATFBHETZEE.,

M Zabbix 2.2.0 FFi4
XIFASH.



VMwareFrequency no 10-86400 60

Delay in seconds
between data
gathering from a
single VMware
service.

This delay should be
set to the least
update interval of any
VMware monitoring
item.

This parameter is
supported since
Zabbix 2.2.0.

VMwarePerfFrequency & 0-86400 0

VMwarePerfFrequency no 10-86400 60

(CEZRIPE
VMware fR$-16 ZMERE
TSR,
ZEFE] A{E— VMware
WS (£ VMware
MERETERES ) M/ INE
FiEbR.

M Zabbix 2.2.9, 2.4.4
FHAXFFL S
Delay in seconds
between performance
counter statistics
retrieval from a single
VMware service.

This delay should be
set to the least
update interval of any
VMware monitoring
item that uses
VMware performance
counters.

This parameter is
supported since
Zabbix 2.2.9, 2.4.4

i

VMwareTimeout -300 0

VMwareTimeout no 1-300 10

mware KEREF
VMware k%
(vCenter or ESX &1
2F) IR R KR
M Zabbix 2.2.9, 2.4.4
FHAIFASEL.

The maximum
number of seconds
vmware collector will
wait for a response
from VMware service
(vCenter or ESX
hypervisor).

This parameter is
supported since
Zabbix 2.2.9,2.4.4

Note:
Zabbix BLE NS UTF-8 JihL{E R XFFBOM,
RS ENIIEITHIFKAE R #" SRAMR.
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Note:
Zabbix supports configuration files only in UTF-8 encoding without BOM.

Comments starting with "#” are only supported in the beginning of the line.

3 Zabbix agent (UNIX)

Note:
The default values reflect daemon defaults, not the values in the shipped configuration files. ERA{E KILTIFFEFEIAE |

MAEREERE M HIE.

The parameters supported in a Zabbix agent configuration file (zabbix_agentd.conf): Zabbix agent B &34 (zabbix_agentd.conf)
XFEFHSH:

68


https://en.wikipedia.org/wiki/Byte_order_mark

Parameter ion
M ndatory #E Ran e S0 Defau  t ZXiA Descrip R

Alias no Sets
an
alias
for
an
item
key.
It
can
be
used
to
sub-
sti-
tute
long
and
com-
plex
item
key
with
a
smaller
and
sim-
pler
one.
Multiple
Alias
pa-
ram-
eters
may
be
present
Mul-
tiple
pa-
ram-
eters
with
the
same
Alias
key
are
al-
lowed.
Different
Alias
keys
may
refer-
ence
the
same
item
key.
Aliases
can
be
used

69 .
in



Parameter

Bm

ndatory #E Ran

e Juf Defau

t BRI\ Descrip

ion

iR

AllowRoot

BufferSend

no

no

70

1-3600

0

Allow
the
agent
to

run
as
‘root’.
If dis-
abled
and
the
agent
is
started
by
‘root’,
the
agent
will
try

to
switch
to
user
'zab-
bix’

stead.
Has
no

ef-
fect
if
started
un-
dera
regu-
lar
user.
0-
do
not
allow
1-
allow
Do
not
keep
data
longer
than
N
sec-
onds

buffer.



Parameter

Bm

ndatory #E Ran

e Juf Defau

t BRI\ Descrip

ion

iR

BufferSize

no

71

2-65535

100

Maximum
num-
ber

of

val-
ues
ina
mem-
ory
buffer.
The
agent
will
send
all

col-
lected
data
to
Zab-
bix
server
or
proxy
if the
buffer
is

full.



Parameter ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

DebuglLevel no 0-5 3 Specifies
de-
bug
level:
0-
basic
infor-
ma-
tion
about
start-
ing
and
stop-
ping
of
Zab-
bix
pro-
cesses
1-
criti-
cal
infor-
ma-
tion
2 -
error
infor-
ma-
tion
3-
warn-
ings
4 -
for
de-
bug-
ging
(pro-
duces
lots
of
infor-
ma-
tion)
5 -
ex-
tended
de-
bug-
ging
(pro-
duces
even
more
infor-
ma-
tion)
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Parameter
MM ndatory #E Ran

e Juf Defau

t BRI\ Descrip

ion

iR

EnableRemoteComonands

73

0

Whether
re-
mote
com-
mands
from
Zab-
bix
server
are

al-
lowed.
0-

not

al-
lowed
1-al-
lowed



Parameter ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

HostMetadata no 0-255 Optional

characters pa-
ram-
eter
that
de-
fines
host
meta-
data.
Host
meta-
data
is
used
only
at
host
auto-
registration
pro-
cess
(ac-
tive
agent).
If not
de-
fined,
the
value
will
be
ac-
quired
from
Host-
Meta-
dataltem.
An
agent
will
issue
an
error
and
not
start
if the
spec-
ified
value
is
over
the
limit
ora
non-
UTF-
8
string.
This
op-
tion

74 .
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Parameter ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

HostMetadataltemo Optional
pa-
ram-
eter
that
de-
fines

a

Zab-
bix
agent
item
used
for

get-
ting
host
meta-
data.
This
op-
tion

is

only
used
when
Host-
Meta-
data

is

not

de-
fined.
Supports
User-
Pa-
ram-
eters
and
aliases.
Sup-
ports
sys-
tem.run[]
re-
gard-
less

of

En-
ableRe-
moteCom-
mands
value.
Host
meta-
data

is

used
only

at

host
auto-
registration
pro-
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Parameter ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

Hostname no Set by Unique,
Hostnameltem case

sen-
si-
tive
host-
name.
Required
for
ac-
tive
checks
and
must
match
host-
name
as
con-
fig-
ured
on
the
server.
Allowed
char-
ac-
ters:
al-
phanu-
meric,

v
’

and
Maximum
length:
64
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Parameter

Bm

ndatory #E Ran

e Juf Defau

t BRI\ Descrip

ion

iR

Hostnameltem

no

77

system.hostname

Optional
pa-
ram-
eter
that
de-
fines
a
Zab-
bix
agent
item
used
for
get-
ting
host
name.
This
op-
tion

is
only
used
when
Host-
name
is

not
de-
fined.
Does
not
sup-
port
User-
Pa-
ram-
eters
or
aliases,
but
does
sup-
port
sys-
tem.run[]
re-
gard-
less
of

En-
ableRe-
moteCom-
mands
value.
This
op-
tion

is
sup-
ported
in
ver-



Parameter ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

Include no You
may

clude
indi-
vid-
ua
files
or all
files
ina
di-
rec-
tory

the
con-
figu-
ra-
tion
file.
To
only

clude
rele-
vant
files

the
spec-
ified
di-
rec-
tory,
the
as-
ter-
isk
wild-
card
char-
acter

sup-
ported

for

pat-

tern

match-

ing

For

ex-

am-

ple:
/absolute/path
Pat-

tern

match-

ing

is

sup-

ported

since

78



Parameter

Bm

ndatory #E Ran

e Juf Defau

t BRI\ Descrip

ion

iR

ListenIP

ListenPort

no

no

79

1024-32767

0.0.0.0

10050

List

of
comma
de-
lim-
ited

IP

ad-
dresses
that
the
agent
should
lis-
ten

on.
Multiple
IP

ad-
dresses
are
sup-
ported
in

ver-
sion
1.8.3
and
higher.
Agent
will

lis-

ten

on

this
port
for
con-
nec-
tions
from
the
server.



Parameter

Bm

ndatory #E Ran

e Juf Defau

t BRI\ Descrip

ion

iR

LoadModule

no

80

Module
to
load
at
agent
startup.
Mod-
ules
are
used
to

ex-
tend
func-
tion-
ality
of

the
agent.
Format:
Load-
Mod-
ule=<module.so>
The
mod-
ules
must
be

lo-
cated
in di-
rec-
tory
spec-
ified
by
Load-
Mod-
ulePath.
Itis
al-
lowed
toin-
clude
mul-
tiple
Load-
Mod-
ule
pa-
ram-
e-
ters.



Parameter ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

LoadModulePath no Full
path
to
loca-
tion
of
agent
mod-
ules.
Default

pends
on
com-
pila-
tion

tions.
LogFile yes, if LogType is set to file, otherwise Name
no of

log
file.
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Parameter ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

LogFileSize no 0-1024 1 Maximum
size
of
log
file
in
MB.
0-
dis-
able
auto-
matic
log
rota-
tion.
Note:
If the
log
file
size
limit
is
reached
and
file
rota-
tion
fails,
for
what-
ever
rea-
son,
the
exist-
ing
log
file
is
trun-
cated
and
started
anew.
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Parameter ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

LogType no file Log
out-
put
type:
file -
write
log
to
file
spec-
ified
by
Log-
File
pa-
ram-
eter,
system
write
log
to
sys-
log,
console
write
log
to
stan-
dard
out-
put.
This
pa-
ram-
eter

sup-
ported
since
Zab-
bix
3.0.0.
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Parameter
MM ndatory #E Ran

e Juf Defau

t BRI\ Descrip

ion

iR

LogRemoteComnramds

84

0

Enable
log-
ging
of

exe-
cuted
shell
com-
mands
as
warn-
ings.
0-
dis-
abled
1-

en-
abled



Parameter ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

MaxLinesPerSecond 1-1000 20 Maximum
num-
ber
of
new
lines
the
agent
will
send
per
sec-
ond
to
Zab-
bix
server
or
proxy
when
pro-
cess-
ing
'log’
and
‘event-
log’
ac-
tive
checks.
The
pro-
vided
value
will
be
over-
rid-
den
by
the
pa-
ram-
eter
‘max-
lines’,
provided
in
'log’
or
‘event-
log’
item
key.
Note:
Zab-
bix
will
pro-
cess
10
times
more
new
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Parameter ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

PidFile no /tmp/zabbix_agentd \édne
of
PID
file.
RefreshActiveCheks 60-3600 120 How
of-
ten
list
of ac-
tive
checks
is re-
freshed,
in

sec-
onds.
Note
that
after
fail-
ing

to re-
fresh
ac-
tive
checks
the
next
re-
fresh
will

be

at-
tempted
after
60
sec-
onds.
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Parameter ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

Server yes, if StartAgents is not explicitly set to 0 List
of
comma
de-
lim-
ited
IP
ad-
dresses,
op-
tion-
ally
in
CIDR
nota-
tion,
or
host-
names
of
Zab-
bix
servers
and
Zab-
bix
prox-
ies.
Incoming
con-
nec-
tions
will
be
ac-
cepted
only
from
the
hosts
listed
here.
If
IPv6
sup-
port
is en-
abled
then
'127.0.0.1",
'1:127.0.0.1",
"offff:127.0.0.1"
are
treated
equally
and
"::/0’
will
allow
any
IPv4
or
IPv6

7
8 ad-


https://tools.ietf.org/html/rfc4291#section-2.5.5

Parameter ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

ServerActive no IP:port
(or
host-
name:port)
of
Zab-
bix
server
or
Zab-
bix
proxy
for
ac-
tive
checks.
Multiple
comma-
delimited
ad-
dresses
can
be
pro-
vided
to
use
sev-
eral
inde-
pen-
dent
Zab-
bix
servers
in
par-
allel.
No
spaces
al-
lowed.
If
port
is
not
spec-
ified,
de-
fault
port
is
used.
IPv6
ad-
dresses
must
be
en-
closed
in
square
brack-

88 ets if



Parameter

Bm

ndatory #E Ran

e Juf Defau

t BRI\ Descrip

ion

iR

SourcelP

StartAgents

no

no

89

0-100

Source
IP

ad-
dress
for
out-
go-
ing
con-
nec-
tions.
Number
of
pre-
forked
in-
stances
of
zab-
bix_agentd
that
pro-
cess
pas-
sive
checks.
If set
to O,
dis-
ables
pas-
sive
checks
and
the
agent
will
not
lis-
ten

on
any
TCP
port.
The
up-
per
limit
used
to be
16

be-
fore
ver-
sion
1.8.5



Parameter ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

Timeout no 1-30 3 Spend
no
more
than
Time-
out
sec-
onds
on
pro-
cess-
ing

90



Parameter ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

TLSAccept yes, if TLS certificate or PSK parameters are defined (even for What
unencrypted connection), otherwise no in-

com-
ing
con-
nec-
tions
to
ac-
cept.
Used
for a
pas-
sive
checks.
Mul-
tiple
val-
ues
can
be
spec-
ified,
sepa-
rated
by
comma:
unencrypted
- ac-
cept
con-
nec-
tions
with-
out
en-
cryp-
tion
(de-
fault)
psk -
ac-
cept
con-
nec-
tions
with
TLS
and
a
pre-
shared
key
(PSK)
cert
- ac-
cept
con-
nec-
tions
with
TLS
and
a
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Parameter ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

TLSCAFile no Full
path-
name
of a
file
con-
tain-
ing
the
top-
level
CA(s)
cer-
tifi-
cates
for
peer
cer-
tifi-
cate
veri-
fica-
tion,
used
for
en-
crypted
com-

mu-
nica-
tions
be-
tween
Zab-
bix
com-
po-
nents.
This
pa-
ram-
eter

sup-
ported
since
Zab-
bix
3.0.0.
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Parameter ion
M ndatory #E Ran e S0 Defau  t ZXiA Descrip R

TLSCertFile no Full
path-
name
of a
file
con-
tain-
ing
the
agent
cer-
tifi-
cate
or
cer-
tifi-
cate
chain,
used
for
en-
crypted
com-

mu-
nica-
tions
with
Zab-
bix
com-
po-
nents.
This
pa-
ram-
eter

sup-
ported
since
Zab-
bix
3.0.0.
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Parameter

Bm

ndatory #E Ran

e Juf Defau

t BRI\ Descrip

ion

iR

TLSConnect

yes, if TLS certificate or PSK parameters are defined (even for

unencrypted connection), otherwise no

94

How
the
agent
should
con-
nect
to
Zab-
bix
server
or
Proxy.
Used
for
ac-
tive
checks.
Only
one
value
can
be
spec-
ified:
unencrypted
- con-
nect
with-
out
en-
cryp-
tion
(de-
fault)
psk -
con-
nect
us-
ing
TLS
and
a
pre-
shared
key
(PSK)
cert
- con-
nect
us-
ing
TLS
and
a
cer-
tifi-
cate
This
pa-
ram-
eter

sup-
ported



Parameter

Bm

ndatory #E Ran

e Juf Defau

t BRI\ Descrip

ion

iR

TLSCRLFile

no

95

Full
path-
name
of a
file
con-
tain-
ing
re-
voked
cer-
tifi-
cates.
This
pa-
ram-
eter
is
used
for
en-
crypted
com-
mu-
nica-
tions
with
Zab-
bix
com-
po-
nents.
This
pa-
ram-
eter

sup-
ported
since
Zab-
bix
3.0.0.



Parameter ion
M ndatory #E Ran e S0 Defau  t ZXiA Descrip R

TLSKeyFile no Full
path-
name
of a
file
con-
tain-
ing
the
agent
pri-
vate
key
used
for
en-
crypted
com-

mu-
nica-
tions
with
Zab-
bix
com-
po-
nents.
This
pa-
ram-
eter

sup-
ported
since
Zab-
bix
3.0.0.
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Parameter ion
M ndatory #E Ran e S0 Defau  t ZXiA Descrip R

TLSPSKFile no Full
path-
name
of a
file
con-
tain-
ing
the
agent
pre-
shared
key
used
for
en-
crypted
com-

mu-
nica-
tions
with
Zab-
bix
com-
po-
nents.
This
pa-
ram-
eter

sup-
ported
since
Zab-
bix
3.0.0.
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Parameter ion
M ndatory #E Ran e S0 Defau  t ZXiA Descrip R

TLSPSKldentity no Pre-
shared
key
iden-
tity
string,
used
for
en-
crypted
com-
mu-
nica-
tions
with
Zab-
bix
server.
This
pa-
ram-
eter
is
sup-
ported
since
Zab-
bix
3.0.0.

TLSServerCertlssuer Allowed
server
(proxy)
cer-
tifi-
cate
is-
suer.
This
pa-
ram-
eter

sup-
ported
since
Zab-
bix
3.0.0.
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Parameter ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

TLSServerCertSubrject Allowed
server
(proxy)
cer-
tifi-
cate
sub-
ject.
This
pa-
ram-
eter

sup-
ported
since
Zab-
bix
3.0.0.
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Parameter

Bm

ndatory #E Ran

e Juf Defau

t BRI\ Descrip

ion

iR

UnsafeUserParanmmaters

100

0,1

0

Allow
all
char-
ac-
ters
to be
passed
in
argu-
ments
to
user-
defined
pa-
ram-
e-
ters.
Sup-
ported
since
Zab-
bix
1.8.2.
The
fol-
low-
ing
char-
ac-
ters
are
not
al-
lowed:
Vi
{1}
~$1
& (

) > |
#@
Additionally,
new-
line
char-
ac-
ters
are
not
al-
lowed.



Parameter

Bm

ndatory #E Ran

e Juf Defau

t BRI\ Descrip

ion

iR

User

no

101

zabbix

Drop
privi-
leges
toa
spe-
cific,
exist-
ing
user
on
the
sys-
tem.
Only
has
ef-
fect
if run
as
"root’
and
Al-
low-
Root

dis-
abled.
This
pa-
ram-
eter

sup-
ported
since
Zab-
bix
2.4.0.



Parameter & ion
MM ndatory #E Ran e oM Defau  t EXjA Descrip HR

UserParameter no User-
defined
pa-
ram-
eter
to
mon-
itor.
There
can
be
sev-
eral
user-
defined
pa-
ram-

e-

ters.
Format:
User-
Pa-
ram-

e-
ter=<key>,<shell
com-
mand>
Note
that
shell
com-
mand
must
not

re-

turn
empty
string
or

EOL
only.
Example:
User-
Pa-
ram-

e-
ter=system.test,w}
-1

Note:
In Zabbix agent 2.0.0 version configuration parameters related to active and passive checks have been changed.
See the "See also” section at the bottom of this page to read more details about these changes.

Note:
Zabbix supports configuration files only in UTF-8 encoding without BOM.

Comments starting with "#"” are only supported in the beginning of the line.

See also
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1. Differences in the Zabbix agent configuration for active and passive checks starting from version 2.0.0

4 Zabbix agent (Windows)

Note:
The default values reflect daemon defaults, not the values in the shipped configuration files.

The parameters supported in a Zabbix agent (Windows) configuration file:

Parameter Mandatory Range Default Description

Alias no Sets an alias for an item key.
It can be used to substitute
long and complex item key
with a smaller and simpler
one.

Multiple Alias parameters
may be present. Multiple
parameters with the same
Alias key are allowed.
Different Alias keys may
reference the same item key.
Aliases can be used in
HostMetadataltem but not in
Hostnameltem or
PerfCounter parameters.

Examples:

1. Retrieving paging file

usage in percents from the

server.
Alias=pg_usage:perf_counter[\Paging
File(_Total)\% Usage]

Now shorthand key

pg_usage may be used to

retrieve data.

2. Getting CPU load with
default and custom
parameters.
Alias=cpu.load:system.cpu.load
Alias=cpu.load[*]:system.cpu.load[*]
This allows use cpu.load key
to get CPU utilisation
percentage with default
parameters as well as use
cpu.load[percpu,avgl5] to
get specific data about CPU
load.

3. Running multiple low-level
discovery rules processing
the same discovery items.
Alias=vfs.fs.discovery[*]:vfs.fs.discovery
Now it is possible to set up
several discovery rules using
vfs.fs.discovery with
different parameters for each
rule, e.g.,
vfs.fs.discovery[foo],
vfs.fs.discovery[bar], etc.
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Parameter Mandatory

Range

Default

Description

BufferSend no

BufferSize no

DebugLevel no

EnableRemoteCommands no

HostMetadata no

1-3600

2-65535

0-5

0-255
characters

104

5

100

Do not keep data longer than
N seconds in buffer.
Maximum number of values
in a memory buffer. The
agent will send

all collected data to Zabbix
server or proxy if the buffer is
full.

Specifies debug level:

0 - basic information about
starting and stopping of
Zabbix processes

1 - critical information

2 - error information

3 - warnings

4 - for debugging (produces
lots of information)

5 - extended debugging
(produces even more
information)

Whether remote commands
from Zabbix server are
allowed.

0 - not allowed

1 - allowed

Optional parameter that
defines host metadata. Host
metadata is used only at host
auto-registration process
(active agent).

If not defined, the value will
be acquired from
HostMetadataltem.

An agent will issue an error
and not start if the specified
value is over the limit or a
non-UTF-8 string.

This option is supported in
version 2.2.0 and higher.



Parameter

Mandatory

Range

Default

Description

HostMetadataltem

Hostname

Hostnameltem

no

no

no

105

Set by
Hostnameltem

system.hostname

Optional parameter that
defines a Zabbix agent item
used for getting host
metadata. This option is only
used when HostMetadata is
not defined.

Supports UserParameters,
performance counters and
aliases. Supports
system.run[] regardless of
EnableRemoteCommands
value.

Host metadata is used only at
host auto-registration
process (active agent).
During an auto-registration
request an agent will log a
warning message if the value
returned by the specified
item is over the limit of 255
characters.

The value returned by the
item must be a UTF-8 string
otherwise it will be ignored.
This option is supported in
version 2.2.0 and higher.
Unique, case sensitive
hostname.

Required for active checks
and must match hostname as
configured on the server.
Allowed characters:

rror o1

alphanumeric, '.’, " ’,’_" and
Maximum length: 64
Optional parameter that
defines a Zabbix agent item
used for getting host name.
This option is only used when
Hostname is not defined.
Does not support
UserParameters,
performance counters or
aliases, but does support
system.run[] regardless of
EnableRemoteCommands
value.

This option is supported in
version 1.8.6 and higher.
See also a more detailed
description.



Parameter

Mandatory

Range Default

Description

Include

ListenIP

ListenPort

LogFile

LogFileSize

LogType

LogRemoteCommands

MaxLinesPerSecond

no

no

no

yes, if LogType is set to
file, otherwise

no

no

no

no

no

0.0.0.0

1024-32767 10050

You may include individual
files or all files in a directory
in the configuration file.

To only include relevant files
in the specified directory, the
asterisk wildcard character is
supported for pattern
matching. For example:
/absolute/path/to/config/files/*.
Pattern matching is
supported since Zabbix 2.4.0.
See special notes about
limitations.

List of comma-delimited IP
addresses that the agent
should listen on.

Multiple IP addresses are
supported since Zabbix 1.8.3.
Agent will listen on this port
for connections from the
server.

/tmp/zabbix_agentd.lo§lame of the agent log file.

0-1024 1

file

1-1000 20
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Maximum size of log file in
MB.

0 - disable automatic log
rotation.

Note: If the log file size limit
is reached and file rotation
fails, for whatever reason,
the existing log file is
truncated and started anew.
Log output type:

file - write log to file specified
by LogFile parameter,
system - write log Windows
Event Log,

console - write log to
standard output.

This parameter is supported
since Zabbix 3.0.0.

Enable logging of executed
shell commands as warnings.
0 - disabled

1 - enabled

Maximum number of new
lines the agent will send per
second to Zabbix server

or proxy processing 'log’,
"logrt’ and 'eventlog’ active
checks.

The provided value will be
overridden by the parameter
‘'maxlines’,

provided in ‘log’, 'logrt’ or
‘eventlog’ item keys.

Note: Zabbix will process 10
times more new lines than
set in MaxLinesPerSecond to
seek the required string in
log items.



Parameter Mandatory Range Default Description

PerfCounter no Syntax: <parame-
ter_name>,"<perf_counter_path>",<perioc
Defines new parameter
<parameter_name> which is
an average value for system
performance counter
<perf_counter_path> for the
specified time period
<period> (in seconds).

For example, if you wish to
receive average number of
processor interrupts per
second for last minute, you
can define new parameter
"interrupts” as following:
PerfCounter = inter-
rupts,”\Processor(0)\Interrupts/sec”,60
Please note double quotes
around performance counter
path.

The parameter name
(interrupts) is to be used as
the item key when creating
an item.

Samples for calculating
average value will be taken
every second.

You may run "typeperf -gx” to
get list of all performance
counters available in
Windows.

RefreshActiveChecks no 60-3600 120 How often list of active
checks is refreshed, in
seconds.

Note that after failing to
refresh active checks the
next refresh will be
attempted after 60 seconds.

Server yes, if StartAgents is not List of comma delimited IP

explicitly set to 0 addresses, optionally in CIDR
notation, or hostnames of
Zabbix servers.
Incoming connections will be
accepted only from the hosts
listed here.
If IPv6 support is enabled
then '127.0.0.1’,
'::127.0.0.17, "::ffff:127.0.0.1°
are treated equally and "::/0’
will allow any IPv4 or IPv6
address.
'0.0.0.0/0' can be used to
allow any IPv4 address.
Note, that "IPv4-compatible
IPv6 addresses” (0000::/96
prefix) are supported but
deprecated by RFC4291.
Example:
Server=127.0.0.1,192.168.1.0/24,::1,2001
Spaces are allowed since the
Zabbix 2.2 version.
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Parameter

Mandatory

Range

Default

Description

ServerActive

SourcelP

StartAgents

Timeout

TLSAccept

TLSCAFile

no

no

no

no

yes, if TLS certificate or
PSK parameters are
defined (even for
unencrypted
connection), otherwise
no

no

(*)

0-63

1-30

(*)
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IP:port (or hostname:port) of
Zabbix server or Zabbix
proxy for active checks.
Multiple comma-delimited
addresses can be provided to
use several independent
Zabbix servers in parallel. No
spaces allowed.

If port is not specified,
default port is used.

IPv6 addresses must be
enclosed in square brackets if
port for that host is specified.
If port is not specified, square
brackets for IPv6 addresses
are optional.

If this parameter is not
specified, active checks are
disabled.

Source IP address for
outgoing connections.
Number of pre-forked
instances of zabbix_agentd
that process passive checks.
If set to O, disables passive
checks and the agent will not
listen on any TCP port.

The upper limit used to be 16
before version 1.8.5.

Spend no more than Timeout
seconds on processing

What incoming connections
to accept. Used for a passive
checks. Multiple values can
be specified, separated by
comma:

unencrypted - accept
connections without
encryption (default)

psk - accept connections with
TLS and a pre-shared key
(PSK)

cert - accept connections
with TLS and a certificate
This parameter is supported
since Zabbix 3.0.0.

Full pathname of a file
containing the top-level CA(s)
certificates for peer
certificate verification, used
for encrypted
communications between
Zabbix components.

This parameter is supported
since Zabbix 3.0.0.



Parameter

Mandatory Range Default

Description

TLSCertFile

TLSConnect

TLSCRLFile

TLSKeyFile

TLSPSKFile

TLSPSKldentity

TLSServerCertlssuer

TLSServerCertSubject

no

yes, if TLS certificate or
PSK parameters are
defined (even for
unencrypted
connection), otherwise
no

no

no

no

no

no

no
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Full pathname of a file
containing the agent
certificate or certificate
chain, used for encrypted
communications with Zabbix
components.

This parameter is supported
since Zabbix 3.0.0.

How the agent should
connect to Zabbix server or
proxy. Used for active
checks. Only one value can
be specified:

unencrypted - connect
without encryption (default)
psk - connect using TLS and a
pre-shared key (PSK)

cert - connect using TLS and
a certificate

This parameter is supported
since Zabbix 3.0.0.

Full pathname of a file
containing revoked
certificates. This parameter
is used for encrypted
communications with Zabbix
components.

This parameter is supported
since Zabbix 3.0.0.

Full pathname of a file
containing the agent private
key used for encrypted
communications with Zabbix
components.

This parameter is supported
since Zabbix 3.0.0.

Full pathname of a file
containing the agent
pre-shared key used for
encrypted communications
with Zabbix components.
This parameter is supported
since Zabbix 3.0.0.
Pre-shared key identity
string, used for encrypted
communications with Zabbix
server.

This parameter is supported
since Zabbix 3.0.0.

Allowed server (proxy)
certificate issuer.

This parameter is supported
since Zabbix 3.0.0.

Allowed server (proxy)
certificate subject.

This parameter is supported
since Zabbix 3.0.0.



Parameter Mandatory

Range

Default

Description

UnsafeUserParameters no

UserParameter

0-1

0

Allow all characters to be
passed in arguments to
user-defined parameters.

0 - do not allow

1 - allow

The following characters are
not allowed:
VP ~80 &5 () >
| # @

Additionally, newline
characters are not allowed.
User-defined parameter to
monitor. There can be several
user-defined parameters.
Format: UserParame-
ter=<key>,<shell
command>

Note that shell command
must not return empty string
or EOL only.

Example: UserParame-
ter=system.test,echo 1

Note:

in StartAgents must be less than 64.

(*) The number of active servers listed in ServerActive plus the number of pre-forked instances for passive checks specified

Note:

In Zabbix agent 2.0.0 version configuration parameters related to active and passive checks have been changed.
See the "See also” section at the bottom of this page to read more details about these changes.

Note:

Zabbix supports configuration files only in UTF-8 encoding without BOM.

Comments starting with "#” are only supported in the beginning of the line.

See also

1. Differences in the Zabbix agent configuration for active and passive checks starting from version 2.0.0.

5 Zabbix Java W%

5 Zabbix Java gateway

MR{EA startup. sh f shutdown. sh WA FENH1E1EZabbix Java WK, BAFFTUIE settings.sh XHFIEEHLENILESH.
startup # shutdown IZAMELE AR , IR shell FE ($—3)) BHAMEH Java B ($3))). If you use startup.sh
and shutdown. sh scripts for starting Zabbix Java gateway, then you can specify the necessary configuration parameters in file
settings.sh. The startup and shutdown scripts source the settings file and take care of converting shell variables (listed in the

first column) to Java properties (listed in the second column).

WMRBEITFEIT java a4 KL sh Zabbix Java B3, ATRAE T 65417 A KFERE Java M. If you start Zabbix Java gateway

manually by running java directly, then you specify the corresponding Java properties on the command line.

TESZ WA SR E#7r B
Variable Property Mandatory Range Default Description
LISTEN_IP  zabbix.listenlP & .0.0.0 T 1P,
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LISTEN_IP  zabbix.listenlP  no 0.0.0.0 IP address to listen on.

LISTEN_PORT =zabbix.listenPort &  024-32767 0052 IsA .
LISTEN_PORT zabbix.listenPort no 1024-32767 10052 Port to listen on.

PID_FILE zabbix.pidFile i tmp/zabbix_java.pid 1D XL, 0

BRAW , Zabbix
Java M /ERIE
HaNBEFEE.

PID_FILE zabbix.pidFile no /tmp/zabbix_java.pid Name of PID file.

If omitted, Zabbix
Java Gateway is
started as a
console
application.

START_POLLERS zabbix.startPollers

o

-1000 HZ DANRRLFE.

START_POLLERS zabbix.startPollers no 1-1000 5 Number of worker

threads to start.

TIMEOUT zabbix.timeout

-30 KBATTEL. A
Zabbix 2.0.15,
2.2.10 # 2.4.5 F
JEBESITE 2

|

TIMEOUT zabbix.timeout no 1-30 3 How long to wait

for network
operations. This
parameter is
supported since
Zabbix 2.0.15,
2.2.10 and 2.4.5.

Warning:
Ut 10052 JZHIANA A

Warning:
Port 10052 is not IANA registered.

6 T “Include” S¥AEFAIAT

6 Special notes on "Include” parameter

MR Include SARBE—NXH , ZHMIAA]E, If an Include parameter is used for including a file, the file must be
readable.

MR Include S¥AFXME—/ BH=R: If an Include parameter is used for including a directory:

WER TR XL,

AEBBAENHEEMF (Fl: XHEARFERFELE). B, REZJLA " 'Include ' XHEFEXL—NHREZ %
ZERXTHHREXHHESEREXHT.

EE-UXAREZCEDNUBEIHESN. W, MRYHMIE ' 'include/my_specific.conf'' L4 —AE/A ''incl
All files in the directory must be readable.

No particular order of inclusion should be assumed (e.g. files are not included in alphabetical order)
All files in the directory are included into configuration.

Beware of file backup copies automatically created by some text editors. For example, if editing the '

111


http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.txt
http://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.txt

R Include S¥FREXFILALAZ M : If an Include parameter is used for including files using a pattern:

SHEALEMFBXHEBLMETIEN.

AEBAENFEEMSF (Fltn XHEABRFEMFELE). B, REZJLA 'Include ' XHFEXL—NHEZ %
All files matching the pattern must be readable.

No particular order of inclusion should be assumed (e.g. files are not included in alphabetical order)

4 BFFHRY

4 Protocols

1 Server-proxy ¥iEArH# MY

1Bt

Server-proxy B HET JSON #&3K.,

YESRFNEAE E s header and data lengthFFk

Cljest
REECEFK

proxy config i REAARE A RXDIRMAIERELRIE. 8K ABEMIEK ProxyConfigFrequency (MRSRAEESE) .

name value type description
server—-proxy:
request string "proxy config’
<table> object one or more objects with <table> data
fields array array of field names
- string field name
data array array of rows
- array array of columns
string,number column value with type depending on
column type in database schema
proxy-sserver:
response string the request success information ('success’
or 'failed’)
version string the proxy version
(<major>.<minor>.<build>)
%1
server—-proxy:
{
"request": "proxy config",
"globalmacro":{
"fields": [
"globalmacroid",
"macro",
"value"
1
"data": [
[
2,
"{$SNMP_COMMUNITY}",
"public"
]
]
e
"hosts":{
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"fields": [

1,

"hostid",

"host",

"status",
"ipmi_authtype",
"ipmi_privilege",
"ipmi_username",
"ipmi_password",
"name",
"tls_connect",
"tls_accept",
"tls_issuer",
"tls_subject",
"tls_psk_identity",
"tls_psk"

"data": [

[
10001,
"Template 0S Linux",
3,
-1,
2,

nn
>

nn
>

"Template 0S Linux",

10050,

"Template App Zabbix
3,

_1’

2’

nn
>

nn
>

"Template App Zabbix

nn
>
nn

10105,
"Logger",
0,

_1’

2’

nn
>

nn
>

"Logger" s

Agent",

Agent",
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nn

nn

Ire
"interface":{
"fields": [
"interfaceid",
"hostid",
"main",
"type",
"useip",
|lipll’
"dns",
"port",
"bulk"
1,
"data": [
[
2,
10105,

SN OMOPSIE

nn
>

"10050",
1

proxy-server:

{

"response": "success",
"version": "3.4.0"

}
fIBER

proxy data request BT MAIRIKEREA AT AN , i , KAMBEEMEIE. SIRREMIER ProxyDataFrequency (fR%-25AC

B2 ¥

name value type description

server—-proxy:

request string 'proxy data’

proxy-sserver:

host availability array (optional) array of host availability data objects
hostidnumber host identifier
availablenber Zabbix agent availability

error string
snmp_awaitable

snmp_sriog
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0, HOST_AVAILABLE_UNKNOWN - unknown
1, HOST_AVAILABLE_TRUE - available

2, HOST_AVAILABLE_FALSE - unavailable
Zabbix agent error message or empty string
SNMP agent availability

0, HOST_AVAILABLE_UNKNOWN - unknown
1, HOST_AVAILABLE_TRUE - available

2, HOST_AVAILABLE_FALSE - unavailable
SNMP agent error message or empty string



name value type description
ipmi_availabte IPMI agent availability
0, HOST_AVAILABLE_UNKNOWN - unknown
1, HOST_AVAILABLE_TRUE - available
2, HOST_AVAILABLE_FALSE - unavailable
ipmi_estmorg IPMI agent error message or empty string

history data

discovery data

jmx_avaitalde

jmx_entoing
array
itemidnumber
clock number
ns number
value string
timestamber
sourcestring
severityymber
eventidumber
state string

lastlogsizeber
mtimenumber
array
clock number
druleidumber
dcheckignber

type number

ip string
dns string
port number
key_ string

value string

statusnumber

115

JMX agent availability

0, HOST_AVAILABLE_UNKNOWN - unknown
1, HOST_AVAILABLE_TRUE - available

2, HOST_AVAILABLE_FALSE - unavailable
JMX agent error message or empty string
(optional) array of history data objects
item identifier

item value timestamp (seconds)

item value timestamp (nanoseconds)
(optional) item value

(optional) timestamp of log type items
(optional) eventlog item source value
(optional) eventlog item severity value
(optional) eventlog item eventid value
(optional) item state

0, ITEM_STATE_NORMAL

1, ITEM_STATE_NOTSUPPORTED
(optional) last logs ize of log type items
(optional) modify time of log type items
(optional) array of discovery data objects
the discovery data timestamp

the discovery rule identifier

the discovery check indentifier or null for
discovery rule data

the discovery check type:

-1 discovery rule data

0, SVC_SSH - SSH service check

1, SVC_LDAP - LDAP service check

2, SVC_SMTP - SMTP service check

3, SVC_FTP - FTP service check

4, SVC_HTTP - HTTP service check

5, SVC_POP - POP service check

6, SVC_NNTP - NNTP service check

7. SVC_IMAP - IMAP service check

8, SVC_TCP - TCP port availability check

9, SVC_AGENT - Zabbix agent

10, SVC_SNMPv1 - SNMPv1 agent

11, SVC_SNMPv2 - SNMPv2 agent

12, SVC_ICMPPING - ICMP ping

13, SVC_SNMPv3 - SNMPv3 agent

14, SVC_HTTPS - HTTPS service check

15, SVC_TELNET - Telnet availability check
the host IP address

the host DNS name

(optional) service port number

(optional) the item key for discovery check of
type 9 SVC_AGENT

(optional) value received from the service, can
be empty for most of services

(optional) service status:

0, DOBJECT_STATUS_UP - Service UP
1, DOBJECT_STATUS_DOWN - Service DOWN



name

value type

description

auto
registration

tasks

more

clock
ns
version

Server—proxy:

response

tasks

array

clock number
host string
ip string
dns string

port string

host_metaglata

array
type number

statusnumber

error string
parenttasidd
number

number
number
string

string

array
type number

clock number
ttl number
commanditygpe

commairdhg
executeimher

port number
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(optional) array of auto registration data objects

the auto registration data timestamp

the host name

(optional) the host IP address

(optional) the resolved DNS name from IP
address

(optional) the host port

(optional) the host metadata sent by agent
(based on HostMetadata or HostMetadataltem
agent configuration parameter)

(optional) array of tasks

the task type:

o,

ZBX_TM_TASK_PROCESS REMOTE_COMMAND_RESULT

- remote command result
the remote command execution status:

0, ZBX_TM_REMOTE_COMMAND_COMPLETED -
the remote command completed successfully
1, ZBX_TM_REMOTE_COMMAND_FAILED - the
remote command failed

(optional) the error message

the parent task id

(optional) 1 - there are more history data to
send

data transfer timestamp (seconds)

data transfer timestamp (nanoseconds)

the proxy version (<major>.<minor>.<build>)

the request success information ('success’ or
'failed’)

(optional) array of tasks

the task type:

1,
ZBX_TM_TASK PROCESS REMOTE_COMMAND -
remote command

the task creation time

the time in seconds after which task expires
the remote command type:

0, ZBX_SCRIPT_TYPE_CUSTOM_SCRIPT - use
custom script

1, ZBX_SCRIPT_TYPE_IPMI - use IPMI

2, ZBX_SCRIPT_TYPE_SSH - use SSH

3, ZBX_SCRIPT_TYPE_TELNET - use Telnet

4, ZBX_SCRIPT_TYPE_GLOBAL_SCRIPT - use
global script (currently functionally equivalent
to custom script)

the remote command to execute

the execution target for custom scripts:

0, ZBX_SCRIPT_EXECUTE_ON_AGENT - execute
script on agent

1, ZBX_SCRIPT_EXECUTE_ON_SERVER - execute
script on server

2, ZBX_SCRIPT_EXECUTE_ON_PROXY - execute
script on proxy

(optional) the port for telnet and ssh commands



name value type description
authtypenber (optional) the authentication type for ssh
commands
usernameg (optional) the user name for telnet and ssh
commands
passwsirchg (optional) the password for telnet and ssh
commands
publickeyng (optional) the public key for ssh commands
privatekey (optional) the private key for ssh commands
parenttasidad the parent task id
hostidnumber target hostid
5iZ0:
server—-proxy:
{
"request": "proxy data"
}
proxy-sserver:
{

"host availability":[

1,

{

}

"hostid":10106,
"available":1,
Ilerrorll 1 n

. ’
"snmp_available":O0,
"snmp_error":"",
"ipmi_available":O0,
"ipmi_error":
"jmx_available":0,
Iljmx errorn : nn

nn
>

"hostid":10107,
"available":1,
Ilerrorll 1 n

0 B
"snmp_available":0,
"snmp_error":"",
"ipmi_available":O0,
"ipmi_error":
"jmx_available":0,
Ilij errOI‘" : nn

nn
B

"history data":[

1,

{

}

"itemid":"12345",
"clock":1478609647,
"ns'":332510044,
"value":"52956612"

"itemid":"12346",
"clock":1478609647,
"ns'":330690279,
"state":1,

"value":"Cannot find information for this network interface in /proc/net/dev."

"discovery data":[
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"clock":1478608764,
"drule":2,
"dcheck":3,
"type":12,
"ip":"10.3.0.10",

"dns":"vdebian",

"status":1
bg
{
"clock":1478608764,
"drule":2,
"dcheck":null,
"type":-1,
"ip":"10.3.0.10",
"dns":"vdebian",
"status":1
}
1,
"auto registration": [
{
"clock":1478608371,
"host":"Loggerl",
EEID R (OIS ORSIR
"dns":"localhost",
"port":"10050"
}’
{
"clock":1478608381,
"host":"Logger2",
"ip":"10.3.0.2",
"dns":"localhost",
"port":"10050"
}
1,
"tasks": [
{
"type": O,
"status": O,
"parent_taskid": 10
g
{
"type": O,
"status": 1,
"error": "No permissions to execute task.",
"parent_taskid": 20
}
1,

"clock'":1478609648,
"ns":157729208,
"version":"3.4.0"

}

Server-proxy:

{
"response": '"success",
"tasks": [
{
"type": 1,
"clock": 1478608371,
"ttl": 600,
"commandtype": 2,
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"command": "restart_servicel.sh",
"execute_on": 2,

"port": 80,

"authtype": O,
"username": "userA",
"password": "passwordl",

"publickey": "MIGEMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCqGKuk01De7zhZj6+HO0qt jTkVxwICpvKe",
"privatekey": "lsuusFncCzWBQ7RKNUSesmQRMSGkVb1/3j+skZ6UtW+5u091HNs j6tQ5Q0CqGKuk01De7zhd",
"parent_taskid": 10,

"hostid": 10070

"type": 1,

"clock": 1478608381,

"ttl": 600,

"commandtype": 1,

"command": "restart_service2.sh",
"execute_on": 0,

"authtype": O,

"username": "",

"password":
"publickey": "",
"privatekey": "",
"parent_taskid": 20,
"hostid": 10084

nn
>

]
}

ES)fpeiid
ARIPOBREK
proxy heartbeat EREAMRE LK IREREEMZIT. BRKEWIER HeartbeatFrequency (HIEEREZE) .

name value type description
proxy-sserver:
request string 'proxy heartbeat’
host string the proxy name
version string the proxy version (<major>.<minor>.<build>)
server—-proxy:
response string the request success information ('success’ or ‘failed’)
proxy-sserver:
{
"request": "proxy heartbeat",
"host": "Proxy #12",
"version": "3.4.0"
}
server—-proxy:
{
"response": '"success"
}
RIFBCEEK

proxy config iFKiRIEAEMUKIMAEECERIE. SIXRENEK ConfigFrequency (REERESH) V.

name value type description
proxy-sserver:
request string "'proxy config’
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name value type description
host string proxy name
version string the proxy version
(<major>.<minor>.<build>)
server—-proxy:
request string "proxy config’
<table> object one or more objects with <table> data
fields array array of field names
- string field name
data array array of rows
- array array of columns
- string,number column value with type depending on
column type in database schema
proxy-sserver:
response string the request success information ('success’
or 'failed’)
Example:
proxy-sserver:
{
"request": "proxy config",
"host": "Proxy #12",
"version":"3.4.0"
}
server—-proxy:
{
"globalmacro":{
"fields": [
"globalmacroid",
"macro",
"value"
1,
"data": [
[
2,
"{$SNMP_COMMUNITY}",
"public"
]
]
e
"hosts":{
"fields": [
"hostid",
"host",
"status",

],

"ipmi_authtype",
"ipmi_privilege",
"ipmi_username",
"ipmi_password",
"name",
"tls_connect",
"tls_accept",
"tls_issuer",
"tls_subject",
"tls_psk_identity",
"tls_psk"

"data": [

[
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10001,

"Template 0S Linux",

3,
-1,
2,

nn
s

nn
H)

"Template 0S Linux",

1,
1,

nn

nn

nn
>

10050,
"Template App
3,

_1,

2,

nn
>

nn
>

"Template App
1,
1,

nn

nn
s

nn

10105,
"Logger",
0,

_1,

2,

nn
>

”Logger”,

Irg
"interface":{
"fields": [
"interfaceid",
"hostid",
"main",
lltypell s
"useip”,
n ipll ,
n dns n s
llport n s
"bulk"
i
"data": [

Zabbix Agent",

Zabbix Agent",
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"127.0.0.1",
"10050",
1

proxy-sserver:

{

"response":

}
(SEESEI RN

"success"

proxy data iFREMIERLE , PURMENTBME , HLICF , RMMEEMEBIE. SR EHFEK DataSenderFrequency (f{

HEESH) ¥,

name value type description

proxy-server:

request string 'proxy data’

host string the proxy name

host availability array (optional) array of host availability data objects

history data

hostidnumber
availablenber

error string
snmp_awvaibable

snmp_srihog
ipmi_available

ipmi_estrarg
jmx_avaitaide

jmx_entoing
array
itemidnumber
clock number
ns number
value string
timestamyber

sourcestring
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host identifier
Zabbix agent availability

0, HOST_AVAILABLE_UNKNOWN - unknown
1, HOST_AVAILABLE_TRUE - available

2, HOST_AVAILABLE_FALSE - unavailable
Zabbix agent error message or empty string
SNMP agent availability

0, HOST_AVAILABLE_UNKNOWN - unknown
1, HOST_AVAILABLE_TRUE - available

2, HOST_AVAILABLE_FALSE - unavailable
SNMP agent error message or empty string
IPMI agent availability

0, HOST_AVAILABLE_UNKNOWN - unknown
1, HOST_AVAILABLE_TRUE - available

2, HOST_AVAILABLE_FALSE - unavailable
IPMI agent error message or empty string
JMX agent availability

0, HOST_AVAILABLE_UNKNOWN - unknown
1, HOST_AVAILABLE_TRUE - available

2, HOST_AVAILABLE_FALSE - unavailable
JMX agent error message or empty string
(optional) array of history data objects
item identifier

item value timestamp (seconds)

item value timestamp (nanoseconds)
(optional) item value

(optional) timestamp of log type items
(optional) eventlog item source value



name value type description

severitymber (optional) eventlog item severity value
eventidumber (optional) eventlog item eventid value
state string (optional) item state

0, ITEM_STATE_NORMAL

1, ITEM_STATE_NOTSUPPORTED

lastlogsizeber (optional) last logs ize of log type items

mtimenumber (optional) modify time of log type items
discovery data array (optional) array of discovery data objects

clock number the discovery data timestamp

druleidumber the discovery rule identifier

dcheckidnber the discovery check indentifier or null for

discovery rule data
type number the discovery check type:

-1 discovery rule data

0, SVC_SSH - SSH service check

1, SVC_LDAP - LDAP service check

2, SVC_SMTP - SMTP service check

3, SVC_FTP - FTP service check

4, SVC_HTTP - HTTP service check

5, SVC_POP - POP service check

6, SVC_NNTP - NNTP service check

7, SVC_IMAP - IMAP service check

8, SVC_TCP - TCP port availability check
9, SVC_AGENT - Zabbix agent

10, SVC_SNMPv1 - SNMPv1 agent

11, SVC_SNMPv2 - SNMPv2 agent

12, SVC_ICMPPING - ICMP ping

13, SVC_SNMPv3 - SNMPv3 agent

14, SVC_HTTPS - HTTPS service check
15, SVC_TELNET - Telnet availability check

ip string the host IP address

dns string the host DNS name

port number (optional) service port number

key_ string (optional) the item key for discovery check of
type 9 SVC_AGENT

value string (optional) value received from the service, can
be empty for most of services

statusnumber (optional) service status:

0, DOBJECT_STATUS_UP - Service UP

1, DOBJECT_STATUS_DOWN - Service DOWN
auto array (optional) array of auto registration data objects
registration

clock number the auto registration data timestamp

host string the host name

ip string (optional) the host IP address

dns string (optional) the resolved DNS name from IP
address

port string (optional) the host port

host_metaglata (optional) the host metadata sent by agent

(based on HostMetadata or HostMetadataltem
agent configuration parameter)

tasks array (optional) array of tasks
type number the task type:
0,

ZBX_TM_TASK_PROCESS_REMOTE_COMMAND_RESULT
- remote command result
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name value type description

statusnumber the remote command execution status:

0, ZBX_TM_REMOTE_COMMAND_COMPLETED -
the remote command completed successfully
1, ZBX_TM_REMOTE_COMMAND_FAILED - the
remote command failed

error string (optional) the error message
parenttasidd the parent task id
more number (optional) 1 - there are more history data to
send
clock number data transfer timestamp (seconds)
ns number data transfer timestamp (nanoseconds)
version string the proxy version (<major>.<minor>.<build>)
server—-proxy:
response string the request success information ('success’ or
"failed’)
tasks array (optional) array of tasks
type number the task type:
1,
ZBX_TM_TASK_PROCESS_REMOTE_COMMAND -
remote command
clock number the task creation time
ttl number the time in seconds after which task expires
commanditygre the remote command type:
0, ZBX_SCRIPT_TYPE_CUSTOM_SCRIPT - use
custom script
1, ZBX_SCRIPT_TYPE_IPMI - use IPMI
2, ZBX_SCRIPT_TYPE_SSH - use SSH
3, ZBX_SCRIPT_TYPE_TELNET - use Telnet
4, ZBX_SCRIPT_TYPE_GLOBAL_SCRIPT - use
global script (currently functionally equivalent
to custom script)
commairdhg the remote command to execute
executeimher the execution target for custom scripts:
0, ZBX_SCRIPT_EXECUTE_ON_AGENT - execute
script on agent
1, ZBX_SCRIPT_EXECUTE_ON_SERVER - execute
script on server
2, ZBX_SCRIPT_EXECUTE_ON_PROXY - execute
script on proxy
port number (optional) the port for telnet and ssh commands
authtypenber (optional) the authentication type for ssh
commands
usernamieg (optional) the user name for telnet and ssh
commands
passwsirchg (optional) the password for telnet and ssh
commands
publickeyng (optional) the public key for ssh commands
privatekey (optional) the private key for ssh commands
parenttasidd the parent task id
hostidnumber target hostid
fan:
proxy-server:
{
"request": "proxy data",

"host": "Proxy #12",
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"host availability":[

{

()

}
1,

"hostid":10106,
"available":1,
llerrorll B nn s

"snmp_available":0,

"snmp_error":"",

"ipmi_available":O0,

n.nn
>

"ipmi_error":

"jmx_available":0,

lljmx_errorll : nn

"hostid":10107,
"available":1,
llerrorll B nn s

"snmp_available":0,

"snmp_error":"",

"ipmi_available":O0,

n.nn
>

"ipmi_error":

"jmx_available":0,

"jmx_error":""

"history data":[

{

}
1,

"itemid":"12345",
"clock":1478609647,

"ns":332510044,

"value":"52956612"

"itemid":"12346",
"clock":1478609647,

"ns":330690279,
"state":1,

"value":"Cannot find information for this network

"discovery data":[

{

}
1,

"clock":1478608764,

"drule":2,
"dcheck":3,
"type":12,

"ip":"10.3.0.10",

"dns":"vdebian",
"status":1

"clock":1478608764,

"drule":2,
"dcheck" :null,
"type":-1,

"ip":"10.3.0.10",

"dns":"vdebian",
"status":1

"auto registration": [

{

"clock":1478608371,
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"host":"Loggerl",
"ip":"10.3.0.1",
"dns":"localhost",
"port":"10050"

"clock":1478608381,
"host":"Logger2",
D" 8 Pil@ 8.0 2"
"dns":"localhost",
"port":"10050"

1,
"tasks": [
{

"type": 2’
"clock":1478608371,
"ttl": 600,
"commandtype": 2,
"command": "restart_servicel.sh",
"execute_on": 2,
"port": 80,
"authtype": O,
"username": "userA",
"password": "passwordl",
"publickey": "MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCqGKuk01De7zhZj6+HOqt jTkVxwTCpvKe",
"privatekey": "lsuusFncCzWBQ7RKNUSesmQRMSGkVb1/3j+skZ6UtW+5u091HNsj6tQ5QCqGKuk01De7zhd",
"parent_taskid": 10,
"hostid": 10070

(]

"type": 2’
"clock":1478608381,

"ttl": 600,

"commandtype": 1,

"command": "restart_service2.sh",
"execute_on": 0,

"authtype": O,

"username": "",

"password":
"publickey": "",
"privatekey": "",
"parent_taskid": 20,
"hostid": 10084

nn
H

1,
"tasks": [
{
"type": 0,
"status": O,
"parent_taskid": 10

"type": 0,

"status": 1,

"error": "No permissions to execute task.",
"parent_taskid": 20

1,
"clock'":1478609648,
"ns":157729208,
"version":"3.4.0"
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server—-proxy:
{
"response": '"success",
"tasks": [
{
"type": 1,
"clock": 1478608371,
"ttl": 600,
"commandtype": 2,
"command": "restart_servicel.sh",
"execute_on": 2,
"port": 80,
"authtype": O,
"username": "userA",
"password": "passwordl",

"publickey": "MIGEMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCqGKuk01De7zhZj6+HO0qt jTkVxwICpvKe",
"privatekey": "lsuusFncCzWBQ7RKNUSesmQRMSGkVb1/3j+skZ6UtW+5u091HNs j6tQ5Q0CqGKuk01De7zhd",
"parent_taskid": 10,

"hostid": 10070

"type": 1,

"clock": 1478608381,

"ttl": 600,

"commandtype": 1,

"command": "restart_service2.sh",
"execute_on": 0,

"authtype": O,

"username": "",

"password":
"publickey": "",
"privatekey": ""
"parent_taskid": 20,
"hostid": 10084

nn
>

]
}

) faF At

RSB T EZ AN IFEN M A3 A host availability, history data, discovery dataand auto registrationiEsk.
1 Server-proxy data exchange protocol

Overview

Server - proxy data exchange is based on JSON format.

Request and response messages must begin with header and data length

Passive proxy

Proxy config request

The proxy configrequestissentby serverto provide proxy configuration data. This requestis sent every ProxyConfigFrequency
(server configuration parameter) seconds.

name value type description
server—-proxy:
request string 'proxy config’
<table> object one or more objects with <table> data
fields array array of field names
- string field name
data array array of rows
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nn
>

nn
>

"Template 0S Linux",
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name value type description
- array array of columns
- string,number column value with type depending on
column type in database schema
proxy-sserver:
response string the request success information (’'success’
or ‘failed’)
version string the proxy version
(<major>.<minor>.<build>)
Example:
server—-proxy:
{
"request": "proxy config",
"globalmacro":{
"fields": [
"globalmacroid",
"macro",
"value"
1,
"data": [
[
2,
"{$SNMP_COMMUNITY}",
"public"
]
]
g
"hosts": {
"fields": [
"hostid",
"host",
"status",
"ipmi_authtype",
"ipmi_privilege",
"ipmi_username",
"ipmi_password",
"name",
"tls_connect",
"tls_accept",
"tls_issuer",
"tls_subject",
"tls_psk_identity",
"tls_psk"
e
"data": [
[
10001,
"Template 0S Linux",
3,
-1,
2,



X,

10050,

"Template App Zabbix Agent",
3,

_1’

2,

nn
>

nn
>

"Template App Zabbix Agent",
1,
1,

nn
>

nn

nn
>

10105,
"Logger",
0,

_1,

2,

nn
>

nn
>

"Logger”,

"interface":{

"fields"
"int
"hos
"mai
"typ

"use
n

n ip s

"dns
"por
"bul
g
"data": [
[

[
erfaceid",
tid",

nll’

ell,

ipll,

n

s
tll s
kll

2,

10105,

1,

1,

1,
"127.0.0.1",
"10050",

1
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proxy-sserver:
"response": '"success",
"version": "3.4.0"

b

Proxy request

The proxy data request is used to obtain host availability, historical, discovery and autoregistration data from proxy. This request

is sent every ProxyDataFrequency (server configuration parameter) seconds.

name value type description

server—proxy:

request string "proxy data’

proxy-server:

host availability array (optional) array of host availability data objects
hostidnumber host identifier
availablenber Zabbix agent availability

history data

discovery data

error string

snmp_awvaibable

snmp_srhoy
ipmi_availabte

ipmi_estmorg
jmx_avaitalide

jmx_entoing
array
itemidnumber
clock number
ns number
value string
timestamber
sourcestring
severityymber
eventidumber
state string

lastlogsizeber
mtimenumber
array
clock number
druleidumber
dcheckignber
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0, HOST_AVAILABLE_UNKNOWN - unknown
1, HOST_AVAILABLE_TRUE - available

2, HOST_AVAILABLE_FALSE - unavailable
Zabbix agent error message or empty string
SNMP agent availability

0, HOST_AVAILABLE_UNKNOWN - unknown
1, HOST_AVAILABLE_TRUE - available

2, HOST_AVAILABLE_FALSE - unavailable
SNMP agent error message or empty string
IPMI agent availability

0, HOST_AVAILABLE_UNKNOWN - unknown
1, HOST_AVAILABLE_TRUE - available

2, HOST_AVAILABLE_FALSE - unavailable
IPMI agent error message or empty string
JMX agent availability

0, HOST_AVAILABLE_UNKNOWN - unknown
1, HOST_AVAILABLE_TRUE - available

2, HOST_AVAILABLE_FALSE - unavailable
JMX agent error message or empty string
(optional) array of history data objects
item identifier

item value timestamp (seconds)

item value timestamp (nanoseconds)
(optional) item value

(optional) timestamp of log type items
(optional) eventlog item source value
(optional) eventlog item severity value
(optional) eventlog item eventid value
(optional) item state

0, ITEM_STATE_NORMAL

1, ITEM_STATE_NOTSUPPORTED
(optional) last logs ize of log type items
(optional) modify time of log type items
(optional) array of discovery data objects
the discovery data timestamp

the discovery rule identifier

the discovery check indentifier or null for
discovery rule data



name

value type

description

auto
registration

tasks

more

clock
ns
version

Server—proxy:

type number

ip string
dns string
port number
key_ string

value string

statusnumber

array

clock number
host string
ip string
dns string

port string
host_metaglata

array
type number

statusnumber

error string
parenttasidad
number

number
number
string

the discovery check type:

-1 discovery rule data

0, SVC_SSH - SSH service check

1, SVC_LDAP - LDAP service check

2, SVC_SMTP - SMTP service check

3, SVC _FTP - FTP service check

4, SVC_HTTP - HTTP service check

5, SVC_POP - POP service check

6, SVC_NNTP - NNTP service check

7, SVC_IMAP - IMAP service check

8, SVC_TCP - TCP port availability check

9, SVC_AGENT - Zabbix agent

10, SVC_SNMPv1 - SNMPv1 agent

11, SVC_SNMPv2 - SNMPv2 agent

12, SVC_ICMPPING - ICMP ping

13, SVC_SNMPv3 - SNMPv3 agent

14, SVC_HTTPS - HTTPS service check

15, SVC_TELNET - Telnet availability check
the host IP address

the host DNS name

(optional) service port number

(optional) the item key for discovery check of
type 9 SVC_AGENT

(optional) value received from the service, can
be empty for most of services

(optional) service status:

0, DOBJECT_STATUS_UP - Service UP
1, DOBJECT_STATUS_DOWN - Service DOWN
(optional) array of auto registration data objects

the auto registration data timestamp

the host name

(optional) the host IP address

(optional) the resolved DNS name from IP
address

(optional) the host port

(optional) the host metadata sent by agent
(based on HostMetadata or HostMetadataltem
agent configuration parameter)

(optional) array of tasks

the task type:

o,

ZBX_TM_TASK_PROCESS_REMOTE_COMMAND_RESULT

- remote command result
the remote command execution status:

0, ZBX_TM_REMOTE_COMMAND_COMPLETED -
the remote command completed successfully
1, ZBX_TM_REMOTE_COMMAND_FAILED - the
remote command failed

(optional) the error message

the parent task id

(optional) 1 - there are more history data to
send

data transfer timestamp (seconds)

data transfer timestamp (nanoseconds)

the proxy version (<major>.<minor>.<build>)



name value type description

response string the request success information ('success’ or
'failed’)

tasks array (optional) array of tasks

type number

clock number
ttl number
commanditygpe

commairchg
executeimher

port number
authtypenber

usernamiag

passwsirthg

publickeing
privatetaay
parenttasidd
hostidnumber

the task type:

1,

ZBX_TM_TASK_PROCESS REMOTE_COMMAND -
remote command

the task creation time

the time in seconds after which task expires
the remote command type:

0, ZBX_SCRIPT_TYPE_CUSTOM_SCRIPT - use
custom script

1, ZBX_SCRIPT_TYPE_IPMI - use IPMI

2, ZBX_SCRIPT_TYPE_SSH - use SSH

3, ZBX_SCRIPT_TYPE_TELNET - use Telnet

4, ZBX_SCRIPT_TYPE_GLOBAL_SCRIPT - use
global script (currently functionally equivalent
to custom script)

the remote command to execute

the execution target for custom scripts:

0, ZBX_SCRIPT_EXECUTE_ON_AGENT - execute
script on agent

1, ZBX_SCRIPT_EXECUTE_ON_SERVER - execute
script on server

2, ZBX_SCRIPT_EXECUTE_ON_PROXY - execute
script on proxy

(optional) the port for telnet and ssh commands
(optional) the authentication type for ssh
commands

(optional) the user name for telnet and ssh
commands

(optional) the password for telnet and ssh
commands

(optional) the public key for ssh commands
(optional) the private key for ssh commands
the parent task id

target hostid

Example:

Server—proxy:

{
"request": "proxy data"

}

proxy-server:

{
"host availability":[
{
"hostid":10106,
"available":1,
"error":
"snmp_available":O0,
"snmp_error":"",
"ipmi_available":O0,
"ipmi_error":"",
"jmx_available":O0,

nn
>
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"jmx_error":""

(o]

"hostid":10107,
"available":1,

l|err0rll B nn s

"snmp_available":O0,

"snmp_error":"",

"ipmi_available":0,

"ipmi_error":"",

"jmx_available":0,

"jmx_error":""

}

1e

"history data":[
{

"itemid":"12345",
"clock":1478609647,

"ns":332510044,

"value":"52956612"

"itemid":"12346",
"clock":1478609647,

"ns":330690279,
"state":1,

"value":"Cannot find

}
e
"discovery data":[

{

"clock":1478608764,

"drule":2,
"dcheck":3,
"type":12,

"ip":"10.3.0.10",

"dns":"vdebian",
"status":1

"clock":1478608764,

"drule":2,
"dcheck":null,
"type":-1,

"ip":"10.3.0.10",

"dns":"vdebian",
"status":1
}
]’
"auto registration":[

{

"clock":1478608371,
"host":"Loggerl",

"ip":"10.3.0.1",

"dns":"localhost",

"port":"10050"

"clock":1478608381,
"host":"Logger2",

"ip":"10.3.0.2",

"dns":"localhost",

information for this network
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"port":"10050"

}
1,
"tasks": [
{
"type": O,
"status": O,
"parent_taskid": 10
g
{
"type": 0,
"status": 1,
"error": "No permissions to execute task.",
"parent_taskid": 20
}
1,

"clock'":1478609648,
"nms":157729208,
"version":"3.4.0"

Server—proxy:

{
"response": '"success",
"tasks": [
{

"type": 1,
"clock": 1478608371,
"ttl": 600,
"commandtype": 2,
"command": "restart_servicel.sh",
"execute_on": 2,
"port": 80,
"authtype": O,
"username": "userA",
"password": "passwordl",
"publickey": "MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCqGKuk01De7zhZj6+HOqt jTkVxwTCpvKe",
"privatekey": "lsuusFncCzWBQ7RKNUSesmQRMSGkVb1l/3j+skZ6UtW+5u091HNsj6tQ5QCqGKuk01De7zhd",
"parent_taskid": 10,
"hostid": 10070

(-

"type": 1,

"clock": 1478608381,

"ttl": 600,

"commandtype": 1,

"command": "restart_service2.sh",
"execute_on": O,

"authtype": O,

"username": "",

"password": "",
"publickey":
"privatekey": "",
"parent_taskid": 20,
"hostid": 10084

nn
>

]
}

Active proxy
Proxy heartbeat request

The proxy heartbeat request is sent by proxy to report that proxy is running. This request is sent every HeartbeatFrequency
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(proxy configuration parameter) seconds.

value type description

string ‘proxy heartbeat’

string the proxy name

string the proxy version (<major>.<minor>.<build>)
string the request success information ('success’ or ‘failed’)

name
proxy-sserver:
request
host
version
server—proxy:
response
proxy-sserver:
{
"request": "proxy heartbeat"
"host": "Proxy #12",
"version": "3.4.0"
}
Server—proxy:
{
"response": '"success"
X

Proxy config request

The proxy config request is sent by proxy to obtain proxy configuration data. This request is sent every ConfigFrequency

(proxy configuration parameter) seconds.

B

name value type description
proxy-sserver:
request string "proxy config’
host string proxy name
version string the proxy version
(<major>.<minor>.<build>)
server—-proxy:
request string "proxy config’
<table> object one or more objects with <table> data
fields array array of field names
- string field name
data array array of rows
- array array of columns
- string,number column value with type depending on
column type in database schema
proxy-sserver:
response string the request success information (’'success’
or 'failed’)
Example:
proxy-sserver:
{
"request": "proxy config",
"host": "Proxy #12",
"version":"3.4.0"
}
server—proxy:
{

"globalmacro":{
"fields": [
"globalmacroid",
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1,

"macro",
"value"

"data": [

X,

[
2’
"{$SNMP_COMMUNITY}",
"public"

"hosts": {
"fields": [

1,

"hostid",

"host",

"status",
"ipmi_authtype",
"ipmi_privilege",
"ipmi_username",
"ipmi_password",
"name",
"tls_connect",
"tls_accept",
"tls_issuer",
"tls_subject",
"tls_psk_identity",
"tls_psk"

"data": [

L
10001,
"Template 0S Linux",
3’
_1,
2,

nn
>

nn
B

"Template 0S Linux",
1,
1,

nn
>

nn

nn
>

10050,

"Template App Zabbix
3’

-1,

2,

nn
>

nn
>

"Template App Zabbix

Agent",

Agent",
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10105,
"Logger",
0,

_1,

2,

nn
H)

nn
H)

"Logger",

Ire
"interface":{
"fields": [
"interfaceid",
"hostid",
"main",
"type",
"useip",
|lipll ,
"dns",
"port",
"bulk"
i
"data": [
[

"127.0.0.1",

nn

"10050",
1

proxy-sserver:

{

"response": "success"

}

Proxy data request

The proxy data request is sent by proxy to provide host availability, history, discovery and auto registation data. This request is
sent every DataSenderFrequency (proxy configuration parameter) seconds.

name value type description

proxy-server:

request string 'proxy data’

host string the proxy name

host availability array (optional) array of host availability data objects
hostidnumber host identifier
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name

value type

description

history data

discovery data

availablenber

error string

snmp_awaitable

snmp_srhoy
ipmi_awvailabte

ipmi_estrarg
jmx_avnitalide

jmx_emtoing
array
itemidnumber
clock number
ns number
value string
timestampber
sourcestring
severityymber
eventidumber
state string

lastlogsizeber
mtimenumber
array
clock number
druleidumber
dcheckidnber

type number
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Zabbix agent availability

0, HOST_AVAILABLE_UNKNOWN - unknown
1, HOST_AVAILABLE_TRUE - available

2, HOST_AVAILABLE_FALSE - unavailable
Zabbix agent error message or empty string
SNMP agent availability

0, HOST_AVAILABLE_UNKNOWN - unknown
1, HOST_AVAILABLE_TRUE - available

2, HOST_AVAILABLE_FALSE - unavailable
SNMP agent error message or empty string
IPMI agent availability

0, HOST_AVAILABLE_UNKNOWN - unknown
1, HOST_AVAILABLE_TRUE - available

2, HOST_AVAILABLE_FALSE - unavailable
IPMI agent error message or empty string
JMX agent availability

0, HOST_AVAILABLE_UNKNOWN - unknown
1, HOST_AVAILABLE_TRUE - available

2, HOST_AVAILABLE_FALSE - unavailable
JMX agent error message or empty string
(optional) array of history data objects
item identifier

item value timestamp (seconds)

item value timestamp (nanoseconds)
optional) item value

optional) timestamp of log type items
optional) eventlog item source value
optional) eventlog item severity value
optional) eventlog item eventid value
optional) item state

0, ITEM_STATE_NORMAL

1, ITEM_STATE_NOTSUPPORTED
(optional) last logs ize of log type items
(optional) modify time of log type items
(optional) array of discovery data objects
the discovery data timestamp

the discovery rule identifier

the discovery check indentifier or null for
discovery rule data

the discovery check type:

—~ e~ o~ o~~~

-1 discovery rule data

0, SVC_SSH - SSH service check

1, SVC_LDAP - LDAP service check

2, SVC_SMTP - SMTP service check

3, SVC_FTP - FTP service check

4, SVC_HTTP - HTTP service check

5, SVC_POP - POP service check

6, SVC_NNTP - NNTP service check

7, SVC_IMAP - IMAP service check

8, SVC_TCP - TCP port availability check
9, SVC_AGENT - Zabbix agent

10, SVC_SNMPv1 - SNMPv1 agent

11, SVC_SNMPv2 - SNMPv2 agent

12, SVC_ICMPPING - ICMP ping

13, SVC_SNMPv3 - SNMPv3 agent

14, SVC_HTTPS - HTTPS service check
15, SVC_TELNET - Telnet availability check



name value type description
ip string the host IP address
dns string the host DNS name
port number (optional) service port number
key_ string (optional) the item key for discovery check of
type 9 SVC_AGENT
value string (optional) value received from the service, can
be empty for most of services
statusnumber (optional) service status:
0, DOBJECT_STATUS_UP - Service UP
1, DOBJECT_STATUS DOWN - Service DOWN
auto array (optional) array of auto registration data objects

registration

tasks

more

clock
ns
version

server—proxy:

response

tasks

clock number
host string
ip string
dns string

port string
host_metaglata

array
type number

statusnumber

error string
parenttasidd
number

number
number
string

string

array
type number

clock number
ttl number
commandiype
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the auto registration data timestamp

the host name

(optional) the host IP address

(optional) the resolved DNS name from IP
address

(optional) the host port

(optional) the host metadata sent by agent
(based on HostMetadata or HostMetadataltem
agent configuration parameter)

(optional) array of tasks

the task type:

o,
ZBX_TM_TASK PROCESS REMOTE_COMMAND_RESULT
- remote command result

the remote command execution status:

0, ZBX_TM_REMOTE_COMMAND_COMPLETED -
the remote command completed successfully
1, ZBX_TM_REMOTE_COMMAND_FAILED - the
remote command failed

(optional) the error message

the parent task id

(optional) 1 - there are more history data to
send

data transfer timestamp (seconds)

data transfer timestamp (nanoseconds)

the proxy version (<major>.<minor>.<build>)

the request success information ('success’ or
'failed’)

(optional) array of tasks

the task type:

1,
ZBX_TM_TASK_PROCESS_REMOTE_COMMAND -
remote command

the task creation time

the time in seconds after which task expires
the remote command type:

0, ZBX_SCRIPT_TYPE_CUSTOM_SCRIPT - use
custom script

1, ZBX_SCRIPT_TYPE_IPMI - use IPMI

2, ZBX_SCRIPT_TYPE_SSH - use SSH

3, ZBX_SCRIPT_TYPE_TELNET - use Telnet

4, ZBX_SCRIPT_TYPE_GLOBAL_SCRIPT - use
global script (currently functionally equivalent
to custom script)



name value type description
commairdhg the remote command to execute
executeimher the execution target for custom scripts:
0, ZBX_SCRIPT_EXECUTE_ON_AGENT - execute
script on agent
1, ZBX_SCRIPT_EXECUTE_ON_SERVER - execute
script on server
2, ZBX_SCRIPT_EXECUTE_ON_PROXY - execute
script on proxy
port number (optional) the port for telnet and ssh commands
authtypenber (optional) the authentication type for ssh
commands
usernameg (optional) the user name for telnet and ssh
commands
passwsirthg (optional) the password for telnet and ssh
commands
publickeing (optional) the public key for ssh commands
privatekey (optional) the private key for ssh commands
parenttasidad the parent task id
hostidnumber target hostid
Example:
proxy-sserver:
{
"request": "proxy data",
"host": "Proxy #12",
"host availability":[
{
"hostid":10106,
"available":1,
"error":"",
"snmp_available":O0,
"snmp_error":"",
"ipmi_available":O0,
"ipmi_error":"",
"jmx_available":0,
"jmx_error":""
g
{
"hostid":10107,
"available":1,
"error":"",
"snmp_available":0,
"snmp_error":"",
"ipmi_available":O0,
"ipmi_error":"",
"jmx_available":0,
"jmx_error":""
}
1,
"history data":[
{
"itemid":"12345",
"clock":1478609647,
"ns":332510044,
"value":"52956612"
},
{

"itemid":"12346",
"clock":1478609647,

140



"ns":330690279,
"state":1,
"value":"Cannot find information for this network interface in /proc/net/dev."
}
1,
"discovery data":[
{
"clock":1478608764,
"drule":2,
"dcheck":3,
"type":12,
"ip":"10.3.0.10",
"dns":"vdebian",
"status":1

(]

"clock":1478608764,
"drule":2,
"dcheck":null,
"type":-1,
D" 8 Pil® . 8,0, LOY
"dns":"vdebian",
"status":1
}
1,
"auto registration":[
{
"clock":1478608371,
"host":"Loggerl",
"ip":"10.3.0.1",
"dns":"localhost",
"port":"10050"

"clock":1478608381,
"host":"Logger2",
D" 8 Pil® 8.0, 2%
"dns":"localhost",
"port":"10050"

1,
"tasks": [
{

"type": 2’
"clock":1478608371,
"ttl": 600,
"commandtype": 2,
"command": "restart_servicel.sh",
"execute_on": 2,
"port": 80,
"authtype": O,
"username": "userA",
"password": "passwordl",
"publickey": "MIGEMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCqGKuk01De7zhZj6+HOqt jTkVxwTCpvKe",
"privatekey": "lsuusFncCzWBQ7RKNUSesmQRMSGkVb1/3j+skZ6UtW+5u091HNsj6tQ5QCqGKuk01De7zhd",
"parent_taskid": 10,
"hostid": 10070

(o]

"type": 2,
"clock":1478608381,
"ttl": 600,
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"commandtype": 1,

"command": "restart_service2.sh",
"execute_on": 0,

"authtype": O,

"username": "",

"password": "",

"publickey":
"privatekey":
"parent_taskid": 20,
"hostid": 10084

nn
s

}
]’
"tasks": [
{
"type": O,
"status": O,
"parent_taskid": 10
1,
{
"type": 0O,
"status": 1,
"error": "No permissions to execute task.",
"parent_taskid": 20
}
1,

"clock'":1478609648,
"ns":157729208,
"version":"3.4.0"

¥
server—-proxy:
{
"response": "success",
"tasks": [
{
"type": 1,
"clock": 1478608371,
"ttl": 600,
"commandtype": 2,
"command": "restart servicel.sh",
"execute_on": 2,
"port": 80,
"authtype": O,
"username": "userA",
"password": "passwordl",

"publickey": "MIGEMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCqGKuk01De7zhZj6+HOqt jTkVxwTCpvKe",
"privatekey": "lsuusFncCzWBQ7RKNUSesmQRMSGkVb1l/3j+skZ6UtW+5u091HNs j6tQ5Q0CqGKuk01De7zhd",
"parent_taskid": 10,

"hostid": 10070

}’
{
"type": 1,
"clock": 1478608381,
"ttl": 600,
"commandtype": 1,
"command": "restart service2.sh",

"execute_on": 0,
"authtype": O,

"username": "",
"password": "",
"publickey": "",
"privatekey": "",
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"parent_taskid": 20,
"hostid": 10084

]
}

Backwards compatibility

Server supports partial backwards compatibility by accepting old host availability, history data, discovery data and
auto registration requests.

2 Zabbix XIEHMY

FRHMEE  FS A IR E .
2 Zabbix agent protocol

Please refer to Passive and active agent checks page for more information.

3 Zabbix sender ffMY

FREMEE , §SHTrapper itemsTT .
3 Zabbix sender protocol

Please refer to Trapper items page for more information.

4 Header and data length

1BEi
Zabbix A Z RIMINANERIBEF FERKIEEKE. FEHTHENKE.

<HEADER> - "ZBXD\x01" (5 bytes)
<DATALEN> - data length (8 bytes). 1 will be formatted as 01/00/00/00/00/00/00/00 (eight bytes, 64 bit nun

KT ARFERATE (AJ8E) , Zabbix PHNRFIE—/MEREF{UEZ 128MB,
e
AT BRI Zabbix #HMARKAMNE|RAEEE data R 2BEAZEUIREL packet R WA EE] Zabbix MEIFHER.

Language Code

bash printf -v LENGTH 'J,016x' "${#DATA}"PACK=
Java byte[] header = new bytel] {'Z', 'B', 'X
PHP $packet = "ZBXD\1" . pack('P', strlen($d
Perl my $packet = "ZBXD\1" . pack('<Q', lengt
Python packet = "ZBXD\1" + struct.pack('<Q', le

4 Header and data length
Overview

Header and data length are present in response and request messages between Zabbix components. It is required to determine
the length of message.

<HEADER> - "ZBXD\x01" (5 bytes)
<DATALEN> - data length (8 bytes). 1 will be formatted as 01/00/00/00/00/00/00/00 (eight bytes, 64 bit nun

To not exhaust memory (potentially) Zabbix protocol is limited to accept only 128MB in one connection.
Implementation

Here are code snippets showing how to add Zabbix protocol header to the data you want to send in order to obtain packet you
should send to Zabbix so it is interpreted correctly.
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Language

Code

bash
Java
PHP
Perl
Python

printf -v LENGTH 'J,016x' "${#DATA}"PACK=
byte[] header = new byte[] {'Z', 'B', 'X
$packet = "ZBXD\1" . pack('P', strlen($d
my $packet = "ZBXD\1" . pack('<Q', lengt
packet = "ZBXD\1" + struct.pack('<Q', le

5 SREF S H X

LEER A real-time export WX PABAITHFSYFRA JSON &K

» trigger events
e item values
e trends

BB HERE .ndjson ¥ R%E . SHXHFHE—ITHR JSON MR,

V& Sis
SHEBEEHHATEER

Field Type Description
hosts array List of hosts involved in the trigger expression; there
should be at least one element in array.
string Visible host name.
groups array list of host groups of all hosts involved in the trigger
expression; there should be at least one element in
array.
string Host group name.
tags array List of problem tags (can be empty).
object
tag string Tag name.
value string Tag value (can be empty).
name string Problem event name.
clock number Number of seconds since Epoch to the moment when
problem was detected (integer part).
ns number Number of nanoseconds to be added to clock to get a
precise problem detection time.
eventid number Problem event ID.
value number 1 (always).
BAREEHSHUATER
Field Type Description
clock number Number of seconds since Epoch to the moment when problem
was resolved (integer part).
ns number Number of nanoseconds to be added to clock to get a precise
problem resolution time.
eventid number Recovery event ID.
p_eventid number Problem event ID.
value number 0 (always).
B+
Problem:

{"hosts": ["Host B","Zabbix Server"],"groups":["Group X","Group Y","Group Z","Zabbix servers"],"tags":[{"te

Recovery:

{"clock":1519304345, "ns": 987654321, "eventid" :43,"p_eventid":42,"value":0}

Problem (multiple problem event generation):



{"hosts": ["Host B","Zabbix Server"],"groups"

{"hosts": ["Host B","Zabbix Server"],"groups"

Recovery:

{"clock":1519304346, "ns":987654321, "eventid"

{"clock":1519304346, "ns" : 987654321, "eventid"

LA
HARENRBESEUTEE

: ["Group X","Group Y","Group Z","Zabbix servers"],"tags":[{"te

: ["Group X","Group Y","Group Z","Zabbix servers"],"tags":[{"te

:44,"p_eventid":43,"value":0}

144 ,"p_eventid":42,"value":0}

Field Type Description

host string Visible host name of the item host.

groups array List of host groups of the item host; there should be at least
one element in array.

- string Host group name.
applications array List of the item applications; empty if there are none.
- string Application name.

itemid number Iltem ID.

name string Visible item name.

clock number Number of seconds since Epoch to the moment when value
was collected (integer part).

ns number Number of nanoseconds to be added to clock to get a
precise value collection time.

timestamp number 0 if not available.

(Log only)

source string Empty string if not available.

(Log only)

severity number 0 if not available.

(Log only)

logeventid number 0 if not available.

(Log only)

value number (for numeric Collected item value.

items) or
string (for text items)
i+

Numeric (unsigned) value:
{"host":"Host B","groups"
Numeric (float) value:
{"host":"Host B","groups"
Character, text value:
{"host":"Host B","groups"
Log value:

{"host":"Host A","groups"
FEE
FATERNEBRESEUTES

: ["Group X","Group Y","Group Z"],"applications":["Zabbix Agent","Availability"],'

: ["Group X","Group Y","Group Z"],"applications":["CPU","Performance"],"itemid":4,

: ["Group X","Group Y","Group Z"],"applications":["Zabbix Agent","Installed softwe

: ["Group X","Group Y","Group Z"],"applications":["Log files","Critical"],"itemid'

Field Type Description
host string Visible host name of the item host.
groups array List of host groups of the item host; there should be at least
one element in array.
- string Host group name.
applications array List of the item applications; empty if there are none.
- string Application name.
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Field Type Description
itemid number Iltem ID.
name string Visible item name.
clock number Number of seconds since Epoch to the moment when value
was collected (integer part).
count number Number of values collected for a given hour.
min number Minimum item value for a given hour.
avg number Average item value for a given hour.
max number Maximum item value for a given hour.
B+

Numeric (unsigned) value:

{"host":"Host B","groups":["Group X","Group Y","Group Z"],"applications":["Zabbix Agent","Availability"],"
Numeric (float) value:

{"host":"Host B","groups": ["Group X","Group Y","Group Z"],"applications":["CPU","Performance"],"itemid":4,
5 Real-time export protocol

This section presents details of the real-time export protocol in a newline-delimited JSON format for:

» trigger events
e item values
e trends

All files have a .ndjson extension. Each line of the export file is a JSON object.
Trigger events

The following information is exported for a problem event:

Field Type Description
hosts array List of hosts involved in the trigger expression; there
should be at least one element in array.
string Visible host name.
groups array list of host groups of all hosts involved in the trigger
expression; there should be at least one element in
array.
string Host group name.
tags array List of problem tags (can be empty).
object
tag string Tag name.
value string Tag value (can be empty).
name string Problem event name.
clock number Number of seconds since Epoch to the moment when
problem was detected (integer part).
ns number Number of nanoseconds to be added to clock to get a
precise problem detection time.
eventid number Problem event ID.
value number 1 (always).
The following information is exported for a recovery event:
Field Type Description
clock number Number of seconds since Epoch to the moment when problem
was resolved (integer part).
ns number Number of nanoseconds to be added to clock to get a precise
problem resolution time.
eventid number Recovery event ID.
p_eventid number Problem event ID.
value number 0 (always).
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Examples

Problem:

{"hosts": ["Host B","Zabbix Server"],"groups":["Group X","Group Y","Group Z","Zabbix servers"],"tags":[{"te
Recovery:

{"clock":1519304345, "ns": 987654321, "eventid" :43,"p_eventid":42,"value":0}

Problem (multiple problem event generation):

{"hosts":["Host B","Zabbix Server"],"groups":["Group X","Group Y","Group Z","Zabbix servers"],"tags":[{"te

{"hosts": ["Host B","Zabbix Server"],"groups":["Group X","Group Y","Group Z","Zabbix servers"],"tags":[{"te
Recovery:

{"clock":1519304346,"ns":987654321,"eventid" :44,"p_eventid":43,"value":0}

{"clock":1519304346, "ns":987654321,"eventid" :44,"p_eventid":42,"value":0}
Item values

The following information is exported for a collected item value:

Field Type Description

host string Visible host name of the item host.

groups array List of host groups of the item host; there should be at least
one element in array.

- string Host group name.
applications array List of the item applications; empty if there are none.
- string Application name.

itemid number Iltem ID.

name string Visible item name.

clock number Number of seconds since Epoch to the moment when value
was collected (integer part).

ns number Number of nanoseconds to be added to clock to get a
precise value collection time.

timestamp number 0 if not available.

(Log only)

source string Empty string if not available.

(Log only)

severity number 0 if not available.

(Log only)

logeventid number 0 if not available.

(Log only)

value number (for numeric Collected item value.

items) or

string (for text items)

Examples

Numeric (unsigned) value:

{"host":"Host B","groups":["Group X","Group Y","Group Z"],"applications":["Zabbix Agent","Availability"],"
Numeric (float) value:

{"host":"Host B","groups": ["Group X","Group Y","Group Z"],"applications":["CPU","Performance"],"itemid":4,
Character, text value:

{"host":"Host B","groups":["Group X","Group Y","Group Z"],"applications":["Zabbix Agent","Installed softwe
Log value:

{"host":"Host A","groups":["Group X","Group Y","Group Z"],"applications":["Log files","Critical"],"itemid"
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Trends

The following information is exported for a calculated trend value:

Field Type Description
host string Visible host name of the item host.
groups array List of host groups of the item host; there should be at least
one element in array.
- string Host group name.
applications array List of the item applications; empty if there are none.
- string Application name.
itemid number Item ID.
name string Visible item name.
clock number Number of seconds since Epoch to the moment when value
was collected (integer part).
count number Number of values collected for a given hour.
min number Minimum item value for a given hour.
avg number Average item value for a given hour.
max number Maximum item value for a given hour.
Examples

Numeric (unsigned) value:
{"host":"Host B","groups":["Group X","Group Y","Group Z"],"applications":["Zabbix Agent","Availability"],"
Numeric (float) value:

{"host":"Host B","groups": ["Group X","Group Y","Group Z"],"applications":["CPU","Performance"],"itemid":4,

5 H1EH

5 Items
1 R & X

TRIE T AFFE3HFHN Zabbix agent KM E:

o FREAX" RSHEIARIRE, AREA"-" RKEIARA .
o WMBVHRIRARICA"?", AT B BE T

o WMREFTHFCH"r, RRZXLIEHEE root AR.

o FIES <like_this> KIS EE]EI.

Note:
R 374F Windows Zabbix agent items N{EIZFRTF.

NetBSD

OpenBSD vy
Mac vy
0OS X

Tru64 A\ A4

AlX v

HP-UX \A4

Solaris \A4

FreeBSD v

Linux \A4

2.6

(and

later)
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Linux \A4

2.4

Windows vy

Parameter vv

/ sys-

tem

v 1 2 3 4 5 6 7

agent.hostname X X X X X X X

agent.ping X X X X X X X

agent.version X X X X X X X
X X X

kernel.maxfiles -
kernel.maxproc - - X X X - -
log[file,<regexp>X <encoding>,<nmaxlines><modeX*,<outpixt>] X
logrt[file_format,%Xregexp*,<encoding>,<maxlines*,<mode>,<output>]

=
o
=
[

net.dns[<ip>,zone,<typeX,<timecut>,<caunt>] X X X

net.dns.record[<kp>,zonel<type>j}<timeout>,<count>] X X

net.if.collisions[if] X X X X - X

net.if.discovery X X X X X X X

net.if.in[if, <modet] X X X X X X

mode  bytes X X X X X2 X X
A (de-
fault)

packets X X X X X X X

errors X X X X X2 X X

dropped X X X X - X -

net.if.out[if,<mode>] X X X X X X

mode  bytes X X X X X2 X X
A (de-
fault)

packets X X X X X X X

errors X X X X X2 X X

dropped X X X - - X -

net.if.total[if, <mdde>] X X X X X X

mode  bytes X X X X X 2 X X
A (de-
fault)

packets X X X X X X X

errors X X X X X2 X X

dropped X X X - - X -

net.tcp.listen[poit] X X X X - -

net.tcp.port[<ip>port] X X X X X X

net.tcp.service[s&rvice,<ip>,<pork>] X X X X

net.tcp.service.p¥rf[servike,<ip>,Xport>] X X X X

net.udp.listen[port] X X X X - -

net.udp.service[service, <ip>,<port>] X X X X

net.udp.service.perf[service, <ip>)<port>IX X X X

1 2 3 4 5 6 7

proc.cpu.utill<name>,<u¥er>,<type>,<cmdline>, XmMode>;<zone>}

type total - X X - X - -
A (de-
fault)

user - X X - X - -

system - X X - X - -

mode avgl - X X - X - -
A (de-
fault)

avgb - X X - X - -

avgl5 - X X - X - -

zone current - - - - X - -
A (de-
fault)

all - - - - X - -
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proc.mem[<name>,<use|>§,<modl§>,<cmdline><me?ntype>] X X

mode sum - X X X X - X X
A (de-
fault)
avg - X X X X - X X
max - X X X X - X X
min - X X X X - X X
memtype - X X X X - X -
A
proc.num[<name$,<userk,<state¥,<cmdlkne>] X 3 X X X
state all - X X X X X X X
A (de-
fault)
sleep - X X X X X X X
zomb - X X X X X X X
run - X X X X X X X
cmdline - X X X X X X X
A
sensor[device,sensor,<md&de>] X - - - - -
system.boottime X X X X - - -
system.cpu.discovery X X X X X X X
system.cpu.intr - X X X X - X -
system.cpu.loadD&<cpu>,<fmode>]X X X X X X
cpu A all X X X X X X X X
(de-
fault)
percpu X X X X X X X -
mode avgl X X X X X X X X
A (de-
fault)
avg5 X X X X X X X X
avgl5 X X X X X X X X
system.cpu.nump<type>IX X X X X X -
type online X X X X X X X -
A (de-
fault)
max - X X X X - - -
system.cpu.switches X X X X - X -
system.cpu.util[ <cpu>,<type>,<mode>] X X X X X
type user - X X X X X X X
A (de-
fault)
nice - X X X - X - X
idle - X X X X X X X
system X X X X X X X X
iowait - - X - X - X -
interrupt - - X X - - - -
softirg - - X - - - - -
steal - - X - - - - -
guest - - X - - - - -
guest_nice - X - - - - -
mode avgl X X X X X X X X
A (de-
fault)
avg5 X X X X X X X -
avgl5 X X X X X X X -
1 2 3 4 5 6 7 8
system.hostname{<type> X X X X X X
system.hw.chassis[<infoX] X - - - - -
system.hw.cpu[<cpu>,<info>] X - - - - -

system.hw.devices[<typex] X - - - - -
system.hw.macaddr[<intetrface>,Xformat>] - - - -
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system.localtimek<type>K X X X

type utc X X X X X
A (de-
fault)
local X X X X X
system.run[command,<mbde>] X X X
mode wait X X X X X
A (de-
fault)
nowait X X X X X
system.stat[resource,<type>] - - -
system.sw.arch X X X X X
system.sw.os[<info>] X X - -
system.sw.packages[<pag&kage>,¥manager>,<format>]
system.swap.in[<device>X<type>X - X
(specifying
a de-
vice is
only
sup-
ported
under
Linux)
type count - X X - X
A (de-
(pages fault
will under
only all ex-
work cept
if<br>deiioaix)
was
not
speci-
fied)
sectors - X X - -
pages - X X - X
(de-
fault
under
Linux)
system.swap.out[<devices,<typeX*] - X
(specifying
a de-
vice is
only
sup-
ported
under
Linux)
type count - X X - X
A (de-
(pages fault
will under
only all ex-
work cept
if<br>deiioaix)
was
not
speci-
fied)
sectors - X X - -
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pages - X X -

(de-
fault
under
Linux)
system.swap.size{<devic&>,<typet] X
(specifying
a de-
vice is
only
sup-
ported
under
FreeBSD,
for
other
plat-
forms
must
be
empty
or
"all”)
type free X X X X
A (de-
fault)
total X X X X
used X X X X
pfree X X X X
pused - X X X
system.uname X X X X
system.uptime X X X X
system.users.num X X X
1 2 3 4
vfs.dev.read[<device>,<type>,<nmfode>] X
type sectors - X X -
A
(defaults
are
differ-
ent<br>under
vari-
ous
OSes)
operations X X X
bytes - - - X
sps - X X -
ops - X X X
bps - - - X
mode avgl - X X X
A (de-
(compatidult)
only
with<br>type
in:
sps,
ops,
bps)
avg5 - X X X
avgl5 - X X X

vfs.dev.write[<device>,<kKype>,<thode>] X

X - - - - X
X - X X - X
X - X X - X
X - X X - X
X - X X - X
X - X X - X
X - X X - X
X X X X X X
X - X ? X X
X X X X X X
5 6 7 8 9 10
X - X - _ X
X - X - - X
X - X - - X
X - X - - X
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type sectors - X X - -

A

(defaults

are

differ-

ent<br>under

vari-

ous

OSes)
operations X X X X
bytes - - - X X
sps - X X - -
ops - X X X -
bps - - - X -

mode avgl - X X X -

A (de-

(compatidfult)

only

with<br>type
in:

sps,
ops,
bps)
avg5 - X X X -
avgl5 - X X X -
vfs.file.cksum[file] X X X X
vfs.file.contents[file,<encéding>]X X X
vfs.file.exists[file] X X X X
vfs.file.md5suml[file] X X X X
vfs.file.regexplfilé¢,regexps<encoding>,<odtput>] X
vfs.file.regmatchkfile,regexp,<encoding>]1X X
vfs.file.size[file] X X X X X
1 2 3 4 5
vfs.file.time[file,Xmode>K X X X
mode modify X X X X X
A (de-
fault)
access X X X X X
change X X X X X
vfs.fs.discovery X X X X X
vfs.fs.inode[fs,<mode>] X X X X
mode total - X X X X
A (de-
fault)
free - X X X X
used - X X X X
pfree - X X X X
pused - X X X X
vfs.fs.size[fs,<md&de>] X X X X
mode total X X X X X
A (de-
fault)
free X X X X X
used X X X X X
pfree X X X X X
pused X X X X X
vm.memory.sizeP&¢mode>} X X X
mode total X X X X X
A (de-
fault)
active - - - X -
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anon - - - - - - - - - - X
buffers - X X X - - - - - X X
cached X X X X - - X - - X X
exec - - - - - - - - - - X
file - - - - - - - - - - X
free X X X X X X X X X X X
inactive - - - X - - - - X X X
pinned - - - - - - X - - - -
shared - X - X - - - - - X X
wired - - - X - - - - X X X
used X X X X X X X X X X X
pused X X X X X X X X X X X
available X X X X X X X X X X X
pavailabl& X X X X X X X X X X
web.page.get[hoXt,<path¥,<portX] X X X X X X X X
web.page.perf[hdst,<path>,<port&] X X X X X X X X
web.page.regexpihost,<path>,<port>,<regexp>,Adength>}<outputs] X X X X
1 2 3 4 5 6 7 8 9 10 11

<note tip> HiES Hvm.memory.size ZH0RAR. :
BE
1 pet.ifin , net.if.out #1 net.if.total 1 B MR EIEO RKLITHEE (e.g. 100).

2 XU E X LE AR X I Solaris REE_EFREHED (43 Solaris 10 6/06) fEATT , SHRMFIARSIHE BN ERIEER/ER
&, B , REET net snmp K Solaris REE , REMETEER net-snmp #HHREB AL, B , WREBIT net-snmp K1 Solaris
A%, MEJgE42IR[E] net-snmp M 1997 FEFFEAH0 cmu-snmp FIIBRES , BIEREEOSOHEEF NEZ G , REFAAITERES (
HAETHERO L) FRUEEME 308, XBRROHEMTIIKEH 308 2/\FT , X2IEFE MMt , BAATHEREAM Solaris %E
4 LR MTU BR%ISH 8892 5, XEMERMZHIAARIEMM , ERMZEIAARIES MMM, MIEHUE. Zabbix agent Ra(E
BN I, B2 net-snmp £IREXEEFEGH—ME.

? Solaris &%t /proc/pid/psinfo H1SHIaS1TIRBIA 80 FHi BAEH R BENAEH 1T,
1 Items supported by platform
The table displays support for Zabbix agent items on various platforms:

¢ |tems marked with "X" are supported, the ones marked with "-" are not supported.
e If an item is marked with "?”, it is not known whether it is supported or not.

* If an item is marked with "r”, it means that it requires root privileges.

* Parameters that are included in angle brackets <like_this> are optional.

Note:
Windows-only Zabbix agent items are not included in this table.

NetBSD

OpenBSD \A/
Mac \A/4
OS X

Tru64 A\ A4

AlX \A4

HP-UX v

Solaris \A4

FreeBSD v

Linux \A4

2.6

(and

later)

Linux vy

2.4

Windows \A4

154



Parameter vv

/ sys-

tem

\A4 1
agent.hostname X
agent.ping X

agent.version X
kernel.maxfiles -
kernel.maxproc - -

X X X X N

log[file,<regexp><encoding>,<nfaxlines> <modeX*,<output>]
logrt[file_format,XregexpX,<encoding>,<thaxlinesX*,<mode>,<output>]

X X X X w

X

X X X X b

X

X X X wu

X

X X X o

X
X
X
X1
X

X X X X X

x X

X X X N

X

X

X
X
X
X
X

net.dns[<ip>,zonge,<typeX,<timedut>,<caunt>] X
net.dns.record[<}p>,zonel<type>j}<timeout>,<count>]
net.if.collisions[if] X X X X
net.if.discovery X X X X X
net.if.in[if, <mode&] X X X X
mode  bytes X X X X X2
A (de-

fault)

packets X X X X X

errors X X X X X2

dropped X X X X -
net.if.out[if, <mode>] X X X X
mode  bytes X X X X X2
A (de-

fault)

packets X X X X X

errors X X X X X2

dropped X X X - -
net.if.total[if, <m&de>] X X X X
mode  bytes X X X X X2
A (de-

fault)

packets X X X X X

errors X X X X X 2

dropped X X X - -
net.tcp.listen[poit] X X X X
net.tcp.port[<ip>Xport] X X X X
net.tcp.service[s&rvice,<ip>,<pork>] X X
net.tcp.service.p¥rf[servike,<ip>,%port>] X X
net.udp.listen[port] X X X X
net.udp.service[service, <ip>,<poirt>] X X
net.udp.service.perf[service, <ip>)}<port>]X X

1 2 3 4 5

proc.cpu.util[<name>,<uXer>,<ty)pe>,<cmd|ine>,«rﬁode>,—<zone>]
type total - X X - X
A (de-

fault)

user - X X - X

system - X X - X
mode avgl - X X - X
A (de-

fault)

avg5 - X X - X

avgl5 - X X - X
zone current - - - - X
A (de-

fault)

all - - - - X

proc.mem[<name>,<use|>§,<modl§>,<cmdline><me?ntype>]
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mode sum - X X
A (de-

fault)

avg - X X

max - X X

min - X X
memtype - X X
A
proc.num[<nameX%,<user¥,<state¥,<cmdline>]
state all - X X
A (de-

fault)

disk - X X

sleep - X X

zomb - X X

run - X X

trace - X X
cmdline - X X
A
sensor[device,sensor,<mdde>] X
system.boottime X X
system.cpu.discovery X X
system.cpu.intr - X X
system.cpu.loadP&cpu>,<mode>]X
cpu A all X X X

(de-

fault)

percpu X X X
mode avgl X X X
A (de-

fault)

avg5 X X X

avgl5 X X X
system.cpu.nump&<type>]X X
type online X X X
A (de-

fault)

max - X X
system.cpu.switches X X
system.cpu.util[ <cpu>,<type>,<mode>]
type user - X X
A (de-

fault)

nice - X X

idle - X X

system X X X

iowait - - X

interrupt - - X

softirg - - X

steal - - X

guest - - X

guest_nice - X
mode avgl X X X
A (de-

fault)

avgbs X X X

avgls X X X

1 2 3

system.hostname{<type> X
system.hw.chassis[<infoX] X
system.hw.cpu[<cpu>,<ixfo>] X
system.hw.devices[<type*] X

X X X X

X

X X X X X X

X X X X X

X X X X

X X X X

X X X X

x X

X X X X

X X X X

X U X X
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system.hw.macaddr[<interface>,Xformat>] -

system.localtimek<type>K X X X
type utc X X X X X
A (de-
fault)
local X X X X X
system.run[command,<méde>] X X X
mode wait X X X X X
A (de-
fault)
nowait X X X X X
system.stat[resource,<type>] - - -
system.sw.arch X X X X X
system.sw.os[<info>] X X - -
system.sw.packages[<pa&kage>,Xmanager>,<format>]
system.swap.in[<device>X<type>X - X
(specifying
a de-
vice is
only
sup-
ported
under
Linux)
type count - X X - X
A (de-
(pages fault
will under
only all ex-
work cept
if<br>deioaix)
was
not
speci-
fied)
sectors - X X - -
pages - X X - X
(de-
fault
under
Linux)
system.swap.out] <device$t,<typeX*] - X
(specifying
a de-
vice is
only
sup-
ported
under
Linux)
type count - X X - X
A (de-
(pages fault
will under
only all ex-
work cept
if<br>deviiceix)
was
not
speci-
fied)
sectors - X X - -
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pages - X X -

(de-
fault
under
Linux)
system.swap.size{<devic&>,<typet] X
(specifying
a de-
vice is
only
sup-
ported
under
FreeBSD,
for
other
plat-
forms
must
be
empty
or
"all”)
type free X X X X
A (de-
fault)
total X X X X
used X X X X
pfree X X X X
pused - X X X
system.uname X X X X
system.uptime X X X X
system.users.num X X X
1 2 3 4
vfs.dev.read[<device>,<type>,<nmfode>] X
type sectors - X X -
A
(defaults
are
differ-
ent<br>under
vari-
ous
OSes)
operations X X X
bytes - - - X
sps - X X -
ops - X X X
bps - - - X
mode avgl - X X X
A (de-
(compatidult)
only
with<br>type
in:
sps,
ops,
bps)
avg5 - X X X
avgl5 - X X X

vfs.dev.write[<device>,<kKype>,<thode>] X

X - - - - X
X - X X - X
X - X X - X
X - X X - X
X - X X - X
X - X X - X
X - X X - X
X X X X X X
X - X ? X X
X X X X X X
5 6 7 8 9 10
X - X - _ X
X - X - - X
X - X - - X
X - X - - X
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type sectors - X X - -

A

(defaults

are

differ-

ent<br>under

vari-

ous

OSes)
operations X X X X
bytes - - - X X
sps - X X - -
ops - X X X -
bps - - - X -

mode avgl - X X X -

A (de-

(compatidfult)

only

with<br>type
in:

sps,
ops,
bps)

avg5 - X X X -

avgl5 - X X X -
vfs.dir.size[dir,<régex_inck>,<regek_excl>,<mode>} <max_depth>]
vfs.file.cksum[fil&] X X X X
vfs.file.contents[file,<enco6ding>]X X X
vfs.file.exists[file] X X X X
vfs.file.md5suml[file] X X X X

vfs.file.regexplfilé¢,regexps<encoding>,<oiftput>] X

vfs.file.regmatchkfile,regexp,<encoding>1X X

vfs.file.size[file] X X X X X

1 2 3 4 5

vfs.file.time[file,Xmode>K X X X

mode modify X X X X X
A (de-
fault)

access X X X X X

change X X X X X

vfs.fs.discovery X X X X X

vfs.fs.inode[fs,<mode>] X X X X

mode total - X X X X
A (de-
fault)

free - X X X X

used - X X X X

pfree - X X X X

pused - X X X X

vfs.fs.size[fs,<md&de>] X X X X

mode total X X X X X
A (de-
fault)

free X X X X X

used X X X X X

pfree X X X X X

pused X X X X X

vm.memory.sizeP&¢mode>} X X X

mode total X X X X X
A (de-
fault)
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active - - - X - X - - X X X
anon - - - - - - - - - - X
buffers - X X X - - - - - X X
cached X X X X - - X - - X X
exec - - - - - - - - - - X
file - - - - - - - - - - X
free X X X X X X X X X X X
inactive - - - X - - - - X X X
pinned - - - - - - X - - -
shared - X - X - - - - - X X
wired - - - X - - - - X X X
used X X X X X X X X X X X
pused X X X X X X X X X X X
available X X X X X X X X X X X
pavailabl& X X X X X X X X X X
web.page.get[hoXt,<path¥,<portX] X X X X X X X X
web.page.perf[hdst, <pathk>,<ports] X X X X X X X X
web.page.regexplhost,<path>,<pért>,<regexp>,Adength>}<outputs] X X X X
1 2 3 4 5 6 7 8 9 10 11

Note:
See also a description of vm.memory.size parameters.

Footnotes
1 het.if.in, net.if.out and net.if.total items do not provide statistics of loopback interfaces (e.g. 100).

2 These values for these items are not supported for loopback interfaces on Solaris systems up to and including Solaris 10 6/06 as
byte, error and utilisation statistics are not stored and/or reported by the kernel. However, if you’re monitoring a Solaris system
via net-snmp, values may be returned as net-snmp carries legacy code from the cmu-snmp dated as old as 1997 that, upon failing
to read byte values from the interface statistics returns the packet counter (which does exist on loopback interfaces) multiplied
by an arbitrary value of 308. This makes the assumption that the average length of a packet is 308 octets, which is a very rough
estimation as the MTU limit on Solaris systems for loopback interfaces is 8892 bytes.

These values should not be assumed to be correct or even closely accurate. They are guestimates. The Zabbix agent does not do
any guess work, but net-snmp will return a value for these fields.

3 The command line on Solaris, obtained from /proc/pid/psinfo, is limited to 80 bytes and contains the command line as it was
when the process was started.

2 3% vm.memory.size

 total - BYPENTE.

» free - T HNTE.

+ active - WiF4AMEFRASEGIEER | FTIETE RAM .,

* inactive - X {EHARNTZ.

+ wired - WARIC AL IFERIE RAM FINTE , R NEIRIEL.
« pinned - fll'wired’ —#¢,

* anon - 53XHILXMANTT (REEEFMEER).

« exec - AJPITREE , BEXRE T (F8F) XfF.

. file - BEERILARSHFHEB R,

* buffers - ZFXHFRZETTHE.

 cached - ZFARRIEE.

+ shared - AR Z M HAFRIERINTE.

 used - active + wired N7%.

+ pused - active + wired BRNEZERIBESH L,

 available - inactive + cached + free N7%,

+ pavailable - inactive + cached + free memory & 'total’ KN L.
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Attention:

vm.memory.size[used] F1 vm.memory.size[available] FIFIRENELET EINTE. 20, 7£ FreeBSD = active, inactive, wired,
cached #INARERMNGE , RAfIFE—LERNEE.

[E#f , inactive, cached, free HAINAR AT BINFF , FAXLNFATRIZRIH 2 Bits THE E 2 NFREEE,
FARIESMANFRRNTUZEAMT AN, EF MY, item vm.memory.size[used] R AR KRB EE, KIEM
vm.memory.size[available] FEfi & 25 {E .

Note:
SHEATKED BN BN K TFEARHMERGFNFITENE S IFAER.

FERGIEEEM

+ 7£ Solaris # available and free 2 —#£K],
 #£ Linux # shared R7f kernel 2.4 it {EM.

AN

1. XTARRERGENFTEFAEE
2 vm.memory.size parameters
Overview

This section provides more details and platform-specific information on the parameters of the vm.memory . size [<mode>] agent
item.

Parameters
The following parameters are possible for this item:

« active - memory currently in use or very recently used, and so it is in RAM

* anon - memory not associated with a file (cannot be re-read from it)

« available - available memory, calculated differently depending on the platform (see the table below)
* buffers - cache for things like file system metadata

* cached - cache for various things

* exec - executable code, typically from a (program) file

» file - cache for contents of recently accessed files

« free - memory that is readily available to any entity requesting memory

* inactive - memory that is marked as not used

* pavailable - inactive + cached + free memory as percentage of 'total’

e pinned - same as 'wired’

¢ pused - active + wired memory as percentage of 'total’

* shared - memory that may be simultaneously accessed by multiple processes

« slab - total amount of memory used by the kernel to cache data structures for its own use

* total - total physical memory available

* used - used memory, calculated differently depending on the platform (see the table below)
* wired - memory that is marked to always stay in RAM. It is never moved to disk.

Platform-specific calculation of available and used:

Platform "available” "used”

AlX free + cached real memory in use
FreeBSD inactive + cached + free active + wired + cached
HP UX free total - free
Linux<3.14  free + buffers total - free

Linux 3.14+ /proc/meminfo, "Cached”:+”"MemAuvailable:” total - free

NetBSD inactive + execpages + file + free total - free
OpenBSD inactive + free + cached active + wired
0OSX inactive + free active + wired
Solaris free total - free

Win32 free total - free
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Attention:

The sum of vm.memory.size[used] and vm.memory.size[available] does not necessarily equal total. For instance, on
FreeBSD:

* Active, inactive, wired, cached memories are considered used, because they store some useful information.

* At the same time inactive, cached, free memories are considered available, because these kinds of memories can be
given instantly to processes that request more memory.

So inactive memory is both used and available simultaneously. Because of this, the vm.memory.size[used] item is
designed for informational purposes only, while vm.memory.size[available] is designed to be used in triggers.

A J

See the "See also” section at the bottom of this page to find more detailed information about memory calculation in different OS.
Platform-specific notes

* on Linux shared works only on kernel 2.4
See also

1. Detailed information about memory calculation in different OS

3 HHMENRIERE

ek

AT Zabbix RIERITHRBZIMESNRERIFMEE.
Zabbix {FA—1ET JSON HBEHMNCES Zabbix RIBFHITEE.
XEA—LE Zabbix {F BRI HEREIRE X

<HEADER> - "ZBXD\x01" (5 bytes)
<DATALEN> - data length (8 bytes). 1 will be formatted as 01/00/00/00/00/00/00/00 (eight bytes in HEX, 64

AT ERIERNTE , Y4 Zabbix server {#F8 Zabbix protocol HMXI—ZEE R 128M,

WEIEE

WEEE R —MERMBIEIEK. Zabbix RE-238K proxy ESK—LE¥HE (5120 , CPU fa#X) , Zabbix agent ¥LERA X [E R % 25.
Server 5K

<item key>\n

Agent ljg57

<HEADER><DATALEN><DATA> [\O<ERROR>]

FELE , ARESTRES RGN , RRERIAZHFHME.

Bign, XTSRRI

1. Server FTFF—4 TCP i%#

2. Server X1% agent.ping\n

3. Agent iEEUEKRFHNHY <HEADER><DATALEN>1
4. Server AMBFIERIIREVE, "1’ in our case

5. TCP &KX

Xt F A SHF AT

1. Server 3TFHF— TCP %

2. Server X% vfs.fs.size[/nono]\n

3. Agent iEEE K 5 <HEADER><DATALEN>ZBX_NOTSUPPORTED\OCannot obtain filesystem information: [2]
No such file or directory

4. Server SMBE¥URE, EYINERSARIIFH B REERERIBE

5. TCP &E#HXH]

ERE
FHREFTREEZRNLIE | agent BB TN server Uik ZIRL LR KHIETNT IR,

The servers X3 &3R4 agent A & 3L f'ServerActive’ 28 FIIE , BRXILEKENMEEBMHREE XHF
B9'RefreshActiveChecks’ 2R ER]. AT , WMRFIFTEMEERMK , NAE 60 WEER.

agent R fa EHIM AR $5- 2 A X HTEL.
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Agent 53K

<HEADER><DATALEN>{
"request":"active checks",
"host":"<hostname>"

}

Server gz

<HEADER><DATALEN>{
"response":"success",
"data": [

{
"key":"log[/home/zabbix/logs/zabbix_agentd.logl",
"delay":30,
"lastlogsize":0,
"mtime":0

3,

{

"key":"agent.version",
"delay":600,
"lastlogsize":0,
"mtime":0

3,

{
"key":"vfs.fs.size[/nono]",
"delay":600,
"lastlogsize":0,
"mtime":0

X

]
}

RS #s AR ATh . XTFE—MNMEEIR KRR, NEWERERNEHEKER , WIITEE key, delay, lastlogsize and mtime .,
f50n:

Agent fTFF—4> TCP %k

Agent I KIGETEH

Server I A ¥%IET5 13K (item key, delay)
Agent fiR#fTlEN

TCP X[AiEH:

6. Agent FFiAE HIR S EIE

<note important> j& , FEERENEER , T AT RAIE) Zabbix fR552% trapper i A KACERIRR 152K, X2 ARER) , RoAEM
—AEBRT AR B — A ES) agent , IERM B REURE, MFIERERME T , BRAINERSRE::

RIEWE R
Agent Xix

Uk wNRE

<HEADER><DATALEN>{
"request":"agent data",
"data": [
{

"host":"<hostname>",
"key":"agent.version",
"value":"2.4.0",
"clock":1400675595,
"ns" :76808644

"host":"<hostname>",

"key":"log[/home/zabbix/logs/zabbix_agentd.log]l",

"lastlogsize":112,

"value":" 19845:20140621:141708.521 Starting Zabbix Agent [<hostname>]. Zabbix 2.4.0 (revisior
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"clock":1400675595,
"ns":77053975

T,
{
"host":"<hostname>",
"key":"vfs.fs.size[/nono]",
"state":1,
"value":"Cannot obtain filesystem information: [2] No such file or directory",
"clock":1400675595,
"ns":78154128
3

1,
"clock": 1400675595,
"ns": 78211329

3

Server [

<HEADER><DATALEN>{

"response":"success",

"info":"processed: 3; failed: O; total: 3; seconds spent: 0.003534"
}

<note important> MRERF LA X —LLERWK (FI20 , RAFENSLIEEZEATMEE) | agnet BREEAREXLEE,
gk

Agent fTFF—4> TCP %k
Agent KE—/MEYIF
Server AMEHIBIFIFIRASIR ]
TCP &#e XA

AR, _EEFIFREALNIIF vis.fs.size[/nono] KIMRAH"state” {24 1 F1"value” FREERIHERR.
<note important> EfR%-284% , $ERIHERHANIER 2048 NS,

Older XML protocol

PwWwnNPR

Note:
Zabbix &5 16 MB ] XML base64 B4R, B MELEN IR RIS 64kb , B[R , FEARIDENE AR 64 KB,

1. %F Zabbix agent HHXHIE LMY
3 Passive and active agent checks
Overview
This section provides details on passive and active checks performed by Zabbix agent.
Zabbix uses a JSON based communication protocol for communicating with Zabbix agent.
For definition of header and data length please refer to protocol details.
Passive checks

A passive check is a simple data request. Zabbix server or proxy asks for some data (for example, CPU load) and Zabbix agent
sends back the result to the server.

Server request

<HEADER><DATALEN><item key>

Agent response

<HEADER><DATALEN><DATA> [\O<ERROR>]

Above, the part in square brackets is optional and is only sent for not supported items.
For example, for supported items:

1. Server opens a TCP connection
2. Server sends <HEADER><DATALEN>agent.ping
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3.
4.
5.

Agent reads the request and responds with <HEADER><DATALEN>1
Server processes data to get the value, "1’ in our case
TCP connection is closed

For not supported items:

1.
2.
3.

4.
5.

Server opens a TCP connection

Server sends <HEADER><DATALEN>vfs.fs.size[/nono]

Agent reads the request and responds with <HEADER><DATALEN>ZBX_NOTSUPPORTED\OCannot obtain filesystem
information: [2] No such file or directory

Server processes data, changes item state to not supported with the specified error message

TCP connection is closed

Active checks

Active checks require more complex processing. The agent must first retrieve from the server(s) a list of items for independent
processing.

The servers to get the active checks from are listed in the 'ServerActive’ parameter of the agent configuration file. The frequency
of asking for these checks is set by the 'RefreshActiveChecks’ parameter in the same configuration file. However, if refreshing
active checks fails, it is retried after hardcoded 60 seconds.

The agent then periodically sends the new values to the server(s).

Getting the list of items

Agent request

<HEADER><DATALEN>{

}

"request":"active checks",
"host":"<hostname>"

Server response

<HEADER><DATALEN>{
"response":"success",
"data": [

{
"key":"log[/home/zabbix/logs/zabbix_agentd.logl",
"delay":30,
"lastlogsize":O0,
"mtime":0

3,

{

"key":"agent.version",
"delay":600,
"lastlogsize":0,
"mtime":0

3,

{
"key":"vfs.fs.size[/nonol",
"delay":600,
"lastlogsize":0,
"mtime":0

b

3

The server must respond with success. For each returned item, all properties key, delay, lastlogsize and mtime must exist,
regardless of whether item is a log item or not.

For example:

oV ke WNRE

Agent opens a TCP connection

Agent asks for the list of checks

Server responds with a list of items (item key, delay)
Agent parses the response

TCP connection is closed

Agent starts periodical collection of data
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Attention:

Note that (sensitive) configuration data may become available to parties having access to the Zabbix server trapper
port when using an active check. This is possible because anyone may pretend to be an active agent and request item
configuration data; authentication does not take place unless you use encryption options.

Sending in collected data

Agent sends

<HEADER><DATALEN>{
"request":"agent data",
"data": [
{

"host":"<hostname>",
"key":"agent.version",
"value":"2.4.0",
"clock":1400675595,
"ns":76808644

s
{
"host":"<hostname>",
"key":"log[/home/zabbix/logs/zabbix_agentd.logl",
"lastlogsize":112,
"value":" 19845:20140621:141708.521 Starting Zabbix Agent [<hostname>]. Zabbix 2.4.0 (revisior
"clock":1400675595,
"ns":77053975
3,
{
"host":"<hostname>",
"key":"vfs.fs.size[/nonol",
"state":1,
"value":"Cannot obtain filesystem information: [2] No such file or directory",
"clock":1400675595,
"ns":78154128
X

1,
"clock": 1400675595,
"ns": 78211329

}

Server response

<HEADER><DATALEN>{
"response":"success",
"info":"processed: 3; failed: 0; total: 3; seconds spent: 0.003534"

Attention:
If sending of some values fails on the server (for example, because host or item has been disabled or deleted), agent will
not retry sending of those values.

For example:

Agent opens a TCP connection

Agent sends a list of values

Server processes the data and sends the status back
TCP connection is closed

PN

Note how in the example above the not supported status for vfs.fs.size[/nono] is indicated by the "state” value of 1 and the error
message in "value” property.

Attention:
Error message will be trimmed to 2048 symbols on server side.

Older XML protocol
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Note:
Zabbix will take up to 16 MB of XML Base64-encoded data, but a single decoded value should be no longer than 64 KB
otherwise it will be truncated to 64 KB while decoding.

4 FHIR AR I

A

Zabbix fRS-23{EAET JSON HIB{EHMY , FEtrapper itemfFEEN T M Zabbix & 3% 23R
VESRINE R S s header and data lengthFF3k,

Zabbix &iX¥EK

{
"request":"sender data",
"data": [
{
"host":"<hostname>",
"key":"trap",
"value":"test value"
}
]
}
Zabbix AR 5525 MAN
{
"response" :"success",
"info":"processed: 1; failed: O; total: 1; seconds spent: 0.060753"
}
B | Zabbix KIEE IR A I EBANEK
{
"request":"sender data",
"data": [
{
"host":"<hostname>",
"key":"trap",
"value":"test value",
"clock":1516710794
o
{
"host":"<hostname>",
"key":"trap",
"value":"test value",
"clock":1516710795
}
1,
"clock":1516712029,
"ns":873386094
}
Zabbix fRS525ImNY
{
"response":'"success",
"info":"processed: 2; failed: 0; total: 2; seconds spent: 0.060904"
}

4 Trapper items Overview
Zabbix server uses a JSON- based communication protocol for receiving data from Zabbix sender with the help of trapper item.

Request and response messages must begin with header and data length

167



Zabbix sender request

{
"request":"sender data",
"data": [
{
"host":"<hostname>",
llkeyll . lltrapll s
"value":"test value"
}
]
}
Zabbix server response
{
"response":'"success",
"info":"processed: 1; failed: 0; total: 1; seconds spent: 0.060753"
}
Alternatively Zabbix sender can send request with a timestamp
{
"request":"sender data",
"data": [
{
"host":"<hostname>",
llkeyll . lltrapll s
"value":"test value",
"clock":1516710794
},
{
"host":"<hostname>",
llkeyll . lltrapll s
"value":"test value",
"clock":1516710795
}
] b
"clock":1516712029,
"nmg":873386094
}
Zabbix server response
{
"response":"success",
"info":"processed: 2; failed: 0; total: 2; seconds spent: 0.060904"
}
6 & E1{EALWAY

Zabbix server HiEBG/NE EIHCAEHE UTF8 4RALf , XS RE—FhERIMIEE: zabbix agent, ssh, telnet %,

ARKERRL R E MR ERIREHEF AT EEFIE ascii FF. XITXMER , JLFBK zabbix keys #AE—PHISMNK item key S *
* <encoding> * *, XM KBESHRAEY , (BE2MREEMERR UTFS Jith , FEEREIE ascii FFF , MMZIEEE. BN , 45R
AER L FER AR AT TN

EXFMELT , M AERIRERANITAHRT,
MySQL
MR —MEFEIE UTF8 RALh B A IE ascii T/, MALUBUEEFMUAEN , AFFRAFHENERHER. REEEREESA

zabbix_server.log.
Relevant for at least MySQL version 5.1.61

PostgreSQL
MR —MEFEE UTF8 RSP BAIE ascii FH—XH S —KMH SQL &if) (PGRES_FATAL_ERROR: RESHITLIT T3 FF31)) FI¥iE
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AWk, S zabbix_serverlog FEA—MEYREEHE.

Relevant for at least PostgreSQL version 9.1.3
5 Encoding of returned values

Zabbix server expects every returned text value in the UTF8 encoding. This is related to any type of checks: zabbix agent, ssh,
telnet, etc.

Different monitored systems/devices and checks can return non-ASCIl characters in the value. For such cases, almost all possible
zabbix keys contain an additional item key parameter - <encoding>. This key parameter is optional but it should be specified if
the returned value is not in the UTF8 encoding and it contains non-ASCIl characters. Otherwise the result can be unexpected and
unpredictable.

A description of behavior with different database back-ends in such cases follows.
MySQL

If a value contains a non-ASCIl character in non UTF8 encoding - this character and the following will be discarded when the
database stores this value. No warning messages will be written to the zabbix_server.log.
Relevant for at least MySQL version 5.1.61

PostgreSQL

If a value contains a non-ASCII character in non UTF8 encoding - this will lead to a failed SQL query (PGRES_FATAL_ERROR:ERROR
invalid byte sequence for encoding) and data will not be stored. An appropriate warning message will be written to the zab-
bix_server.log.

Relevant for at least PostgreSQL version 9.1.3

7 RXHZHF

KBS, BEHEE A LFS, INMANEER T 32 (IR ERZ LAIEXT 2 GB MISUHHIAET. B M Zabbix 2.0 S RXHHRZFE
LR, ZAERNEFMlog file monitoring FFTA Vfs.file.* items. AILHIHKIT Zabbix FRiRi REHMIMAE , {B27E 32 i Solaris
LREER , AAES procfs Ml swapctl F3E.

6 Large file support

Large file support, often abbreviated to LFS, is the term applied to the ability to work with files larger than 2 GB on 32-bit operating
systems. Since Zabbix 2.0 support for large files has been added. This change affects at least log file monitoring and all vfs.file.*
items. Large file support depends on the capabilities of a system at Zabbix compilation time, but is completely disabled on a 32-bit
Solaris due to its incompatibility with procfs and swapctl.

8 1L ias

FMERBES T FTE sysfs /sys/devices #E BT B R, EHEIMBRIEEZST R, M/sys/classshwmon/hwmon* FRERIZ & IFTS4HEETE
B, XB *is BT (0,1,2,...).

SHF BN E | ERSIIIAE /sys/class/hwmon/hwmon*/ B3k, ST FIEEIIL & , (EREHEEIE /sys/class/hwmon/hwmon*/device B
k. hwmon* 5% hwmon*/device B3RF—Y name KB E LS FRE TR, © XN T £ =80 H FTE B RZIRShTE FRZ R,

BANNHRBE—MEEIEEE. £ EEREINERP A RTINS ERAARR: <type><number>_<item>, XE&
- type - X FHERERGH  "in” (BBIE), "temp” (RE), "fan” (KFF), & ,
* item - "input” (NE1H), ”max" (BERE), "min” {KRHE), %,
* number - SERATIUARE—XBIMATER (EF N 1 FFi4, BT EEN 0 FFi8) , 2nRCERS| BEERITER | NEMIRRFRE
B, REHTE.

[ P\#iT sensor-detect #1 sensors T B 3KER =4 _E 0] (£ 25152 (Im-sensors package: http://Im-sensors.org/), Sensors-
detect FEENfHEMPLAES T T o] ARG RS2 N TR. UiEHNEL sensors F2FE T AR BRI EE RS & AN, ZREFEAN
& BRI IARC T AR E K6 2 A REAR (<type><number>_<item> ):

o MREF—NEA <type><number>_label K3, BBAZXEFRIFEARE <type><number><item> £ZF;
o WMRIZFHBE LA <type><number>_label K34, ARAFEFATE /etc/sensors.conf (L4 hy/etc/sensors3.conf, BiE i) S
% name B RIRE.

XARE A FREFE R AN, RIZE <type><number>_label X , BLEXHHMIEHE label , IBAEHAIZEEIATIA
BN HELAZF (hwmon*/device/name) R . zabbix_agent H52H1E AR HISCIR 2 #R0] LB T IE1T sensors 254 -u 3% (sensors
-u).

1f sensor F2FH , I GRS DA (ISA EALES , PCIIERLAS , SPIIERCEY , BIMR& , ACPI #[ , HID i&ACER) 47T,
Linux 2.4:
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(£ RznT¥IN/ proc/sys/dev/sensor B Kik1F)

. device - B& LT MEFHT <mode> , NEIENZHER):
 sensor - EERET WNRFEAT <mode> , NZIENFRER);
« mode - AJEEMRIME: avg, max, min (QIRZE T XS , REMERIEETLIE).

f5lF: sensor[w83781d-i2c-0-2d,temp1]

7£ Zabbix 1.8.4 ZHi , AT sensor[templ] &z,
Linux 2.6+:

(&P sys / class / hwmon B3RHK1F)

* device - BZ L FEENRER). BRELHRITUZEREZHKFREFR (e.g 0000:00:18.3) B {EF AL BIFFEFHRIIGHBHFR (61
#N:k8temp-pci-00c3) , XE R FRE RS2 #K;

+ sensor - {ERRLIR ﬂElE)JJ%ﬁ"(‘.,

« mode - AJEEMIME: avg, max, min (FIRZRE T XS , RENERIEEFLE).

Bian:

sensor[k8temp-pci-00c3,temp, max] % sensor[0000:00:18.3,temp1]
sensor[smsc47b397-isa-0880,in, avg] 8 sensor[smsc47b397.2176,in1]
REUE A4 T

{ERSHRES | H sensors SFTED , REERBWEIMER , HANENG 2 X T8 MERBRS O HRNERRTEER AR, F20, sensors
WA EEE S AT LT

$ sensors

in0: +2.24 V (min = +0.00 V, max = +3.32 V)
Vcore: +1.15 V (min = +0.00 V, max = +2.99 V)
+3.3V: +3.30 V (min = +2.97 V, max = +3.63 V)
+12V: +13.00 V (min = +0.00 V, max = +15.94 V)
M/B Temp: +30.0°C (low = -127.0°C, high = +127.0°C)

EXEABERT , RE— A AR RAER:

$ zabbix_get -s 127.0.0.1 -k sensor[1lm85-i2c-0-2e,in0]
2.240000

SE AEMARE (1 Veore B +12V) EALRERK.

$ zabbix_get -s 127.0.0.1 -k sensor[1lm85-i2c-0-2e,Vcore]
ZBX_NOTSUPPORTED

AT HEISKFRE Zabbix BT MERESRAEZRIEIMERSETR , 1517 sensors -u 4. EHLF , TUBREILITHRE:

$ sensors -u
Vcore:
inl_input: 1.15
inl min: 0.00
inl_max: 2.99
inl_alarm: 0.00
+12V:
in4_input: 13.00
in4d_min: 0.00
ind_max: 15.94
in4 _alarm: 0.00

B Vcore BAZRE inl,+12V BiZ# % ind.

$ zabbix_get -s 127.0.0.1 -k sensor[lm85-i2c-0-2e,inl]
1.301000

YBitn , —MERARHA S {host:item. timeleft (1h,,X)} < 1h MMEIERE X HEAEEASERE | RE—BIABHE X FZEARE. MBESE 2 NRTETR
F X, ¥5#EM : {host:item.last ()} < X or {host:item.timeleft(ih,,X)} < 1h MBHEEMEMEST X, &#EH : {host:item.last()} > X or
{host:item.timeleft(1h,,X)} < 1h
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AIERRE (in), BB (curr), IBE (temp) FIXEFER (fan) FISEERERRT AR Zabbix FRE,
8 Sensor

Each sensor chip gets its own directory in the sysfs /sys/devices tree. To find all sensor chips, it is easier to follow the device
symlinks from /sys/class/hwmon/hwmon*, where * is a real number (0,1,2,...).

The sensor readings are located either in /sys/classThwmon/hwmon*/ directory for virtual devices, orin /sys/class/hwmon/hwmon*/device
directory for non-virtual devices. A file, called name, located inside hwmon* or hwmon*/device directories contains the name of
the chip, which corresponds to the name of the kernel driver used by the sensor chip.

There is only one sensor reading value per file. The common scheme for naming the files that contain sensor readings inside any
of the directories mentioned above is: <type><number>_<item>, where

* type - for sensor chips is "in” (voltage), "temp” (temperature), "fan” (fan), etc.,

e item - "input” (measured value), "max” (high threshold), "min” (low threshold), etc.,

* number - always used for elements that can be present more than once (usually starts from 1, except for voltages which
start from 0). If files do not refer to a specific element they have a simple name with no number.

The information regarding sensors available on the host can be acquired using sensor-detect and sensors tools (Im-sensors
package: http://Im-sensors.org/). Sensors-detect helps to determine which modules are necessary for available sensors. When
modules are loaded the sensors program can be used to show the readings of all sensor chips. The labeling of sensor readings,
used by this program, can be different from the common naming scheme (<type><number>_<item> ):

* ifthereis afile called <type><number>_label, then the label inside this file will be used instead of <type><number><item>
name;

* if there is no <type><number>_label file, then the program searches inside the /etc/sensors.conf (could be also
/etc/sensors3.conf, or different) for the name substitution.

This labeling allows user to determine what kind of hardware is used. If there is neither <type><number>_label file nor label
inside the configuration file the type of hardware can be determined by the name attribute (hwmon*/device/name). The actual
names of sensors, which zabbix_agent accepts, can be obtained by running sensors program with -u parameter (sensors -u).

In sensor program the available sensors are separated by the bus type (ISA adapter, PCl adapter, SPl adapter, Virtual device, ACPI
interface, HID adapter).

On Linux 2.4:
(Sensor readings are obtained from /proc/sys/dev/sensors directory)

* device - device name (if <mode> is used, it is a regular expression);
* sensor - sensor name (if <mode> is used, it is a regular expression);
* mode - possible values: avg, max, min (if this parameter is omitted, device and sensor are treated verbatim).

Example key: sensor[w83781d-i2c-0-2d,temp1l]

Prior to Zabbix 1.8.4, the sensor[temp1l] format was used.

On Linux 2.6+:

(Sensor readings are obtained from /sys/class/hwmon directory)

* device - device name (non regular expression). The device name could be the actual name of the device (e.g 0000:00:18.3)
or the name acquired using sensors program (e.g. k8temp-pci-00c3). It is up to the user to choose which name to use;

* sensor - sensor name (non regular expression);

* mode - possible values: avg, max, min (if this parameter is omitted, device and sensor are treated verbatim).

Example key:

sensor[k8temp-pci-00c3,temp, max] or sensor[0000:00:18.3,temp1l]
sensor[smsc47b397-isa-0880,in, avg] or sensor[smsc47b397.2176,in1]
Obtaining sensor names

Sensor labels, as printed by the sensors command, cannot always be used directly because the naming of labels may be different
for each sensor chip vendor. For example, sensors output might contain the following lines:

$ sensors

in0: +2.24 V (min = +0.00 V, max = +3.32 V)
Vcore: +1.15 V (min = +0.00 V, max = +2.99 V)
+3.3V: +3.30 V (min = +2.97 V, max = +3.63 V)
+12V: +13.00 V (min = +0.00 V, max = +15.94 V)
M/B Temp: +30.0°C (low = -127.0°C, high = +127.0°C)
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Out of these, only one label may be used directly:

$ zabbix_get -s 127.0.0.1 -k sensor[1m85-i2c-0-2e,in0]
2.240000

Attempting to use other labels (like Vcore or +12V) will not work.

$ zabbix_get -s 127.0.0.1 -k sensor[1m85-i2c-0-2e,Vcore]
ZBX_NOTSUPPORTED

To find out the actual sensor name, which can be used by Zabbix to retrieve the sensor readings, run sensors -u. In the output, the
following may be observed:

$ sensors -u
Vcore:
inl_input: 1.15
inl min: 0.00
inl max: 2.99
inl_alarm: 0.00
+12V:
in4_input: 13.00
in4 min: 0.00

in4 max: 15.94
ind_alarm: 0.00

So Vcore should be queried as inl, and +12V should be queried as in4.?

$ zabbix_get -s 127.0.0.1 -k sensor[1lm85-i2c-0-2e,inl]
1.301000

Not only voltage (in), but also current (curr), temperature (temp) and fan speed (fan) readings can be retrieved by Zabbix.

9 proc.mem 15 memtype SR EER

HE

Linux, AlIX, FreeBSD F1 Solaris #f3Z3F memtype %%,

'memtype’ ZM=1"% F{E pmem, rss M vsize EMARETEEMR. B E—LRGEHRASHIFERLE T memtype’ (.
AIX

WEIARF AIX _EH) “memtype” SHFTHFHIE.

XIS ERR Source n procentry64 structure Triest  be compatible with
vsize (( - default value)) EEINNTEX/N pi_s ze
pmem RRER B 2 EE pi_prm ps -0 p em
rss A& K/ pi_ rss + pi_drss ps - rssize
size PHFER/N ((RED + #dB) pi_dvm  "ps gvw SIZE column
dsize BAR K/ pi dsize
tsize XA (fREB) BK/N pi_ts ze "ps gv " TSIZ column
sdsize KELZEREEE A/ pi_sdsiz
drss PRI EB &K/ pi_dr
trss ARG &K/ pi_tr
FreeBSD

525 N3RF FreeBSD L “memtype” S¥IFHIE.

‘EMAEATUEM 15 6, 2T 1 5T, AT , EHEERAESH LMK with caution, METEEIIAELLHTE L TR RMT BT DRSS , NBTAEEREE.
BEnEkEmA 5, BRE 4 |, BEWMA 3 EE&E),

172


https://en.wikipedia.org/wiki/Runge's_phenomenon

Supported value Description Source in kinfo_proc structure Tries to be compatible with

vsize IseE AN\ roc.e_vm.vm_map.size or ki_size ps -0 vsz
kp_e

pmem LRNERES  ed from rss ps -o p em
bt calcula

rss D¥ER& K/ kp_ proc.e_vm.vm_rssize or ki_rssize ps - rss

size (( - default FHFE (RS + L ize + ssize

value)) 1|+ HEAR) KN
tsize + d

tsize A (1KAD) 1Y oc.e_vm.vm_tsize or ki_tsize ps -0 siz
X/ kp_ep

dsize FARA/N kp eproc.e_vm.vm_dsize or ki_dsize ps o dsiz

ssize HeR KN kp eproc.e_vm.vm_ssize or ki_ssize ps 0 ssiz

Linux

S IEF Linux £H “memtype” SEIFHIE.

Supported value Description Source in /proc/<pid>/status file
vsize (( - default value))  EEFAPNTEA/)N VmSiz
pmem KERAEFERIESYEE (VMRSS/ otal_memory) * 100
rss 824 K/\ VMRS
data BUBEAIK/N VmDat
exe RIBEZRIK/N VmExe
hwm TR EIE{E A/ VMHWM
Ick BEEPTEA/N VmLck
lib HZFERA/N VmLib
peak ENTRIEE AN VmPeak
pin EE RN TE A/ VmPin
pte TREKB MK/ VmPTE
size BHFERD + ¥R + BREE A/ VmExe + mbData + VmStk
stk HERRER K/N VmSt
swap 1 AT ZSBIK/N VmSwap
Linux £/ EZEZEIN:

1. —EARRA Linux PAZHARRSTHFETE memtype’ B/, BIAN, Linux PAZRRAS 2.4 A SCHF hwm, pin, peak, pte M swap %1&.
2. F&A1KI Zabbix agent THKEFFES I proc.mem[...,...,...,...,data] B/REIMELL agent ) /proc/<pid>/status
X VmData {THRHE AKX 4 kB, 7E agent BIRIWAIEEIEN , agent IBURIE KR 4 kB , SR/ IR BIZSCHTHE.

Solaris

BH5 WERFH Solaris LA “memtype” S¥FTIFHNME.

THNSHRERR Source n psinfo structure %%

vsize (( - default value)) Size of process image pr_size ps -0 vsz
pmem SFRNGFRE L pr_pct em ps -0 p em

rss DYEREE K/ pr_ ATRESHAR(E - & "man ps” 7 rss iR, ssize ps - rss

9 Notes on memtype parameter in proc.mem items

Overview

The memtype parameter is supported on Linux, AlX, FreeBSD, and Solaris platforms.

Three common values of ‘'memtype’ are supported on all of these platforms: pmem, rss and vsize. Additionally, platform-specific
‘'memtype’ values are supported on some platforms.

AIX

See values supported for ‘'memtype’ parameter on AIX in the table.
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Supported value

Description

Source in procentry64 structure

Tries to be compatible with

See values supported for’

memtype’ parameter on FreeBSD in the table.

vsize (( - default Virtual memory  pi_size
value)) size
pmem Percentage of pi_prm ps -0 pmem
real memory
rss Resident set pi_trss + pi_drss ps -0 rssize
size
size Size of process  pi_dvm "ps gvw” SIZE column
(code + data)
dsize Data size pi_dsize
tsize Text (code) size  pi_tsize "ps gvw” TSIZ column
sdsize Data size from pi_sdsize
shared library
drss Data resident pi_drss
set size
trss Text resident pi_trss
set size
FreeBSD

Supported value

Description

Source in kinfo_proc structure

Tries to be compatible with

vsize Virtual memory  kp_eproc.e_vm.vm_map.size or ki_size ps -0 vsz
size

pmem Percentage of calculated from rss ps -0 pmem
real memory

rss Resident set kp_eproc.e_vm.vm_rssize or Ki_rssize ps -0 rss
size

size (( - default Size of process  tsize + dsize + ssize

value)) (code + data +
stack)

tsize Text (code) size  kp_eproc.e_vm.vm_tsize or ki_tsize ps -o tsiz

dsize Data size kp_eproc.e_vm.vm_dsize or ki_dsize ps -o dsiz

ssize Stack size kp_eproc.e_vm.vm_ssize or ki_ssize ps -0 ssiz

Linux

See values supported for ‘'memtype’ parameter on Linux in the table.

Supported value

Description

Source in /proc/<pid>/status file

vsize (( - default value))
pmem
rss
data
exe
hwm
Ick

lib
peak
pin
pte
size
stk
swap

Virtual memory size
Percentage of real memory
Resident set size

Size of data segment

Size of code segment

Peak resident set size

Size of locked memory
Size of shared libraries
Peak virtual memory size
Size of pinned pages

Size of page table entries
Size of process code + data + stack segments
Size of stack segment

Size of swap space used

VmSize
(VmRSS/total_memory) * 100
VmRSS

VmData

VmExe

VmHWM

VmLck

VmLib

VmPeak

VmPin

VmPTE

VmExe + VmData + VmStk
VmStk

VmSwap

Notes for Linux:

1. Not all ‘'memtype’ values are supported by older Linux kernels. For example, Linux 2.4 kernels do not support hwm, pin,
peak, pte and swap values.
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2. We have noticed that self-monitoring of the Zabbix agent active check process with proc .mem[...,...,...,...,datal]
shows a value that is 4 kB larger than reported by VmData line in the agent’s /proc/<pid>/status file. At the time of self-
measurement the agent’s data segment increases by 4 kB and then returns to the previous size.

Solaris

See values supported for ‘'memtype’ parameter on Solaris in the table.

Supported value Description Source in psinfo structure Tries to be compatible with
vsize (( - default Size of process  pr_size ps -0 vsz
value)) image
pmem Percentage of pr_pctmem ps -0 pmem
real memory
rss Resident set pr_rssize ps -0 rss
size
It may be un-
derestimated -
see rss
description in
"man ps”.

10 7£ proc.mem # proc.num Ji § P iEF M S E R

Processes modifying their commandline

—LREFERERENNGHTEABRYIENNA X AP UIETLIET ps M top

PostgreSQL, Sendmail, Zabbix.
EIRAIKE—A Linux BIF , BRRIKNBERNFZ Zabbix KIFHAR,

ps @4 BRIIE T

$ ps -fu zabbix

UID PID PPID C STIME TTY TIME CMD

zabbix 6318 1 0 12:01 7 00:00:00 sbin/zabbix_agentd -c
zabbix 6319 6318 0 12:01 7

zabbix 6320 6318 0 12:01 7

zabbix 6321 6318 0 12:01 7

zabbix 6322 6318 0 12:01 7

zabbix 6323 6318 0 12:01 7

B A PR SRRk ST 5

$ zabbix_get -s localhost -k 'proc.num[zabbix_agentd,zabbix]'
6

WL K zabbix_agentd Edy4& A zabbix_agentd_30 HEHBIE.

ps MEERA

$ ps -fu zabbix

UID PID PPID C STIME TTY TIME CMD

zabbix 6715 1 0 12:53 7 00:00:00 sbin/zabbix_agentd_30
zabbix 6716 6715 0 12:53 7 00:00:00 sbin/zabbix_agentd_30:
zabbix 6717 6715 0 12:53 7 00:00:00 sbin/zabbix_agentd_30:
zabbix 6718 6715 0 12:53 7 00:00:00 sbin/zabbix_agentd_30:
zabbix 6719 6715 0 12:53 7 00:00:00 sbin/zabbix_agentd_30:
zabbix 6720 6715 0 12:53 7 00:00:00 sbin/zabbix_agentd_30:

WAERIERFRA A P EFHRE R AR ERRER:

$ zabbix_get -s localhost -k 'proc.num[zabbix_agentd_30,zabbix]'
1
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/home/zabbix/ZBXNEXT-1078/zabbix_age

00:00:01 sbin/zabbix_agentd: collector [idle 1 sec]

00:00:00 sbin/zabbix_agentd: listener #1 [waiting for connection]
00:00:00 sbin/zabbix_agentd: listener #2 [waiting for connection]
00:00:00 sbin/zabbix_agentd: listener #3 [waiting for connection]
00:00:00 sbin/zabbix_agentd: active checks #1 [idle 1 sec]

-c /home/zabbix/ZBXNEXT-1078/zabbix_
collector [idle 1 sec]

listener #1 [waiting for connectior
listener #2 [waiting for connectior
listener #3 [waiting for connectior
active checks #1 [idle 1 sec]



LB AT PITHEG 2 AF KN EHRESB TR ERLER?
Zabbix agent NN EHRFERT , /proc/<pid>/status XHFEFTFHNFH EKZE Name 17, FKIWAFIF+ Name 1720F:
$ grep Name /proc/{6715,6716,6717,6718,6719,6720}/status

/proc/6715/status:Nam
/proc/6716/status:Nam
/proc/6717/status:Nam
/proc/6718/status:Nam
/proc/6719/status:Nam
/proc/6720/status:Nam

e:
e:
e:
e:
e:
e:

zabbix_agentd_3
zabbix_agentd_3
zabbix_agentd_3
zabbix_agentd_3
zabbix_agentd_3
zabbix_agentd_3

status XHFHPFEE SWEETA 15 MFH,

ps A=A MBRNER:

$ ps -u zabbix
PID TTY TIME
6715 7 00:00:00
6716 7 00:00:01
6717 7 00:00:00
6718 7 00:00:00
6719 7 00:00:00
6720 7 00:00:00

CMD

zabbix_agentd_3
zabbix_agentd_3
zabbix_agentd_3
zabbix_agentd_3
zabbix_agentd_3
zabbix_agentd_3

B, IRIEAIW proc.num[] name $¥{E zabbix_agentd_30 FA—#f, Zabbix agent A status XHFLAHBELEIME , &
43| /proc/<pid>/cmdline X,

agent 3AEFF “cmdline” 3tfF , ATUEITIET— M<K

$ for i in 6715 6716 6717 6718 6719 6720; do cat /proc/$i/cmdline | awk '{gsub(/\x0/,"<NUL>"); print};'; ¢
sbin/zabbix_agentd_30<NUL>-c<NUL>/home/zabbix/ZBXNEXT-1078/zabbix_agentd.conf<NUL>

sbin/zabbix_agentd_30:
sbin/zabbix_agentd_30:
sbin/zabbix_agentd_30:
sbin/zabbix_agentd_30:
sbin/zabbix_agentd_30:

/proc/<pid>/cmdline XHAETE CESHATARLFRHMEHN. FUTBRNTSTFR. XMIFRTZFR<NUL>" FHI,

Zabbix agent #&"cmdline” , 15%| zabbix_agentd_30 {8 , X {EILELHKIIN name $¥{H zabbix_agentd_30, Ak, FifiE4
IR proc. num[zabbix_agentd_30,zabbix] 1%,

collector [idle 1 sec]<NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><
listener #1 [waiting for connection]<NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><)
listener #2 [waiting for connection]<NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><)
listener #3 [waiting for connection]<NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><)
active checks #1 [idle 1 sec]<NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL

L E T —HFERS, agent I cmdline X135 zabbix_agentd_30: collector [idle 1 sec] , {BARILAL name $¥{E
zabbix_agentd_30., FTPA, REARKEHSITREHAFZHITE , K agent HFZMAE T HL1TMHZRE.

XAMIFBRT name SEABERATE proc.mem[] F proc.num[] Y50 E P RIEFHTE.
cmdline S$¥UE A YHIENFRERSEE— N ERHRILE
$ zabbix_get -s localhost -k 'proc.num[,zabbix,,zabbix_agentd_30[ :]1]'

6

/8 proc.mem[] and proc.num [] ¥HsBEIEmT A e S1THFRFFITE/ VD

1£4; proc.mem[] M proc.num[] #¥HfEM name and cmdline Z¥aT, MR X(EM proc. num [] WIFWM ps ML S.

Linux PAZ&F2

proc.mem[] # proc.num[] MEIFWMFH cmdline SHATRAE LR

A TVARNIZLFZ A B

$ ps -ef| grep kthreadd
root 2 0 0 09:33 7 00:00:00 [kthreadd]

AR AR SRERE:

$ zabbix_get -s localhost -k 'proc.num[kthreadd,root]’

1

{BEAHE cndline SHURAEIER:
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$ zabbix_get -s localhost -k 'proc.num[,root,,kthreadd]'’
0

JRH;ZE Zabbix agent Xf “cmdline” 2WHIFEMENREIRN , FPEHNATHRNANE /proc/<pid>/cmdline. ST HZLREN
/proc/<pid>/cmdline XHEZTH , FilA, cmdline S¥ALILACE),

proc.mem[] 1 proc.num[] KIFMFHKLKFZITEK

Linux PIMZZF2BIE proc.num[] MisHit+#k , (B2 proc.mem[] WKIHHHFARENT. Hia0:
$ ps -ef | grep kthreadd

root 2 0 0 09:51 7 00:00:00 [kthreadd]

$ zabbix_get -s localhost -k 'proc.num[kthreadd]'
1

$ zabbix_get -s localhost -k 'proc.mem[kthreadd]'
ZBX_NOTSUPPORTED: Cannot get amount of "VmSize" memory.
BRMRBLERMNZEREL THRARETAR? TTRESRIXH:

$ ps -ef | grep kthreadd
root 2 0 0 09:51 7 00:00:00 [kthreadd]
zabbix 9611 6133 0 17:58 pts/1 00:00:00 ./kthreadd

$ zabbix_get -s localhost -k 'proc.num[kthreadd]'
2

$ zabbix_get -s localhost -k 'proc.mem[kthreadd]'
4157440

proc.num[] WTHEAZLBRMA A5, proc.mem[] RITERAFHRRNEF, MRA 0 HTHEARLERNSF. XN ELERE
ZBX_NOTSUPPORTED K f3il 7 [F.

MRFEFBBFNAECEFP— T2 |, B/VMER proc.mem[] M proc.num[] Y5,

1£4; proc.mem[] M proc.num[] WIEMACE S, R Z(EM proc. num [] HH5HA ps ML S .
10 Notes on selecting processes in proc.mem and proc.num items

Processes modifying their commandline

Some programs use modifying their commandline as a method for displaying their current activity. A user can see the activity by
running ps and top commands. Examples of such programs include PostgreSQL, Sendmail, Zabbix.

Let’'s see an example from Linux. Let’s assume we want to monitor a number of Zabbix agent processes.
ps command shows processes of interest as

$ ps -fu zabbix

UID PID PPID C STIME TTY TIME CMD

zabbix 6318 1 0 12:01 7 00:00:00 sbin/zabbix_agentd -c /home/zabbix/ZBXNEXT-1078/zabbix_age
zabbix 6319 6318 0 12:01 7 00:00:01 sbin/zabbix_agentd: collector [idle 1 sec]

zabbix 6320 6318 0 12:01 7 00:00:00 sbin/zabbix_agentd: listener #1 [waiting for connection]
zabbix 6321 6318 0 12:01 ? 00:00:00 sbin/zabbix_agentd: listener #2 [waiting for connection]
zabbix 6322 6318 0 12:01 7 00:00:00 sbin/zabbix_agentd: listener #3 [waiting for connection]
zabbix 6323 6318 0 12:01 7 00:00:00 sbin/zabbix_agentd: active checks #1 [idle 1 sec]

Selecting processes by name and user does the job:

$ zabbix_get -s localhost -k 'proc.num[zabbix_agentd,zabbix]'
6

Now let’'s rename zabbix_agentd executable to zabbix_agentd_30 and restart it.
ps now shows

$ ps -fu zabbix
UID PID PPID C STIME TTY TIME CMD

zabbix 6715 1 0 12:53 7 00:00:00 sbin/zabbix_agentd_30 -c /home/zabbix/ZBXNEXT-1078/zabbix_
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zabbix 6716 6715 0 12:53 7 00:00:00 sbin/zabbix_agentd_30: collector [idle 1 sec]

zabbix 6717 6715 0 12:53 7 00:00:00 sbin/zabbix_agentd_30: listener #1 [waiting for connectior
zabbix 6718 6715 0 12:53 7 00:00:00 sbin/zabbix_agentd_30: listener #2 [waiting for connectior
zabbix 6719 6715 0 12:53 7 00:00:00 sbin/zabbix_agentd_30: listener #3 [waiting for connectior
zabbix 6720 6715 0 12:53 7 00:00:00 sbin/zabbix_agentd_30: active checks #1 [idle 1 sec]

Now selecting processes by name and user produces an incorrect result:

$ zabbix_get -s localhost -k 'proc.num[zabbix_agentd_30,zabbix]'

1

Why a simple renaming of executable to a longer name lead to quite different result ?

Zabbix agent starts with checking the process name. /proc/<pid>/status file is opened and the line Name is checked. In our

case the Name lines are:

$ grep Name /proc/{6715,6716,6717,6718,6719,6720}/status

/proc/6715/status:Nam
/proc/6716/status:Nam
/proc/6717/status:Nam
/proc/6718/status:Nam
/proc/6719/status:Nam
/proc/6720/status:Nam

e
e:
e:
e:
e:
e

zabbix_agentd_3
zabbix_agentd_3
zabbix_agentd_3
zabbix_agentd_3
zabbix_agentd_3
zabbix_agentd_3

The process name in status file is truncated to 15 characters.

A similar result can be seen with ps command:

$ ps -u zabbix

PID TTY TIME CMD

6715 7 00:00:00 zabbix_agentd_3
6716 7 00:00:01 zabbix_agentd_3
6717 7 00:00:00 zabbix_agentd_3
6718 7 00:00:00 zabbix_agentd_3
6719 7 00:00:00 zabbix_agentd_3
6720 7 00:00:00 zabbix_agentd_3

Obviously, that is not equal to our proc.num[] name parameter value zabbix_agentd_30. Having failed to match the process
name from status file the Zabbix agent turns to /proc/<pid>/cmdline file.

How the agent sees the "cmdline” file can be illustrated with running a command

$ for i in 6715 6716 6717 6718 6719 6720; do cat /proc/$i/cmdline | awk '{gsub(/\x0/,"<NUL>"); print};'; ¢
sbin/zabbix_agentd_30<NUL>-c<NUL>/home/zabbix/ZBXNEXT-1078/zabbix_agentd.conf<NUL>

sbin/zabbix_agentd_30:
sbin/zabbix_agentd_30:
sbin/zabbix_agentd_30:
sbin/zabbix_agentd_30:
sbin/zabbix_agentd_30:

collector [idle 1 sec]<NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><
listener #1 [waiting for connection]<NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><)
listener #2 [waiting for connection]<NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><)
listener #3 [waiting for connection]<NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><)
active checks #1 [idle 1 sec]<NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL><NUL

/proc/<pid>/cmdline files in our case contain invisible, non-printable null bytes, used to terminate strings in C language. The
null bytes are shown as "<NUL>" in this example.

Zabbix agent checks "cmdline” for the main process and takes a zabbix_agentd_30, which matches our name parameter value
zabbix_agentd_30. So, the main process is counted by item proc.num[zabbix_agentd_30,zabbix].

When checking the next process, the agent takes zabbix_agentd_30: collector [idle 1 sec] from the cmdline file and
it does not meet our name parameter zabbix_agentd_30. So, only the main process which does not modify its commandline,
gets counted. Other agent processes modify their command line and are ignored.

This example shows that the name parameter cannot be used in proc.mem[] and proc.num[] for selecting processes in this
case.

Using cmdline parameter with a proper regular expression produces a correct result:

$ zabbix_get -s localhost -k 'proc.num[,zabbix,,zabbix_agentd_30[ :1]'
6
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Be careful when using proc.mem[] and proc.num[] items for monitoring programs which modify their commandlines.

Before putting name and cmdline parameters into proc.mem[] and proc.num[] items, you may want to test the parameters
using proc.num[] item and ps command.

Linux kernel threads
Threads cannot be selected with cmdline parameter in proc.mem[] and proc.num[] items
Let’s take as an example one of kernel threads:

$ ps -ef| grep kthreadd
root 2 0 0 09:33 7 00:00:00 [kthreadd]

It can be selected with process name parameter:

$ zabbix_get -s localhost -k 'proc.num[kthreadd,root]'
1

But selection by process cmdline parameter does not work:

$ zabbix_get -s localhost -k 'proc.num[,root,,kthreadd]'’
0

The reason is that Zabbix agent takes the regular expression specified in cmdline parameter and applies it to contents of pro-
cess /proc/<pid>/cmdline. For kernel threads their /proc/<pid>/cmdline files are empty. So, cmdline parameter never
matches.

Counting of threads in proc.mem[] and proc.num[] items

Linux kernel threads are counted by proc.num[] item but do not report memory in proc.mem[] item. For example:
$ ps -ef | grep kthreadd

root 2 0 0 09:51 7 00:00:00 [kthreadd]

$ zabbix_get -s localhost -k 'proc.num[kthreadd]'
1

$ zabbix_get -s localhost -k 'proc.mem[kthreadd]'
ZBX_NOTSUPPORTED: Cannot get amount of "VmSize" memory.
But what happens if there is a user process with the same name as a kernel thread ? Then it could look like this:

$ ps -ef | grep kthreadd
root 2 0 0 09:51 7 00:00:00 [kthreadd]
zabbix 9611 6133 0 17:58 pts/1 00:00:00 ./kthreadd

$ zabbix_get -s localhost -k 'proc.num[kthreadd]'
2

$ zabbix_get -s localhost -k 'proc.mem[kthreadd]'
4157440

proc.num[] counted both the kernel thread and the user process. proc.mem[] reports memory for the user process only and
counts the kernel thread memory as if it was 0. This is different from the case above when ZBX_NOTSUPPORTED was reported.

Be careful when using proc.mem[] and proc.num[] items if the program name happens to match one of the thread.
Before putting parameters into proc.mem[] and proc.num[] items, you may want to test the parameters using proc.num[]

item and ps command.

11 net.tcp.service #1 net.udp.service #& IR

net.tcp.service M net.udp.service ESRIAMATEXITHEANE , FRMKRSIEEAARNRS K.

WISTH net.tep.service £

ftp
BIE— TCP %k | FHFHABIRNNAT 4 DFERFRE “2207 , REARE “QUIMAN”, JRKIEE , NEMEREmA 21,
http

BIEE— TCP &k , MABRFFHAMARAMARRA. WRAKEE , NERAERERA 80,
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https

&R GRELAEM)Iibcurl | RRAFIEBHESRY: | FRIE SSLEBRHENS , RIBRK (HEAD #sK). MRFKIEEHO  MERR
A0 443,

imap

BIE— TCP &% | HHLBIRNINET 4 DFFFR “* OK” , AAJFRIE"al LOGOUT\Nn”, NRAFEE , NIfEMEREIRA 143,

Idap

FTITE| LDAP fRS-25iEs | FHEMITIEIFEDIT LDAP RFIR(E (objectClass=*). HEHIMIRRE—MHRENE—NEM. WMRKE
R, NfERERERE 389,

nntp

BIFE—/ TCP i&EH , FFRIERINNZ AT 3 1F4HE “200” Bk 201" , RA/FAIE “QUIT\NN", FIRFFERE . NMERRERO 119,
pop

BIE— TCP 3&EH |, FHAIEBN AT 3 N FRRE “+OK” , SREARE “QUIM\NN”, RFIEE , NERFRERO 110,

smtp

BIE— TCP iE#k , LRIV AWAET 3 NFRE 2207, RERTH. (THRERTEL. A8 — T EENTETZTIAN , MR EF
EEL, HEWE—HIRERLARIT. ARAE “QUMNAn", RKIEE , NEMBREH 25,

ssh

BlEE— TCP i&E# , IRBIL T &R , WA —MIRFRER (SSH-major.minor-XXXX) , F major 1 minor 2HMHRZA , XXXX &
—/ANFHFER, Zabbix B R RIKE T ILAELXIEEMFTRAE , RILAELNIR [EIR EIF £ 8 “SSH-major.minor-zabbix_agent\nn” 2% “0\n”.
WMRFIEE , MERAGREREA 22,

tcp
BIFE—/ TCP & , MAFTESHFNER(TARA. SHMKEETEEEIHASHAR.
telnet

BIE— TCP & , HMZE—ERIRR (7 FER/A). MRKIEE , NEMmREmA 23,

Item net.udp.service parameters

ntp

7£ UDP _E&RIE— SNTP 4, F4RIE RFC 4330, section SEEWIEIRLE, NRKIEE , NEAEARO 123,
11 Implementation details of net.tcp.service and net.udp.service checks

Implementation of net.tcp.service and net.udp.service checks is detailed on this page for various services specified in the service
parameter.

Iltem net.tcp.service parameters
ftp

Creates a TCP connection and expects the first 4 characters of the response to be "220 ”, then sends "QUIT\r\n”. Default port 21
is used if not specified.

http
Creates a TCP connection without expecting and sending anything. Default port 80 is used if not specified.
https

Uses (and only works with) libcurl, does not verify the authenticity of the certificate, does not verify the host name in the SSL
certificate, only fetches the response header (HEAD request). Default port 443 is used if not specified.

imap

Creates a TCP connection and expects the first 4 characters of the response to be "* OK”, then sends "al LOGOUT\r\n”. Default
port 143 is used if not specified.

Idap

Opens a connection to an LDAP server and performs an LDAP search operation with filter set to (objectClass=*). Expects successful
retrieval of the first attribute of the first entry. Default port 389 is used if not specified.

nntp
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Creates a TCP connection and expects the first 3 characters of the response to be 200" or "201", then sends "QUIT\r\n". Default
port 119 is used if not specified.

pop

Creates a TCP connection and expects the first 3 characters of the response to be "+0K”, then sends "QUIT\r\n". Default port 110
is used if not specified.

smtp

Creates a TCP connection and expects the first 3 characters of the response to be "220", followed by a space, the line ending or a
dash. The lines containing a dash belong to a multi-line response and the response will be re-read until a line without the dash is
received. Then sends "QUIT\r\n". Default port 25 is used if not specified.

ssh

Creates a TCP connection. If the connection has been established, both sides exchange an identification string (SSH-major.minor-
XXXX), where major and minor are protocol versions and XXXX is a string. Zabbix checks if the string matching the specification
is found and then sends back the string "SSH-major.minor-zabbix_agent\r\n” or "0\n” on mismatch. Default port 22 is used if not
specified.

tcp

Creates a TCP connection without expecting and sending anything. Unlike the other checks requires the port parameter to be
specified.

telnet

Creates a TCP connection and expects a login prompt (:" at the end). Default port 23 is used if not specified.
Iltem net.udp.service parameters

ntp

Sends an SNTP packet over UDP and validates the response according to RFC 4330, section 5. Default port 123 is used if not
specified.

12 T E AT IR

1t
T E ETRALIE frifFdefine , XTI ATRE P THEHEALI .

AR TRANRE IR S ARSI | IXHFREFE Zabbix 3.4 RN, LEPITANESBHTRAIE TR, ERNEAREEFEZH , X
BARRAMIERESNTEE (BERATIE) HABEETAIEEIRE, ETEETY IPC BERTHIRRES mas , ks M
MRS R 8], RA Zabbix RSB IEABITRANEHIE,

TR ERALTE
AT AT ABIEIRE Zabbix $HREEMBIER , FATATAERATRLE
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Raw data

Item
data

Data
preprocessing

Preprocessed

itemn data

Storing data in
history cache

Storing data in
database

v

Process data

Mormalized
itern data

Data gathering

Data gathering is performed by:
poller, trapper, and other processes

Configuration cache

Configuration cache acts as a buffer between
Zabbix processes and Zabbix DB (where
configuration is storred).

Data preprocessing

Data preprocessing is performed by:
preprocessing manager and preprocessing worker
processes

History cache

History cache acts as a buffer between data source
(from where data is gathered) and Zabbix DB
(where data is storred).

Data processing

Data processing starts with data synchronization
(ransfering data from history cache to Zabbix
database) and proceeds with trigger processing,
item configuration updates, etc.

Data processing is performed by:
history syncer processes

Zabbix database
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Note:
FERNARHER BIR S B EAEARNIRIE , SENRE. ZEXBREEAMEYR , EROESER. KB RMAIEEE
WNAHBIESRET , RO ASBEEEEER. HEMENE BB EAEFS RS FEREATE A,

o FEWE ABERIRIN FRaEIET A, AT , ¥IR(NEE 1D, RABFE (WAIES/ME)

o TTREAMFEENEIRRES ST ENS WIS |, HRBME EHE—HN , BAT R LW T e fEEashes Bk
W SR IEAE S RRERFSUE | SRS SEhBEFHHEREUE). WERBEIE , NECEEGTRAMERE SUEBTREN R
HITEE).

o ETEFETMN IPC NI AT HEUE NSRBI E RS SR ETAEBIEAS . A, SR ESRMESRESRIE | MAESTAIREERN
LY.,

o PUTEUETIALIE, XEFERITIAL IR SIRAMK AL IR,

Note
[ AR ISR M, MAEPATIAL IR , 00 E AT UK FLR S %8 NOT SUPPORTED,

o REMAEEIRERNAMEUR SR EFH N = BIEERRIFEITN L SREFF.

o LB, BIRREEL  BRITRESHFICRERER (SALRSHIFRPITHIERS).
s ESERNEIEATEWTE , 7E Zabbix PURETFEEIE, FIEATTUHITHONMTME XD (MERETEXMER) , A
ET X ESET AIFITRE SR/ NS SCAR MR (24955 4 HISTORY_STR_VALUE_LEN , 3CA<A HISTORY TEXT VALUE LEN , Hi&
{E4 HISTORY_LOG_VALUE_LEN), AFAEHTERE , ¥R A LR Zabbix $iE/E.

Note:
[ WMREAEATHRI (120 , SXAMETTIEEH R |, TUA] UK FDIRSE A NOT SUPPORTED,

o IEEALIEWERIOEUR - KEMAR  RRB RB A SFUENME LES.
« WRBELERAERE  ZBIAARBURRMLER.

T8 ETRALE
AT AT BAETAL TR | FRATATRAE AT A -
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ltem data

= Preprocessing manager

Process dedicated to enqueuing of item values and
distributicn of preprocessing tasks among
preprocessing workers.

Engqueue item value in
‘ preprocessing queus ‘

Add result to preprocessing

queus

Send value to unoccupied
preprocessing worker ‘

Preprocessing n Preprocessed B
task value

Preprocessing worker

Execute preprocessing steps | ) . )
prep g slep Process dedicated to execution of preprocessing

SIEPS.

Note:

FERAEHERBRT STETRAIEME XM | WRMEERE, ABRRBREGEAREY , RS EA. HETRE
RT =AM TERF (2GR TERFIUERRZRRER)  RAE— I mEE , KNVBRWRE SERTED—
TSR, ZERE R RN B AR EES BRI,

« ERETERTH IPCAVBIRREBRIBE £iB0 AEETEES.
* TR RFAETRALIEBAS .

Note:
[ AT RS FETRANIERA S IR BBk FF k. Zabbix POERILEE IMAETRAMIERASIRITFK | T AR fRHERA.

BB, BRFLE , BEREDE—NREA (RIRPITEMES) LB TR,

YTabE T R30I , IEZEM H AR TUEIE(ES .

FEFTTRBAME (RBFHF BRI TILIESR) Z/a TR ER 3 6 E AL IR Es .

TR EIE R AR M AT BN (BIESEEN) , HREERMATUEIESY. NRYFTA R , MHRBIR A ARANETR
LTRRAFF. KIURE AEEME 2 RRTAIESIFHBA | (BUERTRAABEREBRRAT NOT SUPPORTED HKREMEME.

HrELIREE
BYSMEEUS PR () PITHEELE, XARESE
o WEBATUSE , MEERRE. XA RUEE(E AT ARSI :

* TMAFERR UINT', (ATRAEAHHRB) , KBMAFELR "TEXT' ',
* THMMNBRMEABATERMLELE,
* VR XAE (Hlal“abe”) ERBEMAE.
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* AFRBERTHALELSE  MALEZTERLEETME 2 54 FNOT SUPPORTEDREHF B R B RETH (MEEHA
* UTIHMMNBRB XA ALESH R , BT EconverSions& 12 (X AWIBLER B ATHSEM) , T WA ANOT

Rt | RERGE | TEBRFPREE %A NOT SUPPORTED,

« WEBHENERE A FICRPARFENE. BETSES , BEIST— A MEIEES M. #20 , 2R CHAR XRRTEME , NE
B ERFERN RS ERENT , MKBUREBAERE A CGRERT) EREENE.

TS
TALIEBAS IR —Fh FIFO $iRLEH , EFMARETUMEEE IR IENIFHE. FIFO ZBEBZ IS :

* PRI E FERAFIRITT SHEBA
* RETTUAAAEESUTHEA

AT ARAABIETAL IR AR | FROTATAE AT LA -

Data gatherers

Item data

1 Preprocessing manager

A Preprocessing manager enqueues collectsd item
| value in preprocessing queue.

Preprocessing workers

TRALEEBAS | BB A BAF B FF KRBT RS — AN R AL IEAE. Rtk , Fian , TSRS RIFTE 1,2 F1 3, (BALRIFE S , BAE 4 ¥
KALIE -

1 2 3 4 5
N RN RN N Preprocessing queue
At the current state, preprocessing queue contains
i i 5 values, all values, except for #4, are processed
Beginning of a First unprocessed
preprocessing vallue
gueus

RI#UE , A3 (4 70 5) PRFTHME , S#ERNEFREEERNAMEIRSRETT , ATRENSHSREFERZINLIERES
R, TR EIE RS AT AR SR il B4 T NABIE S R EFRFE (BT RERAM ERRENE).

Preprocessing workers

Zabbix fRF-FRECESH AR ARERGIR T EHRZAITER. NM{FER StartPreprocessors BLE SHCRIR BTN IE T /EFE FROT S LSS5
W, T T EESNRERETTUARESRERRE , B1F IR BB (SEPITEATELSRENTR ) , FuBksed it
), B MR TS5 E.

BEBEEHBGMATAEL XML / )SON AP EENTULIFRME , AR TEERBETTALAEIRREFOER. X, KW (KT
REVEFNBIRAELIANE RS EOR—MRA AHMAME T /EE BT R,
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<note warning> X Z MBIEWEIATE (W% , TUETIRINEEHRS , HTTP $¥2% | Java #3085 , pinper , fiifkes , RIBREFFIEHIRR) L
B IPMIETEZS | SNMP HR=SMTALIE T(RR2 Fr il BELFE RIMAL IR B RN SRR IR IR B, X S E Zabbix RFFFIL (B
ERHEARA , BENARERRELNE). MERACEXHRNIRSREIDOE X FEI.

12 Item value preprocessing details
Overview
Item value preprocessing allows to define and execute transformation rules for the received item values.

Preprocessing is managed by a preprocessing manager process, which has been added in Zabbix 3.4, along with preprocessing
workers that perform the preprocessing steps. All values (with or without preprocessing) from different data gatherers pass through
the preprocessing manager before being added to the history cache. Socket-based IPC communication is used between data
gatherers (pollers, trappers, etc) and the preprocessing process. Only Zabbix server is performing preprocessing steps.

Item value processing

To visualize the data flow from data source to the Zabbix database, we can use the following simplified diagram:
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Data gathering

Data gathering is performed by:
poller, trapper, and other processes

Configuration cache

Configuration cache acts as a buffer between
Zabbix processes and Zabbix DB (where
configuration is storred).

Data preprocessing

Data preprocessing is performed by:
preprocessing manager and preprocessing worker
processes

History cache

History cache acts as a buffer between data source
(from where data is gathered) and Zabbix DB
(where data is storred).

Data processing

Data processing starts with data synchronization
(ransfering data from history cache to Zabbix
database) and proceeds with trigger processing,
item configuration updates, etc.

Data processing is performed by:
history syncer processes

Zabbix database
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Note:

The diagram above shows only processes, objects and actions related to item value processing in a simplified form. The
diagram does not show conditional direction changes, error handling or loops. Local data cache of preprocessing manager
is not shown either because it doesn’t affect data flow directly. The aim of this diagram is to show processes involved in
item value processing and the way they interact.

* Data gathering starts with raw data from a data source. At this point, data contains only ID, timestamp and value (can be
multiple values as well)

* No matter what type of data gatherer is used, the idea is the same for active or passive checks, for trapper items and etc,
as it only changes the data format and the communication starter (either data gatherer is waiting for a connection and data,
or data gatherer initiates the communication and requests the data). Raw data is validated, item configuration is retrieved
from configuration cache (data is enriched with the configuration data).

* Socket-based IPC mechanism is used to pass data from data gatherers to preprocessing manager. At this point data gatherer
continue to gather data without waiting for the response from preprocessing manager.

* Data preprocessing is performed. This includes execution of preprocessing steps and dependent item processing.

Note:
Iltem can change its state to NOT SUPPORTED while preprocessing is performed if any of preprocessing steps fail.

* History data from local data cache of preprocessing manager is being flushed into history cache.

* At this point data flow stops until the next synchronization of history cache (when history syncer process performs data
synchronization).

¢ Synchronization process starts with data normalization storing data in Zabbix database. Data normalization performs
convertions to desired item type (type defined in item configuration), including truncation of textual data based on pre-
defined sizes allowed for those types (HISTORY_STR_VALUE_LEN for string, HISTORY_TEXT_VALUE_LEN for text and HIS-
TORY_LOG_VALUE_LEN for log values). Data is being sent to Zabbix database after normalization is done.

Note:
Iltem can change it's state to NOT SUPPORTED if data normalization fails (for example, when textual value cannot be
converted to number).

¢ Gathered data is being processed - triggers are checked, item configuration is updated if item becomes NOT SUPPORTED,
etc.
e This is considered the end of data flow from the point of view of item value processing.

Item value preprocessing

To visualize the data preprocessing process, we can use the following simplified diagram:
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ltem data

= Preprocessing manager

Engqueue item value in

pPreprocessing queus Process dedicated to engueuing of item values and
distributicn of preprocessing tasks among
preprocessing workers.

Send value to unoccupied Add result to preprocessing
preprocessing worker queus

Preprocessing n Preprocessed B
task value

Preprocessing worker

Execute preprocessing steps | ) . )
prep g slep Process dedicated to execution of preprocessing
steps.

Note:

The diagram above shows only processes, objects and main actions related to item value preprocessing in a simplified
form. The diagram does not show conditional direction changes, error handling or loops. Only one preprocessing worker
is shown on this diagram (multiple preprocessing workers can be used in real-life scenarios), only one item value is being
processed and we assume that this item requires to execute at least one preprocessing step. The aim of this diagram is
to show the idea behind item value preprocessing pipeline.

* |tem data and item value is passed to preprocessing manager using socket-based IPC mechanism.
e Item is placed in the preprocessing queue.

Note:
Item can be placed at the end or at the beginning of the preprocessing queue. Zabbix internal items are always placed at
the beginning of preprocessing queue, while other item types are enqueued at the end.

* At this point data flow stops until there is at least one unoccupied (that is not executing any tasks) preprocessing worker.

¢ When preprocessing worker is available, preprocessing task is being sent to it.

» After preprocessing is done (both failed and successful execution of preprocessing steps), preprocessed value is being passed
back to preprocessing manager.

* Preprocessing manager converts result to desired format (defined by item value type) and places result in preprocessing
queue. If there are dependent items for current item, then dependent items are added to preprocessing queue as well.
Dependent items are enqueued in preprocessing queue right after the master item, but only for master items with value set
and not in NOT SUPPORTED state.

Value processing pipeline
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Item value processing is executed in multiple steps (or phases) by multiple processes. This can cause:

* Dependent item can receive values, while THE master value cannot. This can be achieved by using the following use case:

No preprocessing steps are required for both master and dependent items.
Textual value (like, "abc") should be passed to master item.

* X X X ¥

As a result, dependent item recelves a value, while master item changes itS state to NOT SUPPORTED.

* Dependent item receives value that is not present in master item history. The use case is very similar to the previous one,
except for the master item type. For example, if CHAR type is used for master item, then master item value will be truncated
at the history synchronization phase, while dependent items will receive their value from the initial (not truncated) value of
master item.

Preprocessing queue

Preprocessing queue is a FIFO data structure that stores values preserving the order in which values are revieved by preprocessing
manager. There are multiple exceptions to FIFO logic:

* Internal items are enqueued at the beginning of the queue
* Dependent items are always enqueued after the master item

To visualize the logic of preprocessing queue, we can use the following diagram:

Data gatherers

Item data

1 Preprocessing manager

A Preprocessing manager enqueues collectsd item
| value in preprocessing queue.

Preprocessing workers

Values from the preprocessing queue are flushed from the beginning of the queue to the first unprocessed value. So, for example,
preprocessing manager will flush values 1, 2 and 3, but will not flush value 5 as value 4 is not processed yet:

| | | | | | Preprocessing queue

At the current state, preprocessing queue contains
i 5 values, all values, except for #4, are processed
First unprocessed

value

Only two values will be left in queue (4 and 5) after flushing, values are added into local data cache of preprocessing manager and
then values are transferred from local cache into history cache. Preprocessing manager can flush values from local data cache in
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Master item has value type ''UINT'', (trapper item can be used), dependent item has value type ''TEXI

As there are no preprocessing steps to execute, preprocessing manager checks if master item is not ir
When both master and dependent items reach history synchronization phase, master item becomes NOT SUF



single item mode or in bulk mode (used for dependent items and values received in bulk).
Preprocessing workers

Zabbix server configuration file allows users to set count of preprocessing worker processes. StartPreprocessors configuration
parameter should be used to set number of pre-forked instances of preprocessing workers. Optimal number of preprocessing
workers can be determined by many factors, including the count of "preprocessable” items (items that require to execute any
preprocessing steps), count of data gathering processes, average step count for item preprocessing, etc.

But assuming that there is no heavy preprocessing operations like parsing of large XML / JSON chunks, number of preprocessing
workers can match total number of data gatherers. This way, there will mostly (except for the cases when data from gatherer
comes in bulk) be at least one unoccupied preprocessing worker for collected data.

Warning:

Too many data gathering processes (pollers, unreachable pollers, HTTP pollers, Java pollers, pingers, trappers, proxypollers)
together with IPMI manager, SNMP trapper and preprocessing workers can exhaust the per-process file descriptor limit for
the preprocessing manager. This will cause Zabbix server to stop (usually shortly after the start, but sometimes it can take
more time). The configuration file should be revised or the limit should be raised to avoid this situation.

14 Ro[iE/ AT TRENERE

R

¥ agent f&& (Zabbix, SNMP, IPMI, JMX) KMFF B FANEH[ARTEER , —LECESE TN T Zabbix server fEA RV,

RA[EFEA

Zabbix, SNMP, IPMI 8 JMX agents #& (4% , BB RMUFEIALEMNATIE. 735 , Zabbix agent TENBE A ImEA 7] B,

From that moment UnreachableDelay & M. 7 FH. B X & RIMZK is rechecked using one of the items (3% LLD FLN)) in this
unreachability situation and such rechecks will be performed already by unreachable pollers. BRAE AT , Bk R E]EEA 15
.

1£ Zabbix server HEF , RA[AZ BT I T EMIEERRA:

Zabbix agent item "system.cpu.load[percpu,avgl]" on host "New host" failed: first network error, wait for
Zabbix agent item "system.cpu.load[percpu,avgl5]" on host "New host" failed: another network error, wait i

EE, KBS ISR SRR (Zabbix agent) KT,

Note:
FEEHATEHRAE |, Timeout SHMAEINEN B RBAEE KT, 20R Timeout 2 20 #» , {82 UnreachableDelay & 30 ¥,
T—IkKEETE 50 BF.

UnreachablePeriod $%E X 7 0[5 KK, UnreachablePeriod fiZ%bk UnreachableDelay KJLE, XHEAEFH A AR AZHT ,
FHNELBERERILE—IR,

WMRAALEENFXR I, BiEEHREES:

k& Zabbix agent XtF#H|,"New host” T : EERE

RETREM

FNATEPEER FENZHFRHEI, AEV AT,

1E server B , AN AR BT S FEAITEERKRRHN:

temporarily disabling Zabbix agent checks on host "New host": host unavailable

ERTn ENA] REEARER R (BUKR) AL E (EE , ERIMET SR REREE)

vlate App Zabbix Agent) Enabled [l

"_. T1
=

Get value from agent failed: cannot connect to [[192.168.3.21]:32050]: [111] Connection refused

UnavailableDelay £¥E X T A EH AR BHAE , ENHRERIAR,
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BAA 60 B (BTRALES M LM BERERE | “temporarily disabling” BIXERBIEE—741).
YEHIERRER , BEHAKAMREIES:

J8 FlZabbix agent Xt "New host"EH MK E: EHNL A X

14 Unreachable/unavailable host settings

Overview

Several configuration parameters define how Zabbix server should behave when an agent check (Zabbix, SNMP, IPMI, JMX) fails
and a host becomes unreachable.

Unreachable host

A host is treated as unreachable after a failed check (network error, timeout) by Zabbix, SNMP, IPMI or JMX agents. Note that
Zabbix agent active checks do not influence host availability in any way.

From that moment UnreachableDelay defines how often a host is rechecked using one of the items (including LLD rules) in this
unreachability situation and such rechecks will be performed already by unreachable pollers (or IPMI pollers for IPMI checks). By
default it is 15 seconds before the next check.

In the Zabbix server log unreachability is indicated by messages like these:

Zabbix agent item "system.cpu.load[percpu,avgl]" on host "New host" failed: first network error, wait for
Zabbix agent item "system.cpu.load[percpu,avgl5]" on host "New host" failed: another network error, wait i

Note that the exact item that failed is indicated and the item type (Zabbix agent).

Note:
The Timeout parameter will also affect how early a host is rechecked during unreachability. If the Timeout is 20 seconds
and UnreachableDelay 30 seconds, the next check will be in 50 seconds after the first attempt.

The UnreachablePeriod parameter defines how long the unreachability period is in total. By default UnreachablePeriod is 45
seconds. UnreachablePeriod should be several times bigger than UnreachableDelay, so that a host is rechecked more than once
before a host becomes unavailable.

If the unreachable host reappears, the monitoring returns to normal automatically:

resuming Zabbix agent checks on host "New host": connection restored

Unavailable host

After the UnreachablePeriod ends and the host has not reappeared, the host is treated as unavailable.
In the server log it is indicated by messages like these:

temporarily disabling Zabbix agent checks on host "New host": host unavailable

and in the frontend the host availability icon for the respective interface goes from green (or gray) to red (note that on mouseover
a tooltip with the error description is displayed):

(Template App Zabbix Agent} Enabled [l

Get value from agent failed: cannot connect to [[192.168.3.31):32050]: [111] Connection refused

The UnavailableDelay parameter defines how often a host is checked during host unavailability.

By default it is 60 seconds (so in this case "temporarily disabling”, from the log message above, will mean disabling checks for
one minute).

When the connection to the host is restored, the monitoring returns to normal automatically, too:

enabling Zabbix agent checks on host "New host": host became available

6 filA 2%
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6 Triggers

1 fis 2ReR %K

1 Supported trigger functions
T finA 2SR TIFHERBAEBE FRF. All functions supported in trigger expressions are listed here.

eR%
FUNCTION

Description Parameters Comments

abschange

nt, str, text, log

B0an:

(RT—ME; F—ME = 4EXHH)
1,5=4

3;1=2

0;-2.5=2.5

(BT, str BUAIR [E)1E:
E—MESH—METSRNEIE, IR 0 - A str %
{28 floa . 1-FA str AAESE

BiIgn:

(AT—ME&; Je—ME = 263HE)
1;5=4

3;1=2

0;-2.5=2.5

(B 2R str BURIR [BIME:
0 - B str #%E
1- T4 str FAE%

avg (sec|#num,<time_shift>)

<Examples:
=> avg(#5) - & 5 MERKTHE
=> avg(1lh) - HIf—/NFHFIE
#num** - FE(ERI L DRE R ITEAN R (MR => avg(1lh,1d) » —XRATH—/ N PNAFIEME
£ #5hE) Fr XFOEZEE: float, int
FEETEEHANM  time_shift (F]i%E) - WE(LETE] R AEXT T4 AT8SEIA M Zabbix 1.8.2 FHAXHF time_shift ¥, FE
—A item KT {RIEE AT R4 TFHESEEE T RN TFHEH TR,
&, sec or **

Examples:

=> avg(#5) -» &M 5 MEKFHE

=> avg(1lh) - Fif—/NHHKFIEE

=> avg(1h,1d) » —KHIE— N PIETLSE

M Zabbix 1.8.2 FF44X#F time_shift ¥, FE
RATFR¥4er e ESEEE T RN AT,
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band (sec|#num,mask,<time_shift>)

¥ item B
5 mask
HATIRAL
Sk,
sec (7]

#%) or #num - & N NMRIEMNE. XIF
BEZTY: int

mask (NF]&ERE) - 64-bit TLRFSEEK (0 -
18446744073709551615)

time_shift (A]3%) - £ avg() REUEEE
#| <um FEXEMTHEARNSHMERIAR
(B{RFES M, last() %)
WREBEUZ#HHIARBHTHE | (BRFEN
SRR EHEER R 3.

TR

=> band(,12)=8 or band(,12)=4 -» 5=
RIMENGHERE | ELAERMRE.

=> band(,20)=16 —» H={(IXEHREE
RERLMHERET.

M Zabbix 2.2.0 FFI&ZEAXEREL.

time_shift (A]3%) - £ avg() RENEEE
#|um X BN TEARNSHAMEREARR
(B1RRES N, last() %),

WRE Z#HHIA KT |, B2 A
YRR BB HR 23,

(TR

=> band(,12)=8 or band(,12)=4 -» 5=
RIMENGZHERE | ELAERMNRE.

=> band(,20)=16 -» HE={(IXEHREE
RERLMHERET.

M Zabbix 2.2.0 FFI&XEAXEREL.

change

RITHKEUES 2 ATHREEK)
. XFEFER: flo
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int, str, text, log

B0n:

(BT—ME; F—ME = &)
1;5=+4

3;1=-2

0;-2.5=-2.5

[ SabschangeK i,
(B ZEFY K str BUIR [B]4E:

0 - B str A%
1 - P4 str RAEZE



The amount of difference Supported value types:
between last and previous float, int, str, text, log
values.

For example:

(previous value;last

value=change)

1;,5=+4

3;1=-2

0;-2.5=-2.5

See also: abschange for
comparison

For strings returns:
0 - values are equal
1 - values differ

count (sec|#num,<pattern>,<operator>,<time_shift>)

I<| FEETEEHINELIMARE. sec or |[#num - TGRS DS EFEN R (MRRE # /) RR. XIFEZLEED: float,

integer, string, text,pattern (FJi%) - $§ R FREAH <br>operator (A[1E) <br> XIFHRIRER: <br>eq* - £T ne -

RET <br>gt- KT 7Rge- KTEHET =8&glt - NF =le - NFET =&glike - REAE (XHK/NE) #M#ILEL => count(band

- U5 =&regexp - & pattern S HITIENRERLE (K/NEEUK) => count(10m,12iregexp - & pattern S IHITIE
NFERICEE (RXHKA/N)  => count(10m,6/<br> i ¥E: <br>eq (BXiA), ne, gt, ge, It, le, band, regexp, iregexp {X{X X %

BdE.  #num WM eq (BRIA), ne, gt, ge, It, le, regexp, iregexp {USTFFF R AR, time_shiftxlikex (BRIN), *eqx,

*nex, *regexp*, *iregexp* X¥F string, text F log ZHUME. \ *bandx*

BEM <br>*x*time\_shift*x (A[i#%) - $% avg() HRE |log<br> EMEH 0.000001, <br><br>and* fEHE=4

SEET, B /5% pattern AR/ ' AR NMIFRIR: **number\_to\_compare\_with/mask#**, count() ¥t
EEMELRIRAS , B number\_to\_compare\_with $¥iFH{THLE , 1R E5 *number\_to\_compare\_with* $¥sk

REE, WZEHITHR. <or> MRS *number\_to\_compare\_with* IS *maskx MHFER, RFEE *maskx &

W, NEEFEE number\_to\_compare\_with ZHURMEMR'/". <br>egexp* I *iregexp* {EAL=/S¥I , 1%

# pattern ATRLR— AT EMEKLL ‘@' Tk [£/] (/manual/regular_expressions#global_regular_expressions)
ENRER., FALBENREAN , EAANEHBERNATLREMNRERNERE. A7 HTENREIKLE , FoERR
KRR 4 NBFRR. BEEE, TS (FRESUEES) MTHE] (B Zabbix server {Ff) RIM¥FE

5, gAY 4 uBFEEFIE, <br>:<br>; count(10m) - iTXK 10 HepEM D, <br>gt; count(10m,"error",eq)

+ TETDHEEFT error' KA. <br>; count(10m,12) -+ Tk 10 N4 EZET 12 KA. <br>0m,12,gt) - T

X 10 #HEKXT 12 4. <br>t; count(\#10,12,gt) -+ &H 10 M ME KX T 12 4. <br>gt,1d) -» XX
AEE R+ AMERT 12 MAD%. <br>,band) - X 10 HHERMK=ZATERLE '110" (ZTHH) KA. <br>=>

count (10m, , ,1d) - BEXRXAETE)SFTHS4MER M K. <br>abbix 1.6.1 FFIEHENIF.<br> SWAFHLAR/EN Zabbix

1.8.2 FFiA¥#EX#F. <br>abbix 2.2.0 AKX IF. <br>*regexp*, *iregexp* M Zabbix 3.2.0 FIARKIEZFF. |

el Tt | -—————
| <|<|<br>**operator** (&) \

SRR IERT -\

- T\ ;
- RETN <
- AT\ ;
xgex — KFET\

- N\

- INFETN

- REAE (KHKANE) #MHILE\ =>
count (xband* - {5\

- & pattern Z¥HITENRKXALE (K/NMEHE) \ =>
count (10m, 12*iregexp* - & pattern S¥HITIENIFERILE (RX AN\

count (10m, 6/<br> FE:\

(ZRIN) , *nex, xgtx, *gex, *x1t*, *lex, *band*, *regexp*, *iregexp* {V{NZIFERIFIE. \#num SEI *eqx
(BRIN), *nex, *gt*, *gex, *1t*, xle*, *regexp*, *iregexp* V(N IFFmEIMIE. \time_shiftlike (BXiA), eq, ne,
regexp, iregexp X3 string, text 1 log B3R,  band #2B{EM <br>time_shift (A[3%) - % avg() &K% |<br>and fERE =4
SHE, EZANSE pattern TR HRAIFANEFRR: number_to_compare_with/mask. count() ER¥UTEEMBELHIR

{75 , BH number_to_compare_with £¥#{TEHLIR , 21185 number_to_compare_with $¥4ERMSE, NAZEHITH. <br> RS

¥ number_to_compare_with 15 mask MZEH, R EEHEE mask B , FEEIEE number_to_compare_with SRR/
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<br>egexp Bk iregexp fEABE=ANSHET , BN pattern JUE—NEBHEL @ FFRNE£RIENRZEX. FHALRIENER
FERE , EEXNEWEIATLRIENFRERWICE. AT HITIENREKNLE , FREBBLR . G 4 LBFRR. HEEE , X
TFHaH (FHESURET) M) (B Zabbix server /) RRHBFER , TTHESX 4 FHERIE. <br>:<br>; count(10m)
- 3% 10 HEMERANE. <br>gt; count(10m,”error”,eq) - IE X+ 4EZET error’ ISR, <br>; count(10m,12) - Tk 10 4>
SE%T 12 WA, <br>0m,12,gt) » T& 10 H4EAT 12 WA, <br>t; count(#10,12,gt) » J#H 10 MEKT 12 A%
<br>gt,1d) » MERXANE A R T4 ERKTF 12 K. <br>,band) - X 10 KM ERK=DBERME 110" (Z3HH) K.
<br>=> count(10m,,1d) - BERX/NEE] BT+ 4PERI . <br>abbix 1.6.1 FFAERIGETIF. <br> SEFIFFTLERUEIEM Zabbix
1.8.2 FHAHIEXHF. <br>abbix 2.2.0 FFIEHEFF. <br>regexp, iregexp M Zabbix 3.2.0 FFEFEIHF. |

date
LATHE) , AR *a y*
YYYYMMDD, 3ZHHEZERY:
BlAN& [El{E: 20150731
Current date in YYYYMMDD Supported value types: any
format.
Example of returned value:
20150731
dayofmonth
LEIRAANEILK  BETE  HFEZEEL any <
M 1% 31, M Zabbix 1.8.5 FFHASFFX
BRI
Day of month in range of 1 Supported value types: any
to 31.
This function is supported
since Zabbix 1.8.5.
dayofweek
LETRARNEILR , BUETE  SHFEMZEE: any
EMN1E7(A—-1 A8 -
7).
Day of week in range of 1 to Supported value types: any
7 (Mon - 1, Sun - 7).
delta

(sec|#num,<time_shift>)

FEE TSR R KB &R/ ME
BIZ (‘max()’ IFE min()’).

sec or ¥#nu

Difference between the
maximum and minimum
values within the defined
evaluation period ('max()’
minus ‘'min()’).

- JHEHIZ DS A
M (MNMGERTE # S/a) %
TRe  FFEZEA: float, int
time_shift (A[%) - %
avg() ER¥K

sec or #num - evaluation
period in seconds or in
latest collected values
specified (preceded by a
hash mark)

time_shift (optional) - see
avg()

< M Zabbix 1.8.2 FFAX#E
time_shift %4,

Supported value types:
float, int

The time_shift
parameter is supported
since Zabbix 1.8.2.

diff
IWRBRIEHREES ZATIRIME  nt str, text, log
AR, XFHEZED: float,
IR [E)A:
1-HERE
0 - EMF
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Checking if last and
previous values differ.

Supported value types:
float, int, str, text, log

Returns:

1 - last and previous values
differ

0 - otherwise

forecast
(sec|#num,<time_shift>,time,<fit>,<mode>)
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W item FRMRAE , &
/ME | IEEESTIAE. sec

or #num

- RIS DR SR FEA
W (MGRTE # 5/F) &R
T HEZEEY: float, int
time_shift (7]i%) - %
avg() R

time - FEMUMEE S 20
RIREME KT fit (A1) -
TULEC T sE ZRAIER %R

XFFROULECERSR:

linear - £k

¥ ExapolynomialN - N /X%
M= (1 <= N <=

6) =&gexponential - T§#ER|
¥ =&glogarithmic - X3%eR
¥ =&gpower - BRI =&
AE: =linear RHCAZKIA,
polynomiall Z%[ETF linear

mode (A1) - IRFHL &
W]t

FFH modes:

*value* - B (ZRIA)

*max* - I K{E

*min* - &/ME

*delta* - * oK *-* Fgx/\ *

*avg* - FA9(E

=%
*value* Tl item {B7E
now+time KB &
*max*, *min*, *delta* 1
*avg* ERAE now Al
now+time BJE)EGITE item
{& |<999999999999.9999
HENT
-999999999999.9999, iR [A]
EMNERE R
999999999999.9999 H
-999999999999.9999 ,
REEFRER PR E RN A
AT (BERME R, T
WEISE) , BIERITIR
[E]-1,
ples:
; forecast(\#10,,1h) - R1F
XHTHINMETU— /N S
&
; forecast(1h,,30m) - tB4EL
FE—/NERETIN =245
A
; forecast(1h,1d,12h) - 1R1E
WE KA A Bt 8] s BT — 4N NG
EFR+ AN FRRE
t; fore-
cast(1h, 10m,exponential) -
AR £ —/ N RHEFHR IR TS
PR I 4r 4 R {E
=> fore-
cast(1h,2h,polynomial3,max)
- RIEE R —/NEHE IR
=R EMA T INE /N
ENISPANE]
gt; forecast(\#2,-20m) - g
1 9@ BRI ANMETN — 535
AIEME (PLER last() 3k



Future value, max, min,
delta or avg of the item.

sec or #num - evaluation
period in seconds or in
latest collected values
specified (preceded by a
hash mark)

time_shift (optional) - see
avg()

time - forecasting horizon
in seconds

fit (optional) - function used
to fit historical data

Supported fits:

linear - linear function
polynomialN - polynomial of
degree N (1 <= N <= 6)
exponential - exponential
function

logarithmic - logarithmic
function

power - power function

Note that:

linear is default,
polynomiall is equivalent to
linear

mode (optional) -
demanded output

Supported modes:
value - value (default)
max - maximum

min - minimum

delta - max-min

avg - average

Note that:

value estimates item value
at the moment now + time
max, min, delta and avg
investigate item value
estimate on the interval
between now and now +
time

Supported value types:
float, int

If value to return is larger
than 999999999999.9999
or less than
-999999999999.9999,
return value is cropped to
999999999999.9999 or
-999999999999.9999
correspondingly.

Becomes not supported only
if misused in expression
(wrong item type, invalid
parameters), otherwise
returns -1 in case of errors.

Examples:

=> forecast(#10,1h) -
forecast of item value after
one hour based on last 10
values

=> forecast(1h,30m) -
forecast of item value after
30 minutes based on last
hour data

=> forecast(1lh,1d,12h) »
forecast of item after 12
hours based on one hour
one day ago

=> fore-
cast(1h,10m,exponential) »
forecast of item value after
10 minutes based on last
hour data and exponential
function

=> fore-
cast(1h,2h,polynomial3,max)
- forecast of maximum
value item can reach in next
two hours based on last
hour data and cubic (third
degree) polynomial

=> forecast(#2,-20m) —»
estimate the value of an
item which was 20 minutes
ago based on last two
values (this can be more
precise than using last() or
prev(), especially if item is
updated rarely, say, once an
hour)

This function is supported
since Zabbix 3.0.0.
Negative time values are
supported since Zabbix
3.0.6 and 3.2.2.

See also additional
information on predictive
trigger functions.
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fuzzytime (sec)

HE item WIFTEIEF zabbix  XFFEZERY: float, int <

server BfE]Z [EMEZEZ K. IR [E)A:

sec - Fh¥k 0 - item BJ|E)EA0 zabbix
server B[R 2 (A ZRITHE
LN
1-HE,

#{#F system.localtime 3k
B AHEEZE S5 zabbix
server KIES(EJAEE].

AT A{E A
vfs.file.time[/path/file,modify]
BERNSUH R B KNERE
#.

&2n:
=> fuzzytime(60)=0 - R
BB Z#RiT 60 # , AN

E—/Ma)d
Checking how much an item sec - seconds Supported value types:
timestamp value differs float, int
from the Zabbix server time.

Returns:

0 - if difference between
item timestamp value and
Zabbix server timestamp is
over T seconds

1 - otherwise.

Usually used with
system.localtime to check
that local time is in sync

with local time of Zabbix
server.

Can be used also with
vfs.file.time[/path/file,modify]
key to check that file didn’t
get updates for long time.

Example:

=> fuzzytime(60)=0 -
detect a problem if time
difference is over 60

seconds
iregexp
(pattern,<sec|#num>)
R regexp() 2800, R #FEZTY: str, log, te t
BRXN KNG, &%
regexp() ER¥K
This function is a non see regexp() Supported value types: str,
case-sensitive analogue of log, text

regexp().

last
(sec|#num,<time_shift>)
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RILHE. **se

The most recent value.

ok (A[4H) or #num - BT
FI%E N ME XRHEZE:
float,time_shift (7]3%) - &
2% avg() ER%K

sec (ignored) or #num - the

Nth most recent value
time_shift (optional) - see
avg()

int, str, text, log

FEZB AN #num SEFNIER
B R RERR—#E,

5n:

last() @& ZFE)T last(#1)
last(#3) - =/ RHE (R
B=ARHE)

HNSR1E history FRI—FE L
METFFFE , Zabbix RNBEIRIE
BB .

M Zabbix 1.6.2 FFIA 3+
#num 2%,

M Zabbix 1.8.2 FFia3 4+
time_shift $¥k,
Supported value types:
float, int, str, text, log

Take note that #num works
differently here than with
many other functions.

For example:

last() is always equal to
last(#1)

last(#3) - third most recent
value (not three latest
values)

Zabbix does not guarantee
exact order of values if
more than two values exist
within one second in history.

The #num parameter is
supported since Zabbix
1.6.2.

The time_shift
parameter is supported
since Zabbix 1.8.2.

logeventid (pattern)

KERIEBEICRHN EventID
T BILALIENFRIER,
pattern - IE3RIX

Checking if event ID of the
last log entry matches a
regular expression.

TEILACHESS | STFFPOSIX

extended R ZTFHEHA:

log

pattern - regular
expression describing the
required pattern, Perl
Compatible Regular
Expression (PCRE) style.

<

IR [E|{E:

0 - RNILELD
1 - [LEg

M Zabbix 1.8.5 FFIATIFX
ERI%A
Supported value types: log

Returns:
0 - does not match
1 - matches

This function is supported
since Zabbix 1.8.5.

logseverity
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RIEASCRNEEFER. X

FHEZEL |

Log severity of the last log
entry.

9

<

R[EE:

0 - BUASER

N - SR (B, % R
Windows HiEZ%K: 1- 58,
2-%E 4 HNR, 7 - FHITR
W, 8 - BitA®, 9 - FEs
i®, 10 - Verbose).

Zabbix JA Windows BiEZE4
F ) Information FFELFREX
HEER.

Supported value types: log

Returns:

0 - default severity

N - severity (integer, useful
for Windows event logs: 1 -
Information, 2 - Warning, 4 -
Error, 7 - Failure Audit, 8 -
Success Audit, 9 - Critical,
10 - Verbose).

Zabbix takes log severity
from Information field of
Windows event log.

logsource (pattern)

KERILNAECRERILE

IR HEKIR.

pattern - string 255!

Checking if log source of the

last log entry matches
parameter.

XFFEZET: log

pattern - required string

<

R EME:

0 - ANILEC

1-DUED

EE BT Windows HESEH.
5140, logsource("VMware
Server”).

Supported value types: log

Returns:

0 - does not match

1 - matches

Normally used for Windows
event logs. For example,
logsource(”"VMware
Server”).

max
(sec|#num,<time_shift>)

FEEEHAN—1 item K&
K{H. sec or*

Highest value of an item
within the defined
evaluation period.

#num** - TEEHIAZ DRbEk
SHENML (MERIE # 5
Jg) FR XIFEZER: float,
int

time_shift (7]%) - %
avg() ER¥K

sec or #num - evaluation
period in seconds or in
latest collected values
(preceded by a hash mark)
time_shift (optional) - see
avg()

< M Zabbix 1.8.2 FFa#F
time_shift £¥.

Supported value types:
float, int

The time_shift
parameter is supported
since Zabbix 1.8.2.
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min
(sec|#num,<time_shift>)

FBEHEHIN—1 item K&

/IME. secor*

Lowest value of an item
within the defined
evaluation period.

#num* - JEERI L DFbak
FEML (MIERE # 5
J&) FR XFEZE: float,
int

time_shift (7]1%) - &
avg() ER¥

sec or #num - evaluation
period in seconds or in
latest collected values
(preceded by a hash mark)
time_shift (optional) - see
avg()

< M Zabbix 1.8.2 FFAX#E
time_shift %4,

Supported value types:
float, int

The time_shift
parameter is supported
since Zabbix 1.8.2.

nodata (sec)

KRB EHINE SRR
. sec - F{LHA

Checking for no data
received.

BiAR,  XIFEZER: any
THERIARRAZ DT 30 7,
A timer 408254 30 AR
— KR E.

nodata(0) AW 1 -

sec - evaluation period in
seconds.

The period should not be
less than 30 seconds
because the timer process
calculates this function only
every 30 seconds.

nodata(0) is disallowed.

< IR[E{E:
Eichan At ek el e
0-HE

EE  MREF—NSUIEE
B TR BRLA T A1 | XER|

BaIREE:

- Zabbix server #E S

- KB A3

- item BURINSKEFTIBIE
- SR B R ERRASELE R
I Info 31,

Supported value types: any

Returns:

1 - if no data received during
the defined period of time

0 - otherwise

Note that this function will
display an error if, within the
period of the 1st parameter:
- there’s no data and Zabbix
server was restarted

- there’s no data and
maintenance was
completed

- there’s no data and the
item was added or
re-enabled

Errors are displayed in the
Info column in trigger
configuration.

now

FEE Epoch (00:00:00 UTC,

January 1, 1970) R, X

¥

Number of seconds since
the Epoch (00:00:00 UTC,
January 1, 1970).

I

:any

Supported value types: any
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(sec|#num,<time_shift>,percentage)

P-th —ERERINE43E , P
(percentage) A% =1%
¥, sec or ¥ #n

P-th percentile of a period,
where P (percentage) is
specified by the third
parameter.

e - SR DS
BN (MBURTE # S5/F) &
N XFHEZEFY: float, int
time_shift (A[%) - %
avg() %

percentage - 0 | 100 (8
1) ZMRFRE, IR E
HZREBIRII Zabbix 3.0.0
FHAXFFZLER

sec or #num - evaluation
period in seconds or in
latest collected values
(preceded by a hash mark)
time_shift (optional) - see
avg()

percentage - a
floating-point number
between 0 and 100
(inclusive) with up to 4 digits
after the decimal point

<6

Supported value types:
float, int

This function is supported
since Zabbix 3.0.0.

BaT—ME. X3F

Previous value.

E
2

float, int, str, text, log

IREHERN last(#2) AE.
Supported value types:
float, int, str, text, log

Returns the same as
last(#2).

(pattern,<sec|#num>)

RERILRE R BILALENF
%=, pattern - 1E

Checking if the latest (most
recent) value matches
regular expression.

FER, ZFPOSIX extended
X, FFEZEA: str, text,
log

sec or #num (7] %) - WE{LHA
AZ DI FENEL (DK
IRIE # SfF) RN, XFMENL
T, TTRER 2 MEHAIE.,

pattern - regular
expression, Perl Compatible
Regular Expression (PCRE)
style.

sec or #num (optional) -
evaluation period in seconds
or in latest collected values
(preceded by a hash mark).
In this case, more than one
value may be processed.

< R[EE:

1 - OLfg

0 - RILEC, wMRBLZAMERE
W HpF—MELiths
&ME 1,

KERPX KNG,

Supported value types: str,
text, log

Returns:
1 - found
0 - otherwise

If more than one value is
processed, ‘1’ is returned if
there is at least one
matching value.

This function is
case-sensitive.
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str (pattern,<sec|#num>)

MBHEFER—DTFHE,

pattern

Finding a string in the latest
(most recent) value.

string B 3FEZEHY: str,
tsec or #num (R]%) - WL
R Db E I EAN L (A
WIRTE # S5/F) R, XFE
T, TEER Z MERAIE,

pattern - required string
sec or #num (optional) -
evaluation period in seconds
or in latest collected values
(preceded by a hash mark).
In this case, more than one
value may be processed.

xt, log

R [EE:

1-3%5)

0 - X3, MRELMEW
A3, HPH-—MEREH S
&[] 1,

HEHX S KNE,
Supported value types: str,
text, log

Returns:
1 - found
0 - otherwise

If more than one value is
processed, ‘1’ is returned if
there is at least one
matching value.

This function is
case-sensitive.

strlen
(sec|#num,<time_shift>)

BRHENTETKE (MAEF
Ti¥). sec (A[ABE) or

Length of the latest (most
recent) value in characters
(not bytes).

#num - SHIHE N ME X
FEEZETY: str, text, log
time_shift (7)) - %
avg() R

sec (ignored) or #num - the
Nth most recent value
time_shift (optional) - see
avg()

< FEEMA #num 2HFE
EHERBTRERAR—H.

NE

=> strlen()(%RF
strlen(#1)) » RFENKE
=> strlen(#3) » RHNE=
MERKE

=> strlen(,1d) » —XBI=H
ERKE.

M Zabbix 1.8.4 FFHAZIFZ
ER#R.

Supported value types: str,
text, log

Take note that #num works
differently here than with
many other functions.

Examples:

=> strlen()(is equal to
strlen(#1)) - length of the
latest value

=> strlen(#3) - length of
the third most recent value
=> strlen(,1d) - length of
the most recent value one
day ago.

This function is supported
since Zabbix 1.8.4.
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sum
(sec|#num,<time_shift>)

HEETEEHAN item {ERIF,

sec o

Sum of collected values
within the defined
evaluation period.

#num - TEEHIAZ DRk
FEMNL (MEERE # S5/F)
TR XFFEZER: float, int
time_shift (A[%) - %
avg() ER¥K

sec or #num - evaluation
period in seconds or in
latest collected values
(preceded by a hash mark)
time_shift (optional) - see
avg()

< M Zabbix 1.8.2 FFAX#E
time_shift %4,

Supported value types:
float, int

The time_shift
parameter is supported
since Zabbix 1.8.2.

time
WHTRTE , BL HHMMSS %%, an *
RN, CHHEZR:
IR [E{EZN: 123055
Current time in HHMMSS Supported value types: any
format.
Example of returned value:
123055
timeleft

(sec|#num,<time_shift>,threshold, <fit>)
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item FEIE XREFTEL X
i), BARARD,

*rHENu

sec or

- FEEHR & DR SR T E
MR (MGRTE # S/5) &
R XFEZEE: float, int
time_shift (A]i%) - £%
avg() ER¥R

threshold - [A{E 0 fit (A]
1%) - £% forecast() K%L

207

< REEKXF
999999999999.9999, Mk
B’EAN
999999999999.9999,
MREAREEENE IR EER
4 999999999999.9999,

RBEREIXERNAARTH
(SR item 2B | TTHHS
W), BESHREIRE-1,

T~

=> timeleft(#10,,0) - RiE
R METEERE 0 &
EETiE)

=> timeleft(1h,100) - RE
T E—/NHEITTEEIXE
100 FEHIET(A]

=> timeleft(1h,1d,0) - 1R1E
WER 24 BT [B] s BT — AN/ N
EITEEAE) 0 FEMITE
=>
timeleft(1h,200,polynomial2)
- IRIEE K —/ N AE FHRIR
TR WA AT BEEE
200 FEHINT(A]

M Zabbix 3.0.0 FFHATIFX
EREH,

M Zabbix 3.0.6 1 3.2.2 FF
A FFUNit symbols f
threshold £%K.

J@it predictive trigger
functionsBFY RIEE.



sec or #num - evaluation
period in seconds or in
latest collected values
specified (preceded by a
hash mark)
time_shift (optional)
avg()

threshold - value to reach
fit (optional) - see forecast()

Time in seconds needed for
an item to reach a specified
threshold.

- see

Supported value types:
float, int

If value to return is larger

than 999999999999.9999,
return value is cropped to

999999999999.9999.

Returns
999999999999.9999 if
threshold cannot be
reached.

Becomes not supported only
if misused in expression
(wrong item type, invalid
parameters), otherwise
returns -1 in case of errors.

Examples:

=> timeleft(#10,0) - time
until item value reaches
zero based on last 10 values
=> timeleft(1h,100) - time
until item value reaches 100
based on last hour data

=> timeleft(1h,1d,0) - time
until item value reaches 0
based on one hour one day
ago

=>
timeleft(1h,200,polynomial2)
- time until item reaches
200 based on last hour data
and assumption that item
behaves like quadratic
(second degree) polynomial

This function is supported
since Zabbix 3.0.0.

Unit symbols in threshold
parameter are supported
since Zabbix 3.0.6 and
3.2.2.

See also additional
information on predictive
trigger functions.

Attention:

1) FrAREOR EMEEASUEZEE. Blan , ROTRER B F R EV%E.
2) B ERERABE R TARSUE LG
3) FRHEISHENZERANES. BN,

AT RER WEHRARAT .

4) A trigger REH ) sec #1 time_shift SEELVIMESEITY,

IE) B fR4R S item BRI TR TTK.
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A

Attention:
1) All functions return numeric values only. Comparison to strings is not supported, for example.

2) Some of the functions cannot be used for non-numeric parameters!
3) String arguments should be double quoted. Otherwise, they might get misinterpreted.

4) For all trigger functions sec and time_shift must be an integer with an optional time unit suffix and has absolutely
nothing to do with item’s data type.

BR¥5 unsupported item

Functions and unsupported items

Attention:
M Zabbix 3.2 744 , nodata(), date(), dayofmonth(), dayofweek(), now() 1 time() R #BSIF AT unsupported item,
{BE AR B AR ESK AT supported item,

Attention:
Starting from Zabbix 3.2, nodata(), date(), dayofmonth(), dayofweek(), now() and time() functions are calculated
for unsupported items, too. Other functions require that the referenced item is in a supported state.

Mt

7 Macros

1 RERSR

1 Macros supported by location
W

Overview

TRAE Zabbix TIFERMTEFIFK, The table contains a complete list of macros supported by Zabbix.

R TR MRAER

Macro  Supported in Description

{ACTION.ID} - HF Trigger fBAIFI64 *action»  BFEFRR, *
RIEM N 2.~ BEERIED .0 FRIASHF.
- PIRBIE N
- WIEE B
{ACTION.ID} - Trigger-based notifications and Numeric ID of the triggered action.
commands Supported since 2.2.0.

- Discovery notifications

- Auto-registration notifications
- Internal notifications

- Problem update notifications

{ACTION.NAME} - T Trigger WiBMMa4 *action-» &R, *
RIEM N 2.- BaEMEHN .0 FFHAHE.
- NEREAN
- WA AN
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{ACTION.NAME}

- Trigger-based notifications and
commands

- Discovery notifications

- Auto-registration notifications
- Internal notifications

- Problem update notifications

Name of the triggered action.
Supported since 2.2.0.

{ALERT.MESSAGE} - IREMESH ~ ZIAER ction icE, *
M 3.0.0 FHIASTHF,
{ALERT.MESSAGE} - Alert script parameters 'Default message’ value from action
configuration.
Supported since 3.0.0.
{ALERT.SENDTO} - IREWASH < EXRET FIREEANECE, *
M 3.0.0 FFIaH.
{ALERT.SENDTO} - Alert script parameters 'Send to’ value from user media
configuration.
Supported since 3.0.0.
{ALERT.SUBJECT} - IREMESE * FIAER ction it &, *
M 3.0.0 FHIAH.
{ALERT.SUBJECT} - Alert script parameters 'Default subject’ value from action
configuration.
Supported since 3.0.0.
{DATE} - BT Trigger B4 4 * WaTHS yyyy.mm.dd #&=, *
[EMER - RIEH
- BB
- PIERIEAN
- BIEE B
{DATE} - Trigger-based notifications and Current date in yyyy.mm.dd. format.

commands

- Discovery notifications

- Auto-registration notifications
- Internal notifications

- Problem update notifications

{DISCOVERY.DEVICE.IPADDRESS}

{DISCOVERY.DEVICE.IPADDRESS}

- RULEX * R

- Discovery notifications

WK 1P HiE, *
MRET 2 ERMRE .

IP address of the discovered device.
Available always, does not depend on
host being added.

{DISCOVERY.DEVICE.DNS}

{DISCOVERY.DEVICE.DNS}

- RIEH * R

- Discovery notifications

&M DNS &FR, *
AMRET B ERMEE.

DNS name of the discovered device.
Available always, does not depend on
host being added.

{DISCOVERY.DEVICE.STATUS}

- RIVEF * HK
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{DISCOVERY.DEVICE.STATUS}

- Discovery notifications

Status of the discovered device: can
be either UP or DOWN.

{DISCOVERY.DEVICE.UPTIME}

- RIE //5E

R &L — R RIKS B RS 8] .
<br> 50 1h 29m N\ TR
DOWN ik , XZ2HEHLA A, |

| {DISCOVERY.DEVICE.UPTIME} |-
Discovery notifications |Time since the
last change of discovery status for a
particular device.//

For example: 1h 29m.

For devices with status DOWN, this is
the period of their downtime.

{DISCOVERY.RULE.NAME}
{DISCOVERY.RULE.NAME}

- RUVEX * K

- Discovery notifications

BERFEBFERNEIFANZFR, *
Name of the discovery rule that
discovered the presence or absence of
the device or service.

{DISCOVERY.SERVICE.NAME}
{DISCOVERY.SERVICE.NAME}

- RIEH * R

- Discovery notifications

RSB FR, A\BlaN: HTTP,
Name of the service that was
discovered.

For example: HTTP.

{DISCOVERY.SERVICE.PORT}

{DISCOVERY.SERVICE.PORT}

- RIVEF * |AK

- Discovery notifications

RSeH0 ., *

f5i4n: 80,

Port of the service that was
discovered.

For example: 80.

{DISCOVERY.SERVICE.STATUS}
{DISCOVERY.SERVICE.STATUS}

- RIEBH * HR
- Discovery notifications

REHPRE. * ATRER UP 8k DOWN,
//Status of the discovered service://
can be either UP or DOWN.

{DISCOVERY.SERVICE.UPTIME}

- RIE //5E

T RS B — IR AR B R A
<br> F40: 1h 29m \XFFREHR
DOWN HIfRS , X2 HASIRATE)., |

| {DISCOVERY.SERVICE.UPTIME} |-
Discovery notifications |Time since the
last change of discovery status for a
particular service.//

For example: 1h 29m.

For services with status DOWN, this is
the period of their downtime.

{ESC.HISTORY}

- ZT Trigger fIBAM S *ITFKIU
BRI - PEREA BoRSE - BUEER
B
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{ESC.HISTORY}

- Trigger-based notifications and
commands

- Internal notifications

- Problem update notifications

Escalation history. Log of previously
sent messages.

Shows previously sent notifications, on
which escalation step they were sent
and their status (sent, in progress or
failed).

{EVENT.ACK.STATUS}

{EVENT.ACK.STATUS}

- £T Trigger MIBAIMGB S * FHHN
TIAR - BB ENE A

- Trigger-based notifications and
commands

- Problem update notifications

. (Yes/No)*.

Acknowledgement status of the event
(Yes/No).

{EVENT.AGE}

{EVENT.AGE}

- BT Trigger FIBAMAGS * ik zh
EE - KU XEH - Bzt
&N

- PYRBIEAN

- BEE B

- Trigger-based notifications and
commands

- Discovery notifications

- Auto-registration notifications

- Internal notifications

- Problem update notifications

FEERT, *
BEEEIER .

Age of the event that triggered an
action.
Useful in escalated messages.

{EVENT.DATE}

{EVENT.DATE}

- ET Trigger WIBAF a4 * fhAsh
1ERIZE - RIEBAN

- BB

- BB

- WEE BN

- Trigger-based notifications and
commands

- Discovery notifications

- Auto-registration notifications
- Internal notifications

- Problem update notifications

RERM, *

Date of the event that triggered an
action.

{EVENT.ID}

{EVENT.ID}

- ET Trigger FIEMM S * RN
ERIZE - ZINBAN

- BB

- PYRBIE AN

- WEE B

- Trigger-based notifications and
commands

- Discovery notifications

- Auto-registration notifications
- Internal notifications

- Problem update notifications

Numeric ID of the event that triggered
an action.

{EVENT.NAME}

{EVENT.NAME}

- BT Trigger IEXIFEGHS * K 3N
YRR — R FIBHRIM 4.0

- Trigger-based notifications

- Problem update notifications

B EEHNET, *

FHASTHF .

Name of the problem/recovery event
that triggered an action.

Supported since 4.0.0.
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{EVENT.NSEVERITY} - ®T Trigger RIBAFdS * FHM  TTREMNME: 0- KA, 1- 158, 2 - 845, 3 -
KR, - HIEEFEEM 4.0. L&, 4-5,5- K.
FHASTH .
{EVENT.NSEVERITY} - Trigger-based notifications Numeric value of the event severity.
- Problem update notifications Possible values: 0 - Not classified, 1 -
Information, 2 - Warning, 3 - Average,
4 - High, 5 - Disaster.
Supported since 4.0.0.
{EVENT.RECOVERY.DATE} - ET Trigger WIBEMMGS *REE |, *
TR - WRBIES RAEM - BEEH  WEEE.
BHEM 2.2. FHASTH .
{EVENT.RECOVERY.DATE} - Trigger-based notifications Date of the recovery event.

- Internal notifications
- Problem update notifications

Can be used in recovery messages
only.
Supported since 2.2.0.

{EVENT.RECOVERY.ID}

{EVENT.RECOVERY.ID}

- BTF Trigger MIBAIMGS *REE
HEER > NERIESA1 RBER - BIEEH
B0

- Trigger-based notifications

- Internal notifications

- Problem update notifications

R *
EIHE. M 2.2.0 FIaHF.

Numeric ID of the recovery event.
Can be used in recovery messages
only. Supported since 2.2.0.

{EVENT.RECOVERY.STATUS}

{EVENT.RECOVERY.STATUS}

- #TF Trigger KIBAM®HS *REE
HER - NEBIEE] RBEM - MEEHT
BER I

- Trigger-based notifications

- Internal notifications

- Problem update notifications

*

WEIBE. WM 2.2.0 FFIaXHF.

Verbal value of the recovery event.
Can be used in recovery messages
only. Supported since 2.2.0.

{EVENT.RECOVERY.TAGS}

{EVENT.RECOVERY.TAGS}

- BT Trigger KB4 *ES5
fRETK — BIEERTIBAIM 3.2.

- Trigger-based notifications and
commands
- Problem update notifications

4 tag FIR. * MRARTFAE tag , WA
TR,

FHASTH.

A comma separated list of recovery
event tags. Expanded to an empty
string if no tags exist.

Supported since 3.2.0.

{EVENT.RECOVERY.TIME}

{EVENT.RECOVERY.TIME}

- ETF Trigger RIBAMMGS * KEE
IR - NEBIBE] RBEM - MR
&N

- Trigger-based notifications

- Internal notifications

- Problem update notifications

*
REHE. M 2.2.0 FIaZF.

Time of the recovery event.

Can be used in recovery messages
only.

Supported since 2.2.0.

{EVENT.RECOVERY.VALUE}

- EF Trigger BG4S *KE
ROk > NERBA REER - WEE R
B4
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{EVENT.RECOVERY.VALUE} - Trigger-based notifications Numeric value of the recovery event.
- Internal notifications Can be used in recovery messages
- Problem update notifications only.
Supported since 2.2.0.
{EVENT.SEVERITY} - £T Trigger FRIEHMM S * FHH
KA. - BIEEFHBHM 4.0 FHASTH .
{EVENT.SEVERITY} - Trigger-based notifications Name of the event severity.
- Problem update notifications Supported since 4.0.0.
{EVENT.STATUS} - BT Trigger KIBMHAHS * kst K. *
HIE - RIEE N 2.- BaiEfiEm .0 FHIAHF.
- PYRBIEAN
- IS HIE A
{EVENT.STATUS} - Trigger-based notifications and Verbal value of the event that
commands triggered an action.
- Discovery notifications Supported since 2.2.0.
- Auto-registration notifications
- Internal notifications
- Problem update notifications
{EVENT.TAGS} - BF Trigger fBAIMGS * FES 4 tag 33K, * RARTELE tag , MRS
AR - BEEEFEAMMN 3.2. FHEH,
FHa3CHF.
{EVENT.TAGS} - Trigger-based notifications and A comma separated list of event tags.

commands
- Problem update notifications

Expanded to an empty string if no tags
exist.
Supported since 3.2.0.

{EVENT.TIME}

{EVENT.TIME}

- BT Trigger RIBAMAS * ik zh
ERIZE - ZINBA

- BEEAE

- PIEBIEAN

- WFEEHIE AN notifications

- Trigger-based notifications and
commands

- Discovery notifications

- Auto-registration notifications
- Internal notifications

- Problem update notifications

e, *

Time of the event that triggered an
action.

{EVENT.UPDATE.ACTION}

- IR HIBA * AR
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{EVENT.UPDATE.ACTION}

- Problem update notifications

Human-readable name of the action(s)
performed during problem update.
Resolves to the following values:
acknowledged, commented, changed
severity from (original severity) to
(updated severity) and closed
(depending on how many actions are
performed in one update).

Supported since 4.0.0.

{EVENT.UPDATE.DATE}

{EVENT.UPDATE.DATE}

- HIEERTIBAN * iR

- Problem update notifications

&), (A, F). *

EUABARTAOAR: {ACK.DATE}
Date of problem update
(acknowledgement, etc).
Deprecated name: {ACK.DATE}

{EVENT.UPDATE.HISTORY}

{EVENT.UPDATE.HISTORY}

- EF Trigger RIBAAGS * 15K
SR — RS HTE &AL AR

- Trigger-based notifications and
commands

- Problem update notifications

. (WA, %) *

: {EVENT.ACK.HISTORY}
Log of problem updates
(acknowledgements, etc).
Deprecated name:
{EVENT.ACK.HISTORY}

{EVENT.UPDATE.MESSAGE}

{EVENT.UPDATE.MESSAGE}

- HEERTIB AN * iR R

- Problem update notifications

*
/Cao

ELRRABTEZA: {ACK.MESSAGE}
Problem update message.
Deprecated name: {ACK.MESSAGE}

{EVENT.UPDATE.TIME}

{EVENT.UPDATE.TIME}

- HIEERTIBAN * iR

- Problem update notifications

B, (A, &).*

B ABTHAR: {ACK.TIME}
Time of problem update
(acknowledgement, etc).
Deprecated name: {ACK.TIME}

{EVENT.VALUE}

{EVENT.VALUE}

- BT Trigger KBNS S * A SNE
HIE - RIEE N 2.- BahiEfiEm
- PYRBIEAN

- IS RIE A

- Trigger-based notifications and
commands

- Discovery notifications

- Auto-registration notifications

- Internal notifications

- Problem update notifications

A (1 KRS, 0 HIRE), *
.0 FFIACHE.

Numeric value of the event that
triggered an action (1 for problem, 0
for recovering).

Supported since 2.2.0.
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{HOST.CONN<1-9>}

{HOST.CONN<1-9>}

- ET Trigger FIEMMES * RE IP
gk D- PNEBIAAN M 2.- IEEHIBAN
- £ RME (BEHIASE)

- HIEF Y Icon FR&E!

- ltem key ok

- R&¥HO IP/DNS

- Wi R R

- SSH I Telnet B>

- JMX item endpoint ZFEX

- Web ';u"{}?e

> Low-level KIFRT BERIF AR’
- B URL {URIR/ N/ SRR TT RN
URL 7E°

- Trigger &7

- Trigger URLs™®

- B tag NAFRME

- HTTP agent [ item 258, item JREY
FARINANF B

URL, query fields, request body,
headers, proxy, SSL certificate file,
SSL key file.

- Trigger-based notifications and
commands

- Internal notifications

- Problem update notifications

- Global scripts (including
confirmation text)

- Icon labels in maps1

- Item key parameters2

- Host interface IP/DNS

- Database monitoring additional
parameters5

- SSH and Telnet scripts5

- JMX item endpoint field

- Web monitoring6

- Low-level discovery rule filter
regular expressions8

- URL field of dynamic URL dashboard
widget/screen element®

- Trigger names and descriptions

- Trigger URLs™

- Event tags and values

- HTTP agent type item, item
prototype and discovery rule fields:
URL, query fields, request body,
headers, proxy, SSL certificate file,
SSL key file.

S &R, KRBT REME. .
.0 FFHIE3HF.

Host IP address or DNS name,
depending on host settings3.
Supported in trigger names since
2.0.0.

{HOST.DESCRIPTION<1-9>}

{HOST.DESCRIPTION<1-9>}

- ET Trigger RIEMM a4 REF#A,
- NEREE M 2. BUEEHTEA

- HIEF Y Icon FR&!

- Trigger-based notifications and
commands

- Internal notifications

- Problem update notifications

- Icon labels in maps1

<.0 FHAHF.

Host description.
Supported since 2.4.0.
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{HOST.DNS<1-9>}

{HOST.DNS<1-9>}

- BT Trigger BB S * X%
DNS % - PEBIEN tri- HEEHIEHM
- £ RME (BEHIASE)

- HIEF Y Icon FR&E!

- ltem key ok

- & &3O IP/DNS

- Wi R R

- SSH I Telnet B>

- JMX item endpoint ZFEX

- Web ';u"{}?e

> Low-level KIFRT BERIF AR’
- B URL {URIR/ N/ SRR TT RN
URL 7E°

- Trigger &7

- Trigger URLs™®

- E4 tag MNEFRIME

- HTTP agent [ item 258, item JREY
AT FER:

URL, query fields, request body,
headers, proxy, SSL certificate file,
SSL key file.

- Trigger-based notifications and
commands

- Internal notifications

- Problem update notifications

- Global scripts (including
confirmation text)

- Icon labels in maps1

- |ltem key parameters2

- Host interface IP/DNS

- Database monitoring additional
parameter55

- SSH and Telnet scripts5

- JMX item endpoint field

- Web monitoring6

- Low-level discovery rule filter
regular expressions8

- URL field of dynamic URL dashboard
widget/screen element®

- Trigger names and descriptions

- Trigger URLs™®

- Event tags and values

- HTTP agent type item, item
prototype and discovery rule fields:
URL, query fields, request body,
headers, proxy, SSL certificate file,
SSL key file.

*3

ger ZF M 2.0.0 FFHaFF.

Host DNS name>.
Supported in trigger names since
2.0.0.
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{HOST.HOST<1-9>} - ET Trigger RIBAF®HS REBIR,
- BENAMES {HOS- NEREN
- WS EE 4N
- 2RMAE (BIERAXE)
- Item key {&
- HIEF ) Icon AR%E
~[11(supported_by_location#footnotes)”™
- & &N IP/DNS
- ¥R B AR I B
~[51(supported_by_location#footnotes)”™
- SSH #0 Telnet {2
~[51(supported_by_location#footnotes)”™
- JMX item endpoint FFEX
- Web W5#%
~[6](supported_by_location#footnotes)”™
- Low-level ZILFLEIEIE NFAT
~[8l(supported_by location#footnotes)”™
- FNZS URL {URIR/ N/ R ITTHRN
URL FE&
~[8](supported_by_location#footnotes)”™
- Trigger &F 0k
- Trigger URLs
~[10](supported_by_location#footnotes)”™
- B4 tag RNBFRIME
- HTTP agent [] item 258, item JREY
A TAL N FER:
URL, query fields, request body,
headers, proxy, SSL certificate file,
SSL key file, |[<NAME<1-9>} B27R#

X
{HOST.HOST<1-9>} - Trigger-based notifications and Host name.
commands {HOSTNAME<1-9>} is deprecated.

— Auto registration notifications

- Internal notifications

- Problem update notifications

- Global scripts (including
confirmation text)

- Item key parameters

- Icon labels in maps1

- Host interface IP/DNS

- Database monitoring additional
parameters5

- SSH and Telnet scripts5

- JMX item endpoint field

- Web monitoring6

- Low-level discovery rule filter
regular expressions8

- URL field of dynamic URL dashboard
widget/screen element®

- Trigger names and descriptions
- Trigger URLs 10

- Event tags and values

- HTTP agent type item, item
prototype and discovery rule fields:
URL, query fields, request body,
headers, proxy, SSL certificate file,
SSL key file.

218



{HOST.ID<1-9>}

{HOST.ID<1-9>}

- 3T URLs *i% - )& URL {)3RAR
/NEDI RS TT RN URL FE

- Trigger URLs™®

- E4 tag NEFRIME

- Map URLs

- URL field of dynamic URL dashboard
widget/screen element®

- Trigger URLs™

- Event tags and values

Host ID.

{HOST.IP<1-9>}

{HOST.IP<1-9>}

- ETF Trigger KWBAMGS * 1”& IP
itk - BEEAES M 2.0.- NEREH
- WIEE B

- 2RMAE (BIERAXE)

- HIE ) Icon FRas"

- Item key {&°

- &&$%M IP/DNS

- Database monitoring additional
parameters5

- SSH # Telnet fijz<°

- JMX item endpoint ZFE&

- Web 5°

> Low-level ZIHLNL JEIFRZFAR"
- T URL (SERAR/ NG/ SRR T AR K
URL FER®

- Trigger &F 0k

- Trigger URLs™®

- £ tag NAFRIE

- HTTP agent [] item 28, item JREY
FARINHNF B

URL, query fields, request body,
headers, proxy, SSL certificate file,
SSL key file.

- Trigger-based notifications and
commands

- Auto registration notifications

- Internal notifications

- Problem update notifications

- Global scripts (including
confirmation text)

- Icon labels in maps1

- ltem key parameters2

- Host interface IP/DNS

- Database monitoring additional
parameters®

- SSH and Telnet scripts®

- JMX item endpoint field

- Web monitoring6

- Low-level discovery rule filter
regular expressions8

- URL field of dynamic URL dashboard
widget/screen element®

- Trigger names and descriptions

- Trigger URLs™®

- Event tags and values

- HTTP agent type item, item
prototype and discovery rule fields:
URL, query fields, request body,
headers, proxy, SSL certificate file,
SSL key file.

*3

Friax3F. 7= {IPADDRESS<1-9>} 2
BRI,

Host IP address®.
Supported since 2.0.0.
{IPADDRESS<1-9>} is deprecated.
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{HOST.METADATA}

{HOST.METADATA}

- BB * RETTH

- Auto registration notifications

*

{UNATES) agent KB, A
2.2.0 FHIAH.

Host metadata.

Used only for active agent
auto-registration. Supported since
2.2.0.

{HOST.NAME<1-9>}

{HOST.NAME<1-9>}

- EF Trigger HBMMGS * BTE
TRRR - BENEANES MW 2.0.- iEE
FEEN

- PIEBIEAN

- 2RMAE (BIERAXE)

- HEFHY Icon FRas!

- Item key &

- ®&FHEO IP/DNS

- WHRBE LRI T R

- SSH 1 Telnet 4>

- Web W%°

- Low-level ZIHLA JEIENIFIAR®
- FHES URL {UFRAR/ N/ B R TT RN
URL FEg°

- Trigger &Mk

- Trigger URLs™

- 4 tag REFRME

- HTTP agent [ item 28, item JRHY
AT FER:

URL, query fields, request body,
headers, proxy, SSL certificate file,
SSL key file.

- Trigger-based notifications and
commands

- Auto registration notifications

- Problem update notifications

- Internal notifications

- Global scripts (including
confirmation text)

- Icon labels in mapsl

- |ltem key parameters

- Host interface IP/DNS

- Database monitoring additional
parameters5

- SSH and Telnet scripts5

- Web monitoring6

- Low-level discovery rule filter
regular expressions8

- URL field of dynamic URL dashboard
widget/screen element®

- Trigger names and descriptions

- Trigger URLs™

- Event tags and values

- HTTP agent type item, item
prototype and discovery rule fields:
URL, query fields, request body,
headers, proxy, SSL certificate file,
SSL key file.

BRR*
FHa3HF.

Visible host name.
Supported since 2.0.0.
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{HOST.PORT<1-9>}

{HOST.PORT<1-9>}

- BT Trigger MBS * X%
(age— BFNEMIBEH M 2.0.- PUERE
MM 2. HEEERTE A

- Trigger & F A

- Trigger URLs™

- JMX item endpoint ZFE&

- Eff tag MAHRIE

- Trigger-based notifications and
commands

- Auto registration notifications

- Internal notifications

- Problem update notifications

- Trigger names and descriptions
- Trigger URLs™®

- JMX item endpoint field

- Event tags and values

t) 3O 3.

FaXFEshiEMmEL.

2 FHAXFFAT trigger ZFRFFHR , N
BEREA , B tag KL FRHANME.

Host (agent) port3.

Supported in auto-registration since
2.0.0.

Supported in trigger names, trigger
descriptions, internal and
trigger-based notifications since 2.2.2.

{HOSTGROUP.ID} - #1/& URLs * &LHFRIR, *

{HOSTGROUP.ID} - Map URLs Host group ID.

{INVENTORY.ALIAS<1-9>}

{INVENTORY.ALIAS<1-9>}

- ET Trigger FIEH * R%IE - NED
&N

- IS I A

- B4 tag KB FRAIE

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

FEIRE TR, *

Alias field in host inventory.

{INVENTORY.ASSET.TAG<1-9>}

{INVENTORY.ASSET.TAG<1-9>}

- ET Trigger B *R&E - NED
&N

- WEE B

- FEff tag MAFRIE

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PR IRETFER. *

Asset tag field in host inventory.

{INVENTORY.CHASSIS<1-9>}

{INVENTORY.CHASSIS<1-9>}

- ET Trigger KIBH * iR&IE - NED
B3t

- WEE BN

- E4 tag REFRME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PHHAETEL. *

Chassis field in host inventory.

{INVENTORY.CONTACT<1-9>}

- BT Trigger KIBA * &&1H - HED
BA R {- BEEHEN

- EF tag RAFRNE | FRELRANT
. *

ROFILE.CONTACT<1-9>} B2 83
#¥.
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{INVENTORY.CONTACT<1-9>}

- Trigger-based notifications
- Internal notifications

- Problem update notifications
- Event tags and values

Contact field in host inventory.
{PROFILE.CONTACT<1-9>}is
deprecated.

{INVENTORY.CONTRACT.NUMBER<1-
9>}

{INVENTORY.CONTRACT.NUMBER<1-
9>}

- ET Trigger KIBH * iR&IE - NED
Bs1

- WEE BN

- 4 tag REFRME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

FHREXA ST, *

Contract number field in host
inventory.

{INVENTORY.DEPLOYMENT.STATUS<1-
9>}

{INVENTORY.DEPLOYMENT.STATUS<1-
9>}

- ET Trigger KIBA * iR&IE - WD
B

- BIEE B

- E4 tag NEFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

FRHEBERE TR, *

Deployment status field in host
inventory.

{INVENTORY.HARDWARE<1-9>}

{INVENTORY.HARDWARE<1-9>}

- ET Trigger B * R&TE - NED
BH R {- HEEHEN

- E4 tag REFRIME | PRIBEHERETF
. *

ROFILE.HARDWARE<1-9>} BEARHX
.

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

Hardware field in host inventory.
{PROFILE.HARDWARE<1-9>}is
deprecated.

{INVENTORY.HARDWARE.FULL<1-9>}

{INVENTORY.HARDWARE.FULL<1-9>}

- ET Trigger KIBH * iR&IE - WD
Bt

- WEE B

- E4 tag NEFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PR AT, *

Hardware (Full details) field in host
inventory.

{INVENTORY.HOST.NETMASK<1-9>}

{INVENTORY.HOST.NETMASK<1-9>}

- £T Trigger BB *R&TE - NED
B

- BEE B

- B tag WAFRME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PHRFRERLTE, *

Host subnet mask field in host
inventory.
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{INVENTORY.HOST.NETWORKS<1-9>}

{INVENTORY.HOST.NETWORKS<1-9>}

- FT Trigger KIBH * iR&IE - NED
B

- WIEE B

- Eff tag MAHIE

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PRIME TR, *

Host networks field in host inventory.

{INVENTORY.HOST.ROUTER<1-9>}

{INVENTORY.HOST.ROUTER<1-9>}

- ET Trigger B * iR&TE - HED
B4

- BIEE B

- E4 tag NEFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PHREREBTR, *

Host router field in host inventory.

{INVENTORY.HW.ARCH<1-9>}

{INVENTORY.HW.ARCH<1-9>}

- ET Trigger KB * iR&IE - D
B0

- WIEE B

- E4 tag RNBFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PR, *

Hardware architecture field in host
inventory.

{INVENTORY.HW.DATE.DECOMM<1-
9>}

{INVENTORY.HW.DATE.DECOMM<1-
9>}

- BT Trigger BKIBH * FALIE - BB
s

- WEE B

- B tag REFRME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PR TEBERTR., *

Date hardware decommissioned field
in host inventory.

{INVENTORY.HW.DATE.EXPIRY<1-9>}

{INVENTORY.HW.DATE.EXPIRY<1-9>}

- ET Trigger KB *R%IE - NED
&N

- IS HIE AN

- ZEf tag EFRFME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PRRBHITFR. *

Date hardware maintenance expires
field in host inventory.

{INVENTORY.HW.DATE.INSTALL<1-9>}

{INVENTORY.HW.DATE.INSTALL<1-9>}

- £T Trigger B *R%IE - NED
&N

- WEE B

- Eff tag MAHRIE

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PR BRI, *

Date hardware installed field in host
inventory.
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{INVENTORY.HW.DATE.PURCHASE<1-
9>}

{INVENTORY.HW.DATE.PURCHASE<1-
9>}

- FT Trigger KIBH * iR&IE - WD
B

- WEE B

- Eff tag MAHRIE

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

SRR M SKAS AR, *

Date hardware purchased field in host
inventory.

{INVENTORY.INSTALLER.NAME<1-9>}

{INVENTORY.INSTALLER.NAME<1-9>}

- ET Trigger B *iR&TE - HED
B

- BEE B

- E4 tag NEFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PRRREHFTR, *

Installer name field in host inventory.

{INVENTORY.LOCATION<1-9>}

{INVENTORY.LOCATION<1-9>}

- ET Trigger BB * &&E - NED
BH R {- HEEHEN

- B tag RAFRIUE | PR ETER.
*

ROFILE.LOCATION<1-9>} BRI
.

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

Location field in host inventory.
{PROFILE.LOCATION<1-9>}is
deprecated.

{INVENTORY.LOCATION.LAT<1-9>}

{INVENTORY.LOCATION.LAT<1-9>}

- ET Trigger KIBH * iR&IE - D
B

- WEE B

- B tag MAFRME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

P EEETE, *

Location latitude field in host
inventory.

{INVENTORY.LOCATION.LON<1-9>}

{INVENTORY.LOCATION.LON<1-9>}

- ET Trigger FIEH * &%&TE - NED
BN

- BEE B

- E4 tag RNBFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PREZE TR, *

Location longitude field in host
inventory.

{INVENTORY.MACADDRESS.A<1-9>}

- ETF Trigger KIBA * &&1E - NEB
B R {- WEEHEA

- E4 tag FAFRHAME | F8 MAC it
FER, *

ROFILE.MACADDRESS<1-9>} E£&R#

XFF.
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{INVENTORY.MACADDRESS.A<1-9>}

- Trigger-based notifications
- Internal notifications

- Problem update notifications
- Event tags and values

MAC address A field in host inventory.
{PROFILE.MACADDRESS<1-9>} is
deprecated.

{INVENTORY.MACADDRESS.B<1-9>}

{INVENTORY.MACADDRESS.B<1-9>}

- ET Trigger KIBH * iR&IE - WD
Bs1

- WEE BN

- 4 tag REFRME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

¥ MAC HitiEFER, *

MAC address B field in host inventory.

{INVENTORY.MODEL<1-9>}

{INVENTORY.MODEL<1-9>}

- ET Trigger KIBA * iR&IE - WD
B

- BIEE B

- E4 tag NEFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PRRERITE, *

Model field in host inventory.

{INVENTORY.NAME<1-9>}

{INVENTORY.NAME<1-9>}

- ET Trigger B * R&TE - NED
B

- T S B 4N

- E4 tag RNBFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

FRZHRFE. * &
{PROFILE.NAME<1-9>} BE&ARHX
.

Name field in host inventory.
{PROFILE.NAME<1-9>}is
deprecated.

{INVENTORY.NOTES<1-9>}

{INVENTORY.NOTES<1-9>}

- ET Trigger BB * &&7E - NED
&0

- WEE B

- B tag WAFRME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

FREETE. * &
{PROFILE.NOTES<1-9>} BRI
.

Notes field in host inventory.
{PROFILE.NOTES<1-9>}is
deprecated.

{INVENTORY.OOB.IP<1-9>}

{INVENTORY.OOB.IP<1-9>}

- BT Trigger WIBH * iR%&I5 — HNED
Bt

- HEEHTIB AN

- B tag EFRAE

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

Ffd OOB IP HilItFEY, *

OOB IP address field in host inventory.
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{INVENTORY.OOB.NETMASK<1-9>}

{INVENTORY.OOB.NETMASK<1-9>}

- ET Trigger KIBH * iR&IE - WD
B

- WIEE B

- Eff tag MAHIE

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

R OOB FRI#RLTFEL, *

0OOB subnet mask field in host
inventory.

{INVENTORY.OOB.ROUTER<1-9>}

{INVENTORY.OOB.ROUTER<1-9>}

- ET Trigger KIBH * iR&IE - WD
B

- EE BN

- E4 tag REFRME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

K OOB HAHTEL. *

OOB router field in host inventory.

{INVENTORY.0S<1-9>}

{INVENTORY.0S<1-9>}

- FTF Trigger KIBH * iR&IE - NED
B R {- WEEREM

- BF tag WEFRHE | PRIRERGT
B, *

ROFILE.0S<1-9>} EA&RH I,

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

OS field in host inventory.
{PROFILE.0S<1-9>} is deprecated.

{INVENTORY.OS.FULL<1-9>}

{INVENTORY.OS.FULL<1-9>}

- £T Trigger B * R%IE - NED
&N

- IS I AN

- ZEf tag AFRFME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PHHRERGVEI R FER, *

OS (Full details) field in host inventory.

{INVENTORY.OS.SHORT<1-9>}

{INVENTORY.OS.SHORT<1-9>}

- ET Trigger FIEH * R%IE - NED
&N

- IS I A

- B4 tag KB FRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PHHRERG RS TR, *

OS (Short) field in host inventory.

{INVENTORY.POC.PRIMARY.CELL<1-
9>}

{INVENTORY.POC.PRIMARY.CELL<1-
9>}

- ETF Trigger WIBH * iR&IF — NED
Bt

- HEEFTIB AN

- Bt tag MEFAE

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

FEE POC cell ZFEE, *

Primary POC cell field in host
inventory.
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{INVENTORY.POC.PRIMARY.EMAIL<1-
9>}

{INVENTORY.POC.PRIMARY.EMAIL<1-
9>}

- FT Trigger KIBH * iR&IE - WD
B

- WEE B

- Eff tag MAHRIE

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

FHRER POC HRHFFEL, *

Primary POC email field in host
inventory.

{INVENTORY.POC.PRIMARY.NAME<1-
9>}

{INVENTORY.POC.PRIMARY.NAME<1-
9>}

- £T Trigger B * iR&TE - HED
B

- BEE B

- E4 tag NEFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

T POC ZFFFHL, *

Primary POC name field in host
inventory.

{INVENTORY.POC.PRIMARY.NOTES<1-
9>}

{INVENTORY.POC.PRIMARY.NOTES<1-
9>}

- BT Trigger KB * iR&IE - KD
BN

- BIEE B

- E4 tag RNBFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

& POC %EFR. *

Primary POC notes field in host
inventory.

{INVENTORY.POC.PRIMARY.PHONE.A<1-

9>}

{INVENTORY.POC.PRIMARY.PHONE.A<1-

9>}

- BT Trigger BN * RE&IE —» WEB
s

- WEE B

- B tag REFRME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

FREE POC BLREIEFER, *

Primary POC phone A field in host
inventory.

{INVENTORY.POC.PRIMARY.PHONE.B<1-

9>}

{INVENTORY.POC.PRIMARY.PHONE.B<1-

9>}

- ET Trigger KB * R%IE - NED
&N

- IS HIE AN

- ZEf tag EFRFME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

FREE POC BEREIEFER, *

Primary POC phone B field in host
inventory.

{INVENTORY.POC.PRIMARY.SCREEN<1-
9>}

{INVENTORY.POC.PRIMARY.SCREEN<1-
9>}

- £T Trigger B *R%IE - NED
&N

- WEE B

- Eff tag MAHRIE

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

FHFEZE POC screen ZFRFEE, *

Primary POC screen name field in host
inventory.

227



{INVENTORY.POC.SECONDARY.CELL<1- - ETF Trigger (B4 * ®E&E - WP
9>} B

- WS ETE 4N

- E4 tag NEFRIME
{INVENTORY.POC.SECONDARY.CELL<1- - Trigger-based notifications
9>} - Internal notifications

- Problem update notifications

- Event tags and values

RN POC cell ZRER, *

Secondary POC cell field in host
inventory.

{INVENTORY.POC.SECONDARY.EMAIL<1- - ETF Trigger (i@%1 * EHE - WP
9>} B

- T S B 4N

- E4 tag NEFRIME
{INVENTORY.POC.SECONDARY.EMAIL<1- - Trigger-based notifications
9>} - Internal notifications

- Problem update notifications

- Event tags and values

FRREHE) POC BRFHREETEL, *

Secondary POC email field in host
inventory.

{INVENTORY.POC.SECONDARY.NAME<1- - T Trigger f@%0 * ®&/& - NI
9>} BN

- BIEE B

- E tag REFRFME
{INVENTORY.POC.SECONDARY.NAME<1- - Trigger-based notifications
9>} - Internal notifications

- Problem update notifications

- Event tags and values

SPEEEEN POC ZFFFHL, *

Secondary POC name field in host
inventory.

{INVENTORY.POC.SECONDARY.NOTES<1- - £TF Trigger fiB4%1 * ®REIF - NED

9>} s

- WEE B

- £ tag NAFRIE
{INVENTORY.POC.SECONDARY.NOTES<1- - Trigger-based notifications
9>} - Internal notifications

- Problem update notifications
- Event tags and values

PR POC &7 EE, *

Secondary POC notes field in host
inventory.

{INVENTORY.POC.SECONDARY.PHONE.A<1- £F Trigger (B4 * &&7E - WP

9>} B

- MRS REH

- 1 tag KBFRFE
{INVENTORY.POC.SECONDARY.PHONE.A<1- Trigger-based notifications
9>} - Internal notifications

- Problem update notifications
- Event tags and values

Fhi#Bh POC FIESHIFEL, *

Secondary POC phone A field in host
inventory.

{INVENTORY.POC.SECONDARY.PHONE.B<1- £F Trigger (%1 * &&7E - WP

9>} B

- WEE B

- Eff tag MAHRIE
{INVENTORY.POC.SECONDARY.PHONE.B<1- Trigger-based notifications
9>} - Internal notifications

- Problem update notifications
- Event tags and values

ThiBh POC FIESHLFER, *

Secondary POC phone B field in host
inventory.
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{INVENTORY.POC.SECONDARY.SCREEN<1- » £TF Trigger fiB4%1 * ®REZIE5 - NED

9>}

{INVENTORY.POC.SECONDARY.SCREEN<1-

9>}

B

- WEE B

- E4 tag NEFRIME

- Trigger-based notifications
- Internal notifications

- Problem update notifications
- Event tags and values

BN POC screen ZFRTFEL, *

Secondary POC screen name field in
host inventory.

{INVENTORY.SERIALNO.A<1-9>}

{INVENTORY.SERIALNO.A<1-9>}

- ET Trigger B * iR&TE - HED
B R {- HEEEM

- B tag REHRMNE | PHFIISF

. *

ROFILE.SERIALNO<1-9>} BALR#H L

5.

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

Serial number A field in host inventory.
{PROFILE.SERIALNO<1-9>}is
deprecated.

{INVENTORY.SERIALNO.B<1-9>}

{INVENTORY.SERIALNO.B<1-9>}

- ET Trigger KIBH * iR&IE - NED
B3t

- EE BN

- 4 tag REFRME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

FRFIISTFR. *

Jo
4

Serial number B field in host inventory.

{INVENTORY.SITE.ADDRESS.A<1-9>}

{INVENTORY.SITE.ADDRESS.A<1-9>}

- ET Trigger KIBH * iR&IE - KD
B

- WEE B

- B tag NAFRME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

P RO R, *

Site address A field in host inventory.

{INVENTORY.SITE.ADDRESS.B<1-9>}

{INVENTORY.SITE.ADDRESS.B<1-9>}

- ET Trigger BB * R&TE - NED
B0

- WEE B

- E4 tag RNBFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

RS R B *

Site address B field in host inventory.

{INVENTORY.SITE.ADDRESS.C<1-9>}

- BF Trigger HIBA1 * &&7E - NEP
&N

- WS RE AN

- E4 tag REFRIME
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{INVENTORY.SITE.ADDRESS.C<1-9>}

- Trigger-based notifications
- Internal notifications

- Problem update notifications
- Event tags and values

Site address C field in host inventory.

{INVENTORY.SITE.CITY<1-9>}

{INVENTORY.SITE.CITY<1-9>}

- ET Trigger KIBH * iR&IE - NED
BN

- WEE BN

- 4 tag REFRME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

P IR B *

Site city field in host inventory.

{INVENTORY.SITE.COUNTRY<1-9>}

{INVENTORY.SITE.COUNTRY<1-9>}

- ET Trigger KIBA * iR&IE - WD
B

- BIEE B

- E4 tag NEFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PR ATBERTE. *

Site country field in host inventory.

{INVENTORY.SITE.NOTES<1-9>}

{INVENTORY.SITE.NOTES<1-9>}

- ET Trigger B * R&TE - NED
B

- T S B 4N

- E4 tag RNBFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PR EETR, *

Site notes field in host inventory.

{INVENTORY.SITE.RACK<1-9>}

{INVENTORY.SITE.RACK<1-9>}

- ET Trigger BB * &&7E - NED
BN

- WEE B

- B tag WAFRME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PR ETER. *

Site rack location field in host
inventory.

{INVENTORY.SITE.STATE<1-9>}

{INVENTORY.SITE.STATE<1-9>}

- BT Trigger WIBH * iR%&I5 — HNED
Bt

- HEEFTIB AN

- B tag EFRAE

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

sk R BT BN/ AR, *

Site state/province field in host
inventory.
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{INVENTORY.SITE.ZIP<1-9>}

{INVENTORY.SITE.ZIP<1-9>}

- ET Trigger KIBH * iR&IE - WD
B

- WIEE B

- Eff tag MAHIE

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

s REBR TR *

Site ZIP/postal field in host inventory.

{INVENTORY.SOFTWARE<1-9>}

{INVENTORY.SOFTWARE<1-9>}

- £T Trigger B * iR&TE - HED
B

- BEE B

- E4 tag NEFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

FHRREER TR, * R
{PROFILE.SOFTWARE<1-9>} B&R
W,

Software field in host inventory.
{PROFILE.SOFTWARE<1-9>}is
deprecated.

{INVENTORY.SOFTWARE.APP.A<1-9>}

{INVENTORY.SOFTWARE.APP.A<1-9>}

- BT Trigger KB * iR&IE - D
BN

- BIEE B

- E4 tag RNBFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PN AR *

Software application A field in host
inventory.

{INVENTORY.SOFTWARE.APP.B<1-9>}

{INVENTORY.SOFTWARE.APP.B<1-9>}

- BT Trigger BN * RE&IE -~ WEB
st

- WEE B

- B tag REFRME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PN AR *

Software application B field in host
inventory.

{INVENTORY.SOFTWARE.APP.C<1-9>}

{INVENTORY.SOFTWARE.APP.C<1-9>}

- ET Trigger B * R%IE - NED
&N

- IS HIE AN

- ZEf tag EFRFME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PN AR, *

Software application C field in host
inventory.

{INVENTORY.SOFTWARE.APP.D<1-9>}

{INVENTORY.SOFTWARE.APP.D<1-9>}

- £T Trigger B *R%E - NED
&N

- WEE B

- Eff tag MAHRIE

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PN AR *

Software application D field in host
inventory.
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{INVENTORY.SOFTWARE.APP.E<1-9>}

{INVENTORY.SOFTWARE.APP.E<1-9>}

- ET Trigger KIBH * iR&IE - D
B

- WEE B

- Eff tag MAHRIE

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PN RRGTR. *

Software application E field in host
inventory.

{INVENTORY.SOFTWARE.FULL<1-9>}

{INVENTORY.SOFTWARE.FULL<1-9>}

- £T Trigger B * iR&TE - HED
B

- BEE B

- E4 tag NEFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PR TR, *

Software (Full details) field in host
inventory.

{INVENTORY.TAG<1-9>}

{INVENTORY.TAG<1-9>}

- BT Trigger KB * iR&IE - KD
BN

- BIEE B

- E4 tag RNBFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

K Tag FE&., * &
{PROFILE.TAG<1-9>} BRI T,

Tag field in host inventory.
{PROFILE.TAG<1-9>} is deprecated.

{INVENTORY.TYPE<1-9>}

{INVENTORY.TYPE<1-9>}

- BT Trigger BN * RE&IE —» WEB
s

- WEE B

- B tag REFRME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

FIIRETFE. * R
{PROFILE.DEVICETYPE<1-9>} B4
AWH.

Type field in host inventory.
{PROFILE.DEVICETYPE<1-9>}is
deprecated.

{INVENTORY.TYPE.FULL<1-9>}

{INVENTORY.TYPE.FULL<1-9>}

- ET Trigger KB * R%IE - NED
&N

- IS HIE AN

- ZEf tag EFRFME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PRI ARRIYA TR, *

Type (Full details) field in host
inventory.

{INVENTORY.URL.A<1-9>}

{INVENTORY.URL.A<1-9>}

- £T Trigger B *R%IE - NED
&N

- WEE B

- Eff tag MAHRIE

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

FH URL FE, *

URL A field in host inventory.
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{INVENTORY.URL.B<1-9>}

{INVENTORY.URL.B<1-9>}

- FT Trigger KIBH * iR&IE - WD
B

- WEE B

- Eff tag MAHRIE

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

) URL 7R, *

URL B field in host inventory.

{INVENTORY.URL.C<1-9>}

{INVENTORY.URL.C<1-9>}

- £T Trigger B * iR&TE - HED
B

- BEE B

- E4 tag NEFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

) URL 7R, *

URL C field in host inventory.

{INVENTORY.VENDOR<1-9>}

{INVENTORY.VENDOR<1-9>}

- ET Trigger KB * iR&IE - D
B0

- WIEE B

- E4 tag RNBFRIME

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- Event tags and values

PRV ETR, *

Vendor field in host inventory.

{ITEM.DESCRIPTION<1-9>}

{ITEM.DESCRIPTION<1-9>}

- BT Trigger BB * i 2% —» B
&N

- T S A AN

- Trigger-based notifications

- Internal notifications

- Problem update notifications

PRAFSBURERBHAZE N 4 item K
RER. * M 2.0.0 FIEHF,

Description of the Nth item in the
trigger expression that caused a
notification. Supported since 2.0.0.

{ITEM.ID<1-9>}

{ITEM.ID<1-9>}

- FT Trigger KIBH * ik - B
BN

- WS EE 4N

- HTTP agent [] item Z£8Y, item JREY
A TAL N FER:

URL, query fields, request body,
headers, proxy, SSL certificate file,
SSL key file.

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- HTTP agent type item, item
prototype and discovery rule fields:
URL, query fields, request body,
headers, proxy, SSL certificate file,
SSL key file.

FEXF SR EBEBHMNE N A item %R
FHOR, * M 1.8.12 FFAIE.

Numeric ID of the Nth item in the
trigger expression that caused a
notification. Supported since 1.8.12.
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{ITEM.KEY<1-9>}

{ITEM.KEY<1-9>}

- ET Trigger RIBH * ik - KB
B R {- HEEREM

- HTTP agent [] item 28, item JREY
FARINANF B

URL, query fields, request body,
headers, proxy, SSL certificate file,
SSL key file.| ZRXFSBAXEBHKE
N 4> item ¥ key, * M\ 2.0.0 FFIASTHF.
RIGGER.KEY} E&ARHIIF.

- Trigger-based notifications

- Internal notifications

- Problem update notifications

- HTTP agent type item, item
prototype and discovery rule fields:
URL, query fields, request body,
headers, proxy, SSL certificate file,
SSL key file.

Key of the Nth item in the trigger
expression that caused a notification.
Supported since 2.0.0.
{TRIGGER.KEY} is deprecated.

{ITEM.KEY.ORIG<1-9>}

{ITEM.KEY.ORIG<1-9>}

- BT Trigger FIEAN * i k2% - B
&0

- T S A AN

- Trigger-based notifications

- Internal notifications

- Problem update notifications

PP FEAXIBIRE N A item KR
g8 key. * M\ 2.0.6 FFIASTHF.

Original key (with macros not
expanded) of the Nth item in the
trigger expression that caused a
notification. Supported since 2.0.6.

{ITEM.LASTVALUE<1-9>}

{ITEM.LASTVALUE<1-9>}

- EF Trigger (B4 * ik sS - HEE
BB R®IE— - Trigger &R
& M 1.4- B4 tag B FFAE

- Trigger-based notifications

- Problem update notifications

- Trigger names and descriptions
- Event tags and values

FAFSEHREBEBHMZE N A item MR
JE—/ME. <br> AFEXENREZE
544 ZBX_HISTORY_PERIOD EMHHA
SEBURRIFE , ABATERTInS BNEA
*UNKNOWN*, (&%
ZBX_HISTORY_PERIOD* & X
F-defines.inc.php).

3 FHEX ., ARERTAR
{{HOST.HOST}:{ITEM.KEY}.last ()}
M Zabbix 3.2.0 FHAZIFEE X 2.
The latest value of the Nth item in the
trigger expression that caused a
notification.

It will resolve to *UNKNOWN* in the
frontend if the latest history value has
been collected more than the
ZBX_HISTORY_PERIOD time ago

(defined in defines.inc.php).

Supported since 1.4.3. It is alias to
{{HOST.HOST}:{ITEM.KEY}.last ()}

Customizing the macro value is
supported for this macro; starting with
Zabbix 3.2.0.

{ITEM.LOG.AGE<1-9>}

{ITEM.LOG.AGE<1-9>}

- ET Trigger RIB% * B i~ HIEE
FOEH

- Trigger-based notifications

- Problem update notifications

em FELHFFEATE, *

Age of the log item event.
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{ITEM.LOG.DATE<1-9>}

{ITEM.LOG.DATE<1-9>}

- ET Trigger RIBH * B i~ HIEE
FEH

- Trigger-based notifications

- Problem update notifications

em BHHNE AR, *

Date of the log item event.

{ITEM.LOG.EVENTID<1-9>}

{ITEM.LOG.EVENTID<1-9>}

- BT Trigger g1 * HEFE - K&
SEREEMLAT wi

- Trigger-based notifications

- Problem update notifications

HIARIR, *

dows EHHELIT.

ID of the event in the event log.
For Windows event log monitoring
only.

{ITEM.LOG.NSEVERITY<1-9>}

{ITEM.LOG.NSEVERITY<1-9>}

- EF Trigger @A * BES - &
BERTBAAT wi

- Trigger-based notifications

- Problem update notifications

A, *

dows EHHELIZ.

Numeric severity of the event in the
event log.

For Windows event log monitoring
only.

{ITEM.LOG.SEVERITY<1-9>}

{ITEM.LOG.SEVERITY<1-9>}

- £T Trigger @A * BESF - 1%
BEEBAAT wi

- Trigger-based notifications

- Problem update notifications

%A, *

dows EHHELIT.

Verbal severity of the event in the
event log.

For Windows event log monitoring
only.

{ITEM.LOG.SOURCE<1-9>}

{ITEM.LOG.SOURCE<1-9>}

- BT Trigger {80 * BEE - W&
EFEMLAT i

- Trigger-based notifications

- Problem update notifications

HISRIR, *

dows EHHEMRIT,

Source of the event in the event log.
For Windows event log monitoring
only.

{ITEM.LOG.TIME<1-9>}

{ITEM.LOG.TIME<1-9>}

- £T Trigger @A * B i- BEE
FTE AN

- Trigger-based notifications

- Problem update notifications

em B AAERE), *

Time of the log item event.

{ITEM.NAME<1-9>}

{ITEM.NAME<1-9>}

- ET Trigger KIBAN * ik - B
B0

- HEE B

- Trigger-based notifications

- Internal notifications

- Problem update notifications

FRPIBREBHAIE N 4 item K4
R, *
Name of the Nth item (with macros

resolved) in the trigger expression
that caused a notification.

{ITEM.NAME.ORIG<1-9>}

{ITEM.NAME.ORIG<1-9>}

- FF Trigger RiBHN * ik sy - NEB
B M 2.- WFEE A

- Trigger-based notifications
- Internal notifications
- Problem update notifications

FAFSFHREBHME N A item KR
IRBIR, *

.6 FHIASHF,

Original name (i.e. without macros
resolved) of the Nth item in the trigger
expression that caused a notification.
Supported since 2.0.6.
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{ITEM.STATE<1-9>}

{ITEM.STATE<1-9>}

- T Item FIPIERIEA * iR a7 3Rix

- Item-based internal notifications

FEEARIBAMEE N A item BRI, *
TBEMI{E: Not supported 1 Normal.
M 2.2.0 FrIAHF.

The latest state of the Nth item in the
trigger expression that caused a
notification. Possible values: Not
supported and Normal.

Supported since 2.2.0.

{ITEM.VALUE<1-9>}

{ITEM.VALUE<1-9>}

- EF Trigger fIIBA1 TTREMIME - =
FEUBA 1) 2R - Trigger ZFRAE
7’ 2) 0 - F tag MAFRMBEIEE—
FEL

- Trigger-based notifications

- Problem update notifications

- Trigger names and descriptions
- Event tags and values

i & 2R SFE SR LTS {ER, 6520,
BIREHER B, AEMMARRRIE
KPR N A item A H
(at-the-time-of-event) {H.

NEfE RS E S LT3 ER, B
N, 7 F A BoimA 235 RES |, %
EAfinA#RRIENFHEE N 4 item KR
E—AME , 2T (ITEM.LASTVALUE},
SR EAR Rk R EEBHR EARAT A
*UNKNOWN*,

TESE BN R SIE — AN SR B SR & A
A2 281t £% ZBX_HISTORY_PERIOD
E XA LSRR ER R, BAEIGES
BIR{EZ *UNKNOWN*, (2%
ZBX_HISTORY_PERIOD &
JF-defines.inc.php).

M 1.4.3 FHEHF.

M Zabbix 3.2.0 FHASHFE E X AR1E.
Resolved to either:

1) the historical (at-the-time-of-event)
value of the Nth item in the trigger
expression, if used in the context of
trigger status change, for example,
when displaying events or sending
notifications.

2) the latest value of the Nth item in
the trigger expression, if used without
the context of trigger status change,
for example, when displaying a list of
triggers in a pop-up selection window.
In this case works the same as
{ITEM.LASTVALUE}

In the first case it will resolve to
*UNKNOWN* if the history value has
already been deleted or has never
been stored.

In the second case, and in the
frontend only, it will resolve to
*UNKNOWN* if the latest history value
has been collected more than the
ZBX_HISTORY_PERIOD time ago
(defined in defines.inc.php).
Supported since 1.4.3.

Customizing the macro value is
supported for this macro, starting with
Zabbix 3.2.0.
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{LLDRULE.DESCRIPTION}

{LLDRULE.DESCRIPTION}

- LLD-rule based NERE4LN * A

— LLD-rule based internal notifications

1B low-level RINKLNHIA, *

M 2.2.0 FHIAHE.

Description of the low-level discovery
rule . which caused a notification.
Supported since 2.2.0.

{LLDRULE.ID}

{LLDRULE.ID}

- LLD-rule based NEBEXN * fimk

- LLD-rule based internal notifications

S0 low-level KIFNRE IR, *
M 2.2.0 FFEAZHF.

Numeric ID of the low-level discovery
rule which caused a notification.
Supported since 2.2.0.

{LLDRULE.KEY}

{LLDRULE.KEY}

- LLD-rule based NEFE4LN * A

- LLD-rule based internal notifications

HIE) low-level ZIHLNIK key, *
M 2.2.0 FHASTH.

Key of the low-level discovery rule
which caused a notification.
Supported since 2.2.0.

{LLDRULE.KEY.ORIG}

{LLDRULE.KEY.ORIG}

- LLD-rule based NEFE4LN * fihA

— LLD-rule based internal notifications

HEK low-level ZILHNIKIRIA key (K
YRR), *

M 2.2.0 FHIAHE.

Original key (with macros not
expanded) of the low-level discovery
rule which caused a notification.
Supported since 2.2.0.

{LLDRULE.NAME}

{LLDRULE.NAME}

- LLD-rule based PERIEHN * ik

- LLD-rule based internal notifications

5080 low-level KIFNRKLZHFR (KT B
). *

M 2.2.0 FHIaH.

Name of the low-level discovery rule
(with macros resolved) that caused a
notification.

Supported since 2.2.0.

{LLDRULE.NAME.ORIG}

{LLDRULE.NAME.ORIG}

- LLD-rule based PEBIE4] * ik

- LLD-rule based internal notifications

S0H) low-level AELHNIK RIAEZFR (F
YRR, *

M 2.2.0 FFEAZHF.

Original name (i.e. without macros
resolved) of the low-level discovery
rule that caused a notification.
Supported since 2.2.0.

{LLDRULE.STATE}

{LLDRULE.STATE}

- LLD-rule based PNEBIEXN *lo

— LLD-rule based internal notifications

-level RIFMNIKRFRE. * TREM(E:
Not supported 1 Normal.

WM 2.2.0 FHIAH.

The latest state of the low-level
discovery rule. Possible values: Not
supported and Normal.

Supported since 2.2.0.

{MAP.ID} - iff] URLs * 4&H1E$RIR, *
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{MAPID} - Map URLs Network map ID.

{MAP.NAME} - WETR PRI F IR MEHE < M 3.4.0 FFEACH,
B,
{MAP.NAME} - Text field in map shapes Network map name.
Supported since 3.4.0.
{PROXY.DESCRIPTION<1-9>} - EF Trigger KB &4
- RIBH
- BENEMEL
- PERIEAN
- BB

proxy #RIEE. AIEERIA:

1) fRRZFFOBRFE N DI proxy HIEE (ET Trigger AIE
. ATAERRERS.

2) PATERILM proxy 158 (RIVEA). TJAMERR
{PROXY.DESCRIPTION} , i ZZ3E].

3) E3h agent M proxy (52, (BsNEMBER). FTAERAR
{PROXY.DESCRIPTION} , M A#72Z3|.

M 2.4.0 FriaFF.

{PROXY.DESCRIPTION<1-9>} - Trigger-based notifications and commands
- Discovery notifications
- Auto-registration notifications
- Internal notifications
- Problem update notifications

Description of the proxy. Resolves to either:

1) proxy of the Nth item in the trigger expression (in
trigger-based notifications). You may use indexed macros
here.

2) proxy, which executed discovery (in discovery
notifications). Use {PROXY.DESCRIPTION} here, without
indexing.

3) proxy to which an active agent registered (in
auto-registration notifications). Use {PROXY.DESCRIPTION}
here, without indexing.

Supported since 2.4.0.

{PROXY.NAME<1-9>} - g:]: Trigger E&]ﬁ%ﬂ*uﬁié *proxy 23]
- RIVEH 1)- BEEER 2) AT
- PEBEAN 3)- HIEEHIEFMM 1.8.
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R, *. TTREROME:

EBZRFERFE N DRI proxy HIB TR

(FTF Trigger MIBA). ATRMERARZESI.
LA proxy &R (ATUEXN)., FTRMEAR
{PROXY.NAME} , MIAH &3] .

=f) agent JEM proxy &FR. (BshiEf
B, TTRMERZR {PROXY.NAME} , T
RERES,

FriasTHF.



{PROXY.NAME<1-9>}

- Trigger-based notifications and
commands

- Discovery notifications

- Auto-registration notifications
- Internal notifications

- Problem update notifications

Name of the proxy. Resolves to either:
1) proxy of the Nth item in the trigger
expression (in trigger-based
notifications). You may use indexed
macros here.

2) proxy, which executed discovery (in
discovery notifications). Use
{PROXY.NAME} here, without indexing.
3) proxy to which an active agent
registered (in auto-registration
notifications). Use {PROXY.NAME}
here, without indexing.

Supported since 1.8.4.

{TIME}

{TIME}

- ETF Trigger WiBAMM a4 * KA
oA - RIUES

- BB

- BB

- EE BN

- Trigger-based notifications and
commands

- Discovery notifications

- Auto-registration notifications
- Internal notifications

- Problem update notifications

h:mm:ss.*

Current time in hh:mm:ss.

{TRIGGER.DESCRIPTION}

{TRIGGER.DESCRIPTION}

- BT Trigger fIBA *Tri->
Trigger-based PIEPEAN M 2. HEE
FE&Z {TR|ger #REE. * N 2.0.4
FHasH .

.0 FRo&anRIEE FL A A
“{TRIGGER.DESCRIPTION}" , trigger
AR SHFTE R

GGER.COMMENT} BE&RHHF.

- Trigger-based notifications

- Trigger-based internal notifications
- Problem update notifications

Trigger description. Supported since
2.0.4.

Starting with 2.2.0, all macros
supported in a trigger description will
be expanded if
{TRIGGER.DESCRIPTION} is used in
notification text.
{TRIGGER.COMMENT} is deprecated.

{TRIGGER.EVENTS.ACK}

{TRIGGER.EVENTS.ACK}

- ET Trigger FIEH * HESF - {§E
ERTEA

- HIEF Icon FR&!

- Trigger-based notifications

- Problem update notifications

- Icon labels in maps:L

FHOWHIASHE , EEENTPERY
BIEARAR IR ERABHE. * N
1.8.3 FFIASCH.

Number of acknowledged events for a
map element in maps, or for the
trigger which generated current event
in notifications. Supported since 1.8.3.

{TRIGGER.EVENTS.PROBLEM.ACK}

- ETF Trigger B4 * ZREHR - HhiE
BB
- HEF) Icon AR
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RIFTE iR SO IARRE S, * M
1.8.3 FHATHF.



{TRIGGER.EVENTS.PROBLEM.ACK}

- Trigger-based notifications
- Problem update notifications
- Icon labels in maps1

Number of acknowledged PROBLEM
events for all triggers disregarding
their state. Supported since 1.8.3.

{TRIGGER.EVENTS.PROBLEM.UNACK}

{TRIGGER.EVENTS.PROBLEM.UNACK}

- ET Trigger RIBA * 2BEAK - HE
SERTE AN

- HEFH Icon FR&s"

- Trigger-based notifications

- Problem update notifications

- Icon labels in maps1

KT AR SR ARTAGIES 2. * N
1.8.3 JHAfEA.

Number of unacknowledged PROBLEM
events for all triggers disregarding
their state. Supported since 1.8.3.

{TRIGGER.EVENTS.UNACK}

{TRIGGER.EVENTS.UNACK}

- £T Trigger B * HES - {§E
ERTEAN

- HIEF ) Icon FR&"

- Trigger-based notifications

- Problem update notifications

- Icon labels in maps1

FRRMASHE , BB ERAHT
BRI ERIAS . * N
1.8.3 FHAIFH B TT R,

Number of unacknowledged events for
a map element in maps, or for the
trigger which generated current event
in notifications. Supported in map
element labels since 1.8.3.

{TRIGGER.HOSTGROUP.NAME }

{TRIGGER.HOSTGROUP.NAME }

- BT Trigger BUIBAN * BT S- HIEE
FOEH

- FF Trigger PYRBIEAN

- Trigger-based notifications

- Problem update notifications

- Trigger-based internal notifications

L Z8HEF , ES-THAIEM trigger T
BHEEAYIFR. * M 2.0.6 FHAIF.

A sorted (by SQL query),
comma-space separated list of host
groups in which the trigger is defined.
Supported since 2.0.6.

{TRIGGER.PROBLEM.EVENTS.PROBLEM.ACKBHE Icon AR&E" * filk

{TRIGGER.PROBLEM.EVENTS.PROBLEM.ACK}con labels in maps1

REARBREHARBER. < A
1.8.3 FHIaH.

Number of acknowledged PROBLEM
events for triggers in PROBLEM state.
Supported since 1.8.3.

{TRIGGER.PROBLEM.EVENTS.PROBLEM.UNAGHKIE] Icon #R&" * filk

{TRIGGER.PROBLEM.EVENTS.PROBLEM.UNAQ&GN labels in maps:L

REAEBRRIARRBHE. * N
1.8.3 FHAXHF.

Number of unacknowledged PROBLEM
events for triggers in PROBLEM state.
Supported since 1.8.3.

{TRIGGER.EXPRESSION}

{TRIGGER.EXPRESSION}

- BT Trigger BN *Tri> &TF
Trigger PIRBIEAN

- IS I AN

- Trigger-based notifications

- Trigger-based internal notifications
- Problem update notifications

ger Tz, * M 1.8.12 FrHa3HF,

Trigger expression. Supported since
1.8.12.

{TRIGGER.EXPRESSION.RECOVERY}

- EF Trigger FIBH *Trio ET
Trigger RNEFREEN M 3.2.- HEEEHEL

240
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{TRIGGER.EXPRESSION.RECOVERY}

- Trigger-based notifications
- Trigger-based internal notifications
- Problem update notifications

Trigger recovery expression if OK
event generation in trigger
configuration is set to 'Recovery
expression’; otherwise an empty string
is returned.

Supported since 3.2.0.

{TRIGGER.ID}

{TRIGGER.ID}

- BT Trigger (BN * & zh -
Trigger-based NEFIEHT M 1.- HfEE
B

- EJE URLs

- Trigger URLs

- Trigger-based notifications

- Trigger-based internal notifications
- Problem update notifications

- Map URLs

- Trigger URLs

K Trigger ZLFFRIA, *
.8 FF#4FF trigger URLs,

Numeric trigger ID which triggered this
action.

Supported in trigger URLs since
Zabbix 1.8.8.

{TRIGGER.NAME}

{TRIGGER.NAME}

- BT Trigger BIBEN *trio HT
Trigger INEBIESN M 4.0- RIS Frid4n

- Trigger-based notifications
- Trigger-based internal notifications
- Problem update notifications

ger B, * CLFFLMRAT).

0 Fria7% {EVENT.NAME} RBERTahE
P EBRIMEEMEIR SUTRRT) .
Name of the trigger (with macros
resolved).

Note that since 4.0.0 {EVENT.NAME}
can be used in actions to display the
triggered event/problem name with
macros resolved.

{TRIGGER.NAME.ORIG}

{TRIGGER.NAME.ORIG}

- BT Trigger BIB4EN *trio FHT
Trigger REBIEAN M 2.0.- HEEEHIBAN
- Trigger-based notifications

- Trigger-based internal notifications
- Problem update notifications

ger MIRIARZFR * (BNIRB RAARAT).
FrHa3CH .

Original name of the trigger (i.e.
without macros resolved).
Supported since 2.0.6.

{TRIGGER.NSEVERITY}

{TRIGGER.NSEVERITY}

- BT Trigger KIBAN *trio BT
Trigger NEBIEAN M Zabb- HFEEFiA
g3l

- Trigger-based notifications
- Trigger-based internal notifications
- Problem update notifications

ger BIFERAI., * ATREAIME: 0 - REN, 1
158, 2-%5,3-88,4-T&,5-K%
.

x 1.6.2 FHASTH,

Numerical trigger severity. Possible
values: O - Not classified, 1 -
Information, 2 - Warning, 3 - Average,
4 - High, 5 - Disaster.

Supported starting from Zabbix 1.6.2.

{TRIGGER.SEVERITY}

{TRIGGER.SEVERITY}

- FTF Trigger RIBH *Tri-» £
Trigger PIHBIE AN

- WEE BN

- Trigger-based notifications

- Trigger-based internal notifications
- Problem update notifications

ger KA EHR* A[EEE - BA -
Trigger £&5HIITEEFE X

Trigger severity name. Can be defined
in Administration - General - Trigger
severities.
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{TRIGGER.STATE}

{TRIGGER.STATE}

- F&F Trigger NEREHN *trig

- Trigger-based internal notifications

er FEmAPIRAS. * TTBEMAI{E: Unknown
and Normal.

M 2.2.0 FrIAZHF.

The latest state of the trigger. Possible
values: Unknown and Normal.
Supported since 2.2.0.

{TRIGGER.STATUS}

{TRIGGER.STATUS}

- £T Trigger HIIB%1 * 77T t- HIEE
FIBHR {STligger ffE. * ATRER
PROBLEM &}, OK.

TUS} BRI XIF.

- Trigger-based notifications

- Problem update notifications

Current trigger value. Can be either
PROBLEM or OK.
{STATUS} is deprecated.

{TRIGGER.TEMPLATE.NAME}

{TRIGGER.TEMPLATE.NAME}

- EF Trigger KEBH *HF (- &F
Trigger PNEBIEAN
- WU RTE AN

- Trigger-based notifications
- Trigger-based internal notifications
- Problem update notifications

I sQL &) , BS-TEAIRINMLR S
FTEHERY IR, aRAR SN AT RIER
%, Wk * UNKNOWN ** M\ 2.0.6 FF44
XHF.

A sorted (by SQL query), comma-space
separated list of templates in which
the trigger is defined, or *UNKNOWN*
if the trigger is defined in a host.
Supported since 2.0.6.

{TRIGGER.URL}

{TRIGGER.URL}

- BT Trigger UIB%N *Tri-» &HF
Trigger PYRBIE4N

- WEE BN

- Trigger-based notifications

- Trigger-based internal notifications
- Problem update notifications

ger URL.*

Trigger URL.

{TRIGGER.VALUE}

{TRIGGER.VALUE}

- EF Trigger fB40 * ik 2s -
Trigger FRIXZ

- WEE B

- Trigger-based notifications

- Trigger expressions

- Problem update notifications

WHIME. *: 0 -trigger t(REA OK, 1 -
trigger $RZ4 PROBLEM,

Current trigger numeric value: 0 -
trigger is in OK state, 1 - trigger is in
PROBLEM state.

{TRIGGERS.UNACK}

{TRIGGERS.UNACK}

- HOE Icon AR * 2R

- Icon labels in maps1

BT, B TTRRIR AR LT
M\ANSRZE/DF— PROBLEM 44
A REAAAR R SR IAIA

Number of unacknowledged triggers
for a map element, disregarding
trigger state.

A trigger is considered to be
unacknowledged if at least one of its
PROBLEM events is unacknowledged.
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{TRIGGERS.PROBLEM.UNACK}

{TRIGGERS.PROBLEM.UNACK}

- HBE Icon AR&T * HHE

- Icon labels in maps1

FRRMIAIMA S (IR h PROBLEM)
m, *

WMRZE/DHF—A PROBLEM B4R
A MRAAAME 25 R HIA.

M 1.8.3 FHIASTHF.

Number of unacknowledged PROBLEM
triggers for a map element.

A trigger is considered to be
unacknowledged if at least one of its
PROBLEM events is unacknowledged.
Supported since 1.8.3.

{TRIGGERS.ACK}

{TRIGGERS.ACK}

- HE Icon AR * 2R

. 1
- Icon labels in maps

RERE , HE TR WA R, *
L4 fTH PROBLEM E4HMHAIAST |
trigger A HIAAELMIA.

M 1.8.3 FFHIaH.

Number of acknowledged triggers for
a map element, disregarding trigger
state.

A trigger is considered to be
acknowledged if all of it's PROBLEM
events are acknowledged.

Supported since 1.8.3.

{TRIGGERS.PROBLEM.ACK}

{TRIGGERS.PROBLEM.ACK}

- & Icon AREE" * HE

- Icon labels in maps1

RHEAIMAZS (KRR PROBLEM) ¥,

% F7H PROBLEM SH-EI A |
trigger AHIANE LA,

M 1.8.3 FHASTH.

Number of acknowledged PROBLEM
triggers for a map element.

A trigger is considered to be
acknowledged if all of it’'s PROBLEM
events are acknowledged.
Supported since 1.8.3.

{USER.FULLNAME}

{USER.FULLNAME}

- IR RIBA * FIA

- Problem update notifications

ERRA 2%, *

M 3.4.0 FrIAZHF.

Name and surname of the user who
added event acknowledgement.
Supported since 3.4.0.

{host:key.func(param)}

{$MACRO}

{#MACRO}

- £T Trigger B * EIEAK - §E
EREA

- #& Icon/shape FR&" * W 3.- HE
Link #r&s’

- EBLH

- Trigger &z’

- 3% ArEENRERRS *AFE
EXI(U/m

- %% Low-level K7 *Low
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{host:key.func(param)}

- Trigger-based notifications
- Problem update notifications
- Icon/shape labels in maps® *
- Link labels in maps4

- Graph names’

- Trigger expressions9

Simple macros, as used in building
trigger expressions.

Supported for shape labels in maps
since 3.4.2.

{$MACRO} - See: User macros supported by User-definable macros.
location
{#MACRO} - See: Low-level discovery macros Low-level discovery macros.
Supported since 2.0.0.
B
Footnotes

LM 1.8 FHa B IE%R. 1 Macros for map labels are supported since 1.8.
2 %2 {HOST. *} F3TF item key SHUEAEAT A HTE item BOIED ., 2R item ToIED | BHRARSIRFAEAT 7R &) Zabbix agent, SNMP JMX ,

IPMI 0. 2 The {HOST.*} macros supported in item key parameters will resolve to the interface that is selected for the item.
When used in items without interfaces they will resolve to either the Zabbix agent, SNMP, JMX or IPMI interface of the host in this
order of priority.

3 % remote commands, global scripts, interface IP/DNS ZEEF1 web scenarios Z2¥ AT A= AIEEN. MERELE , N{EH SNMP
O, R SNMP EOWRELE , ME JMX ED, 2R IMX #EORZZERER IPMI 30, 2 In remote commands, global scripts,
interface IP/DNS fields and web scenarios the macro will resolve to the main agent interface, howeuver, if it is not present, the main
SNMP interface will be used. If SNMP is also not present, the main JMX interface will be used. If JMX is not present either, the main
IPMI interface will be used.

4 HEFREF (UL ZHF avg, last, max and min &K, DR R#AR, ¢ Only the avg, last, max and min functions, with seconds
as parameter are supported in this macro in map labels.

> ] 2.0.3 FFHAH,

5 M Zabbix 2.2.0 44, 52 {HOST.*} aJLAFBF web scenario # (] Name, Variables, Headers, SSL certificate file and SSL key file
fields and in scenario step Name, URL, Post, Headers and Required string ZFE%. 6 Supported since Zabbix 2.2.0, {HOST. *} macros
are supported in web scenario Name, Variables, Headers, SSL certificate file and SSL key file fields and in scenario step Name,
URL, Post, Headers and Required string fields.

7 ]\ Zabbix 2.2.0 FF4 , HERREEPREINSTHF avg , last , max F min K%k , AR RS, & {HOST.HOST<1-9>} FIBLAT3| A%
MERE. Hlan:

* {Cisco switch:ifAlias[{#SNMPINDEX}].last()}

* YY%{{%%HOST.HOST}:ifAlias [{#SNMPINDEX}] .last ()}
® I 2.4.0 FrHAHE.

S BT HMEA RFXT | (BREREEEBILNENME AR A, ® While supported to build trigger expressions, simple macros may
not be used inside each other.

10 1 3.0.0 Freax#E. *© Supported since 3.0.0.
BRE5

Indexed macros

ARG {MACRO<1-9>} IEIANRT AR BRREXXM LT L., EREATRINFS AREXNPEENRE. H0 : ERERTEETRE
1,i%% 2,i%% 3, 4% {HOST.IP1}, {HOST.IP2}, {HOST.IP3} ¥ HI5| BiRE 1, ®& 2, ®E 3 10 IP #itit{5S. The indexed
macro syntax of {MACRO<1-9>} is limited to the context of trigger expressions. It can be used to reference hosts in the order
in which they appear in the expression. Macros like {HOST.IP1}, {HOST.IP2}, {HOST.IP3} will resolve to the IP of the first, second
and third host in the trigger expression (providing the trigger expression contains those hosts).

Foh, TUAEEFELFHFFFEMAAR {host:key.func(param)} , RN BEMEMRZL {HOSTHOST<1-9>}, R, BEZHRPHAR
{{HOST.HOST2} :key.func ()} RFXSI AEEFHKE 1% %K. Additionally the {HOST.HOST<1-9>} macro is also supported
within the {host:key.func(param)} macro in graph names. For example, {{HOST.HOST2}:key.func()} in the graph
name will refer to the host of the second item in the graph.

Warning:

B R AT MERARHTRSIMA. (BI20 : {HOSTHOST}, {HOSTIP}, %)
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Warning:
Use macros without index (i. e.{HOST.HOST}, {HOST.IP}, etc) in all other contexts.

2 AFEEXNRERSR

2 User macros supported by location v

1BEi

Overview
APEENETATLLTISR: User-definable macros are supported in the following locations:
s ®E
- $#0 IP/DNS
- #0 port
* Hosts

- Interface IP/DNS
- Interface port

o B proxy
- #¥0 port

+ ltems 1 item JREY

- &

- Key 2%

- BHIER

- BFEELERm

- EBURFAERER

- HRBURFERE

- SNMPv3 context Z#

- SNMPv3 security &#R

- SNMPv3 auth %%

- SNMPv3 priv %A

- SNMPv1/v2 Hl{kE

- SNMP OID

- SNMP port

- SSH A%

- SSH N4

- SSH F.4

- SSH #&4G

- SSH 4

- Telnet A4

- Telnet %15

- Telnet BIZ<

- Calculated item A=

- Trapper item "Allowed hosts” FFE&

- BUE RS S B N B

- JMX item endpoint FFE&

- M Zabbix 4.0 FFIAZIFATFE:
item {ETANELIR
HTTP agent URL FE&
HTTP agent HTTP query fields ZFE&
HTTP agent request body FE&
HTTP agent required status codes FE&
HTTP agent headers field key 1 value
HTTP agent HTTP JAMEFR P4 FER
HTTP agent HTTP JAMEZFRDFEY
HTTP agent HTTP proxy FFE&
HTTP agent SSL certificate JX{EFE
HTTP agent SSL key 3CH4-=FE&
HTTP agent SSL key %ALFER
HTTP agent HTTP #BHFE
HTTP agent HTTP ARFR&FE

* X K X X X X ¥ X ¥ X %X ¥ *
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* Items and item prototypes

- Name

- Key parameters

- Update interval

- Custom intervals

- History storage period
- Trend storage period

- SNMPv3 context name
- SNMPv3 security name
- SNMPv3 auth pass

- SNMPv3 priv pass

- SNMPv1/v2 community
- SNMP OID

- SNMP port

- SSH
- SSH
- SSH
- SSH

username
public key
private key
password

- SSH script

- Telnet username

- Telnet password

- Telnet script

- Calculated item formula

- Trapper item "Allowed hosts” field

- Database monitoring additional parameters
- JMX item endpoint field

- since Zabbix 4.0 also in:

*

¥ ¥ X X ¥ X X X X ¥ X ¥ ¥

« R
RN

* X X X X X

*

* X X X X ¥

SNMPv3
SNMPv3
SNMPv3
SNMPv3

item value preprocessing steps

HTTP agent URL field

HTTP agent HTTP query fields field

HTTP agent request body field

HTTP agent required status codes field

HTTP agent headers field key and value

HTTP agent HTTP authentication username field
HTTP agent HTTP authentication password field
HTTP agent HTTP proxy field

HTTP agent SSL certificate file field

HTTP agent SSL key file field

HTTP agent SSL key password field

HTTP agent HTTP timeout field

HTTP agent HTTP allowed hosts field

context FE&
security FE&
auth X
priv &AL

SNMPv1/v2 M Kk &

SNMP OID

* Discovery
* Update

SNMPv3
SNMPv3
SNMPv3
SNMPv3

interval
context name
security name
auth pass
priv pass

SNMPv1/v2 community
SNMP OID

o Low-level &I\

- &R

- Key ¥
- EHEE
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RragXEm

SNMPv3 context Z#R

SNMPv3 security Z#

SNMPv3 auth G

SNMPv3 priv 2hY

SNMPv1/v2 Bk

SNMP OID

SNMP port

SSH fiF%&

SSH 2 4H

SSH F448

SSH %G

SSH Bz

Telnet A%

Telnet %45

Telnet 2

Trapper item RF&EFE.

PR s

JMX item endpoint FFE&

REFRIRE R

TIRIERIFRER

M Zabbix 4.0 FFEAZIFATFE:

HTTP agent URL ZFE&

HTTP agent HTTP query fields TFE&
HTTP agent request body FE&
HTTP agent required status codes FFE&
HTTP agent headers field key 1 value
HTTP agent HTTP JAMFFA A48 FER
HTTP agent HTTP JAUEZFRLFEY

* HTTP agent HTTP #@A=FEL

* X ¥ X %X X ¥

* Low-level discovery rule

Name
Key parameters
Update interval
Custom intervals
SNMPv3 context name
SNMPv3 security name
SNMPv3 auth pass
SNMPv3 priv pass
SNMPv1/v2 community
SNMP OID
SNMP port
SSH username
SSH public key
SSH private key
SSH password
SSH script
Telnet username
Telnet password
Telnet script
Trapper item "Allowed hosts” field
Database monitoring additional parameters
JMX item endpoint field
Keep lost resources period
Filter regular expressions
since Zabbix 4.0 also in:
*x HTTP agent URL field
HTTP agent HTTP query fields field
HTTP agent request body field
HTTP agent required status codes field
HTTP agent headers field key and value
HTTP agent HTTP authentication username field
HTTP agent HTTP authentication password field

* % X X ¥ %
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* HTTP agent HTTP timeout field
* Web scenario

& R

RN

Agent

HTTP proxy
Variables

Headers

Step name

Step URL

Step post variables
Step headers

Step timeout
Required string
IR S

WIE (P& MES)
SSL certificate X ff
SSL key Xt

SSL key ®E

* Web scenario

Name

Update interval
Agent

HTTP proxy
Variables

¥ X X K X K K K K K K X X X ¥ X X

Headers

Step name

Step URL

Step post variables
Step headers

Step timeout

Required string
Required status codes
Authentication (user and password)
SSL certificate file
SSL key file

SSL key password

EE R I R R S R

* Triggers
* &R
* KEX (REFEMRB S HF)
* WRAEER
* URLs

» Triggers

* Name

* Expression (only in constants and function parameters)
* Description

* URLs

E TTriggerid &0

X FTrigger N 35 & 40

=) 2 5 3 & H0

Trigger-based notifications
Trigger-based internal notifications
Problem update notifications

* ¥ ¥ X X %

* FE{ftags
* Tag &R
* Tag 1B
* Tag [LHQ
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* Event tags
* Tag name
* Tag value
* Tag for matching

- DRI

* BOA S R IF S E)
* 5 R IF S A
* Action operations
* Default operation step duration
* Step duration

x BIE A
* B 8] &) 3 4% 1

* Action conditions
* Time period condition

« 2REA (BIEMIAE)

* Global scripts (including confirmation text)

« dynamic URL screen JTZM URL FE&,
* URL field of dynamic URL screen element

o &I o /- 4 'When active’ FFE&.

o EIH - —fi% > T{ER[E]: "Working time’ FEX.

* Administration -» Users —» Media: '"When active’ field

* Administration - General -» Working time: '"Working time’ field

Z 5 Zabbix fiXFRNTEYR, ESEIFRYIFR. For a complete list of all macros supported Zabbix, see macros supported by
location.

8 B fFSiA

8 Unit symbols Overview i

Having to use some large numbers, for example ‘86400’ to represent the number of seconds in one day, is both difficult and
error-prone. This is why you can use some appropriate unit symbols (or suffixes) to simplify Zabbix trigger expressions and item
keys. BfFEA—LRIFH , HIA1'86400" SKRFFR—RPHIME , MEMNSZLHE, IHEETUEA—LELNANTS (BREHR) X
&1k, Zabbix trigger FKiXTF item key HREA.

Instead of ‘86400’ for the number of seconds you can simply enter '1d’. Suffixes function as multipliers. &R LB AN'1d" , A
F2'86400" IFMER. A4k d FRIETREL.

Time suffixes B8] [543
For time you can use /&a[{F i T:

» s -seconds (when used, works the same as the raw value) # ({EB8f , 5RI4EME)
e m - minutes 4

e h - hours B

« d-days X

* w - weeks [F]

Time suffixes are supported in: DU 3§08 /545 -

« trigger expression constants and function parameters i’k #sexpression % EFEE S

« item configuration (‘"Update interval’, '"Custom intervals’, 'History storage period’ and 'Trend storage period’ fields) Y #=IHD
B (EHRERE , BEXEEER SRR RENK F AR EER )

* item prototype configuration ('Update interval’, 'Custom intervals’, 'History storage period’ and 'Trend storage period’ fields)
WEREREE (C EHER, B XNRERE R EIERENK 0 iR FAERE FE)

 low-level discovery rule configuration ('Update interval’, ‘Custom intervals’, 'Keep lost resources’ fields) {&Z&k A &I N ELE
(" EMERR , BEXEEER ,  RREAAR FE)

* network discovery configuration (‘'Update interval’ field) M4 A IAMUECE (" BFAIE FEL)

« web scenario configuration ('Update interval’, "Timeout’ fields) web scenario Bt& (' EHEIME , ' B FE)

« action operation configuration ('Default operation step duration’, 'Step duration’ fields) FEIRIERLE (' BUARESBRITLENT
B, " BIRRIFENA) FEY)
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« slide show configuration ('Default delay’ field) 14T HBRECE (' ZRUATEIR' FER)

« user profile settings (‘Auto-logout’, 'Refresh’, ‘Message timeout’ fields) FAPEAEREE (' B1ER,’ B, HEBK
FER)

« Administration - General -» Housekeeping (storage period fields) &I - —f8 » B (' 7FEH) FER)

* Administration -» General - Trigger displaying options ('Display OK triggers for’, 'On status change triggers blink for’ fields)
B - —fR - ARH[EBRER (| B8 OK filkan T, " TIREUEH, & 28 EUGRAET FE)

 Administration - General - Other ('Refresh unsupported items’ field) &8 -» —f - Hh (' BIFAZIFHNME ' FE)

» parameters of the zabbix[queue,<from>,<to>] internal item ¥ zabbix[queue,<from>,<to>] internal item

« last parameter of aggregate checks aggregate checksfx/a—1"&%k

Memory suffixes N1E/54%

Memory size suffixes are supported in trigger expression constants and function parameters. filik z5expression % £FeR ST
BFREX/NEE.

For memory size you can use XFREXR/N , FiENT:

+ K - kilobyte FF
* M - megabyte JKFT
* G- gigabyte +{ZF
« T-terabyte JKIKFT
Other uses HAh A%
Unit symbols are also used for a human-readable representation of data in the frontend. By &S AT RHEIE , AITHZHRR
%o
In both Zabbix server and frontend these symbols are supported: £ Zabbix fR% 25 A BHEP L FF X LRSS -
* K- kilo
* M- mega
* G-giga
e T-tera

When item values in B, Bps are displayed in the frontend, base 2 is applied (1K = 1024). Otherwise a base of 10 is used (1K =
1000). ¥4 B , Bps FHIMIETE B /RIERIRET , IFAEY 2 (1K = 1024) , BRHER 10 FEH (1K = 1000),

Additionally the frontend also supports the display of: }t4h , Bl IFUATEIR ¢

e P-peta
* E-exa

e Z - zetta
* Y - yotta

Usage examples FiERf

By using some appropriate suffixes you can write trigger expressions that are easier to understand and maintain, for example

these expressions: It {FA—EYKEE , LRSS TIEMANAFRMERRER , Sl TRER :

{host:zabbix [proxy,zabbix_proxy,lastaccess]}>120
{host:system.uptime[].last () }<86400
{host:system.cpu.load.avg(600)}<10
{host:vm.memory.size[available].last () }<20971520

could be changed to: AJPAMA :

{host:zabbix [proxy,zabbix_proxy,lastaccess]}>2m
{host:system.uptime.last()}<1d
{host:system.cpu.load.avg(10m)}<10
{host:vm.memory.size[available] .last ()}<20M

9 Mf[AIRECE

9 Setting time periods Overview A
To set a time period, the following format has to be used: ZERE— IR , MiEiz A TEAE :

d-d,hh:mm-hh:mm
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where the symbols stand for the following: £5fi% :

Symbol &5 D scription #iA

d Day of the week: 1 - Monday, 2 - Tuesday ,... , 7 - Sunday
BEH#i: 1 - Monday, 2 - Tuesday ,..., 7 - Sunday

hh Hours: 00-24 /)\B}: 00-24

mm Minutes: 00-59 434#: 00-59

You can specify more than one time period using a semicolon (;) separator: ZER[AMERANS (;) HIRFEEZS NITEIER :
d-d,hh:mm-hh:mm;d-d,hh:mm-hh:mm. ..

Leaving the time period empty equals 01-07,00:00-24:00, which is the default value. 2] R EERHSEAZE , REBEINAK 01-
07,00:00-24:00

Attention:

The upper limit of a time period is not included. Thus, if you specify 09:00-18:00 the last second included in the time period
is 17:59:59. This is true starting from version 1.8.7, for everything, while Working time has always worked this way. KJ[g]
ERA0_EFREZFFXIA), R, BETEERBECA 09:00-18:00 A , ZIBERAE MH/E—M4K 2 17:59:59, ZAMM 1.8.7 R4
ZIEERTEIGRTE , MWorking time —E /& FIZHLI.

A J

Examples 2545
Working hours. Monday - Friday from 9:00 till 18:00: T/EH. EH—ZIEHIF K 9:00 F 18:00:
1-5,09:00-18:00

Working hours plus weekend. Monday - Friday from 9:00 till 18:00 and Saturday, Sunday from 10:00 till 16:00: T{ERMN_ERER. £
HI—Z|2HIFH K 9:00 F) 18:00 , AR FE7<FEHB 10:00 £ 16:00,

1-5,09:00-18:00;6-7,10:00-16:00

10 4HIT

10 Command execution Zabbix uses common functionality for external checks, user parameters, system.run items, custom
alert scripts, remote commands and user scripts. Zabbix F&E MISNBKZE. S, system.run Wi, BENEZLMA, TR
ESMAFTES.

Execution steps Hi4T41%

The command/script is executed similarly on both Unix and Windows platforms: £ Unix 1 Windows RZF& L |, 154 /HARKHIT

AR

Zabbix (the parent process) creates a pipe for communication Zabbix ({X3F2) Sl 7 —/ 3B E.

Zabbix sets the pipe as the output for the to-be-created child process Zabbix JBE IR E A EWAIZE N FIHFEMmHED

Zabbix creates the child process (runs the command/script) Zabbix fIZFiHFE (E{THES/HIA)

A new process group (in Unix) or a job (in Windows) is created for the child process AF3HFEA1E— N FKPHFEA (Unix F4)

B—MEL (Windows &)

5. Zabbix reads from the pipe until timeout occurs or no one is writing to the other end (ALL handles/file descriptors have been
closed). Note that the child process can create more processes and exit before they exit or close the handle/file descriptor.
Zabbix WEEEE , ERIR4AERNTIRAEEMEAB—in (AL HERFEHE XM, FEE , FHAETUERE ZXAL
AR T Z AR E S HEHRE .,

6. If the timeout has not been reached, Zabbix waits until the initial child process exits or timeout occurs 25 [& FIXZI#B AT ,
Zabbix ¥ &R , BRI FHFZIRE SR 4B AT

7. If the initial child process exited and the timeout has not been reached, Zabbix checks exit code of the initial child process
and compares it to 0 (non-zero value is considered as execution failure, only for custom alert scripts, remote commands and
user scripts executed on Zabbix server and Zabbix proxy) 205RIRH ¥4 FHFEFF B 8 KX F#BES , Zabbix ¥AEE YA FHFE
IR ARRLIEEES 0 #HTHLE (FEFEBFAABITRK , {UERATIE Zabbix server M Zabbix proxy EHITEE LEEMA
TAR 4N FHA)

8. At this pointitis assumed that everything is done and the whole process tree (i.e. the process group or the job) is terminated

BER , RIR—VIEPE TR , BANEAE tree (RPEFRASMELY) &Kib

PwWwnNPRE
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Attention:

Zabbix assumes that a command/script has done processing when the initial child process has exited AND no other process
is still keeping the output handle/file descriptor open. When processing is done, ALL created processes are terminated.
Zabbix {RE i &/MAIENIAFHRRE A D TTARAIE | 3 BIREH AR RTINS AR SRR THT PR, I TTR
Ja . BEIE T AR MHFE

All double quotes and backslashes in the command are escaped with backslashes and the command is enclosed in double quotes.

BASFRBENE| S RFFLEME B RFATHITE X |, 54 AXE| SHERX.
Exit code checking B AEBHIHE
Exit code are checked with the following conditions: R T &ERETRE RS :

*0nly for custom alert scripts, remote commands and user scripts executed on Zabbix server and Zabbix prox
*Any exit code that is different from O is considered as execution failure.{F {4 [E FOK IR & 1K 53 HB 4 0 4
*Contents of standard error and standard output for failed executions are collected and available in front
*Additional log entry is created for remote commands on Zabbix server to save script execution output and

Possible frontend messages and log entries for failed commands/scripts: AJgEH IR K KFES AN RS EMHESRE

« Contents of standard error and standard output for failed executions (if any). TR BRIrAESPRAARERERRNES (NMRE
HIE)

« "Process exited with code: N.” (for empty output, and exit code not equal to 0). ” FHFZBH LS : N.” (Tl |, IBH L
RET 0),

» "Process killed by signal: N.” (for process terminated by a signal, on Linux only). ” HFE#{ESR3E : N.” SHTTFHRESKXLEHN
B2 , {N4E Linux £).

+ "Process terminated unexpectedly.” (for process terminated for unknown reasons). ” SFEESMEIE. " (BT FRMERL 3
72).

Read more about TfiEE %

* External checks

e User parameters

* system.run items

e Custom alert scripts
* Remote commands
* Global scripts

11 %ishR

11 Recipes for monitoring General #{{&
Monitoring server availability Y12k %28 7] B4

At least three methods (or combination of all methods) may be used in order to monitor availability of a server. AT PA{§ FAZ /> =74

Tk (BB AENAS) KEIIRS T A,

¢ ICMP ping ("icmpping” key)
* "zabbix[host,agent,available]” item
« trigger function nodata() for monitoring the availability of hosts that use active checks only iR K%k nodata() DLSI5 R 31T
FEERBRENF R
Sending alerts via WinPopUps 181 WinPopUps & iE%4
WinPopUps maybe very useful if you're running Windows OS and want to get quick notification from Zabbix. It could be good addition
for email-based alert messages. Details about enabling of WinPopUps can be found at http://www.zabbix.com/forum/showthread.

php?t=2147.0000000WindowsO0000000Zabbix00000WinPopUpsO00000000000000000C0000000000OWinPopUpsOO000000 http:
//www.zabbix.com/forum/showthread.php?t=2147.

Monitoring specific applications W24 I FIFEF
AS/400

IBM AS/400 platform can be monitored using SNMP. More information is available at http://publib-b.boulder.ibm.com/Redbooks.nsf/
RedbookAbstracts/sg244504.html?0pen. {#F SNMP ] LS HT IBM AS/400 & , EZ {5 BN, http:/publib-b.boulder.ibm.com/
Redbooks.nsf/RedbookAbstracts/sg244504.htmI?Open.
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http://www.zabbix.com/forum/showthread.php?t=2147.如果你正在运行Windows操作系统，想要从Zabbix获取快讯，WinPopUps可能大有用处。它是基于电子邮件的警告消息的很好补充。关于启用WinPopUps的细节信息，详见
http://www.zabbix.com/forum/showthread.php?t=2147.如果你正在运行Windows操作系统，想要从Zabbix获取快讯，WinPopUps可能大有用处。它是基于电子邮件的警告消息的很好补充。关于启用WinPopUps的细节信息，详见
http://www.zabbix.com/forum/showthread.php?t=2147
http://www.zabbix.com/forum/showthread.php?t=2147
http://publib-b.boulder.ibm.com/Redbooks.nsf/RedbookAbstracts/sg244504.html?Open
http://publib-b.boulder.ibm.com/Redbooks.nsf/RedbookAbstracts/sg244504.html?Open
http://publib-b.boulder.ibm.com/Redbooks.nsf/RedbookAbstracts/sg244504.html?Open
http://publib-b.boulder.ibm.com/Redbooks.nsf/RedbookAbstracts/sg244504.html?Open

MySQL

Several user parameters can be used for the monitoring of MySQL in the agent configuration file: /usr/local/etc/zabbix_agentd.conf
7£ agent BCE L% /usr/local/etc/zabbix_agentd.conf & , A PARET SR LT MySQL

### Set of parameters for monitoring MySQL server (v3.23.42 and later)
### Change -u and add -p if required
#UserParameter=mysql.ping,mysqladmin -uroot pingl|grep alive|wc -1

#UserParameter=mysql.uptime,mysqladmin -uroot status|cut -f2 -d":"|cut -f2 -4" "
#UserParameter=mysql.threads,mysqladmin -uroot status|cut -f3 -d":"|cut -f2 -d" "
#UserParameter=mysql.questions,mysqladmin -uroot status|cut -f4 -d":"|cut -f2 -4" "
#UserParameter=mysql.slowqueries,mysqladmin -uroot status|cut -f5 -d":"|cut -f2 -4" "

#UserParameter=mysql.qps,mysqladmin -uroot status|cut -f9 -d":"|cut -f2 -4" "
#UserParameter=mysql.version,mysql -V

* mysql.ping
Check whether MySQL is alive. 7 MySQL E&/iz1TIER.
Result: O - not started 1 - alive
* mysql.uptime
Number of seconds MySQL is running.MySQL 151 TEIF%K.
* mysql.threads
Number of MySQL threads.MySQL HIZFEE.
* mysql.questions
Number of processed queries.MySQL [RIZFEE
* mysql.slowqueries
Number of slow queries. {MIBE R E
* mysql.gps
Queries per second. {2 f¥E
* mysql.version

Version of MySQL. For example: mysql Ver 14.14 Distrib 5.1.53, for pc-linux-gnu (i686) MySQL BIkRAS. #Ia0: mysql 14.14 hRAK
Distrib 5.1.53, for pc-linux-gnu (i686)

For additional information see also the userparameter_mysgl.conf file in conf/zabbix_agentd directory. 3B EIEE , &Vl
conf/zabbix_agentd B3X FH userparameter_mysgl.conf 3044

Mikrotik routers Mikrotik f& 2%
Use SNMP agent provided by Mikrotik. See http://www.mikrotik.com for more information.
Windows

Use Zabbix Windows agent included (pre-compiled) into Zabbix distribution. {FFREE (Fi4Ri¥) | Zabbix 1T M Zabbix Windows
agent.

Tuxedo

Tuxedo command line utilities tmadmin and gmadmin can be used in definition of a UserParameter in order to return per
server/service/queue performance counters and availability of Tuxedo resources. £ E X — N P S HE , AT BL{F A Tuxedo
Command Line SRFFEF tmadmin #1 gmadmin , PUR BG4 IR S-25/ AR 55-/BAIIMEREITERES . Tuxedo BRIRAIT] AtE.

Informix

Standard Informix utility onstat can be used for monitoring of virtually every aspect of Informix database. Also, Zabbix can retrieve
information provided by Informix SNMP agent. FAARMETE M utility onstat , JLFEATRAMEE Informix 4B EER RN AHE. ME , Zabbix
T ZEE Informix SNMP agent 12tHE 8,

HP OpenView

Zabbix can be configured to send messages to OpenView server. The following steps must be performed: BT ECE Zabbix (A
OpenView [RFFRXHE , WIERUT LA LR -

Step 1 18 1

Define new media. & X H1 media.
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The media will execute a script which will send required information to OpenView.media ¥ {T—- @ OpenView &% FrE{s B0

.

Step 2 %% 2

Define new user. i S HT

The user has to be linked with the media. B P45 media FBiEHE.
Step 3 £ 3

Configure actions. FLEEE,

Configure actions to send all (or selected) trigger status changes to the user. ELEIRESE A EEEEN) REDBHWiAZE
“RP.

Step 4 1% 4
Write media script. 485 media fii&

The script will have the following logic. If trigger is ON, then execute OpenView command opcmsg -id application=<application>
msg_grp=<msg_grp> object=<object> msg_text=<text>. The command will return unique message ID which has to be stored
somewhere, preferrably in a new table of ZABBIX database. If trigger is OFF then opcmack <message id> has to be executed
with message ID retrieved from the database. A BN T2 EHE/E : 2RAMAZSA ON, ABAHIT OpenView €54 opcmsg -id
application=<application> msg_grp=<msg_grp> object=<object> msg_text=<text>. XS KR [AME—HEE ID , iZ ID DA7E
FEIEEERL | I ZABBIX BUEEMHFIRBATRAME. MRAMAKZRHF OFF , ABA opcmack <message id> B MHIEEF R ZRHIE
B ID —@HIT.

Refer to OpenView official documentation for more details about opcmsg and opcmack. The media script is not given here. E% 3k
F opcmsg 1 opcmack I | 3, OpenView BA 3., XEBEIRE4AE media B,

12 Performance tuning

Attention:
This is a work in progress.

Overview

It is very important to have Zabbix system properly tuned for maximum performance.
Hardware

General advice on hardware:

* Use fastest processor available

e SCSI or SAS is better than IDE (performance of IDE disks may be significantly improved by using utility hdparm) and SATA
* 15K RPM is better than 10K RPM which is better than 7200 RPM

¢ Use fast RAID storage

¢ Use fast Ethernet adapter

* Having more memory is always better

Operating system

* Use latest (stable!) version of OS
* Exclude unnecessary functionality from kernel
¢ Tune kernel parameters

Zabbix configuration parameters

Many parameters may be tuned to get optimal performance.
zabbix_server

StartPollers

General rule - keep value of this parameter as low as possible. Every additional instance of zabbix_server adds known overhead,
in the same time, parallelism is increased. Optimal number of instances is achieved when queue, on average, contains minimum
number of parameters (ideally, 0 at any given moment). This value can be monitored by using internal check zabbix[queuel.
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Note:
See the "See also” section at the bottom of this page to find out how to configure optimal count of zabbix processes.

DebuglLevel

Optimal value is 3.

DBSocket

MySQL only. It is recommended to use DBSocket for connection to the database. That is the fastest and the most secure way.
Database engine

This is probably the most important part of Zabbix tuning. Zabbix heavily depends on the availability and performance of database
engine.

* use fastest database engine, i.e. MySQL or PostgreSQL
* use stable release of a database engine
* rebuild MySQL or PostgreSQL from sources to get maximum performance
» follow performance tuning instructions taken from MySQL or PostgreSQL documentation
« for MySQL, use InnoDB table structure
* ZABBIX works at least 1.5 times faster (comparing to MyISAM) if InnoDB is used. This is because of increased parallelism.
However, InnoDB requires more CPU power.
¢ tuning the database server for the best performance is highly recommended.
» keep database tables on different hard disks
* 'history’, "history_str, 'items’ 'functions’, triggers’, and ‘trends’ are most heavily used tables.
« for large installations keeping MySQL temporary files in tmpfs is:
- MySQL >= 5.5: not recommended (MySQL bug #58421)
- MySQL < 5.5: recommended

GUI debugging
Problems related to the frontend performance may be diagnosed using the frontend debug mode.
General advice

* monitor required parameters only

* tune 'Update interval’ for all items. Keeping a small update interval may be good for nice graphs, however, this may overload
Zabbix

* tune parameters for default templates

e tune housekeeping parameters

¢ do not monitor parameters which return the same information.

* avoid the use of triggers with long period given as function argument. For example, max(3600) will be calculated significantly
slower than max(60).

Viewing Zabbix process performance with "ps” and "top”

Since Zabbix 2.2 processes change their commandlines to display current activity and meaningful statistics, like:

UID PID PPID C STIME TTY TIME CMD

zabbix22 4584 1 0 14:55 7 00:00:00 zabbix_server -c /home/zabbix22/zabbix_server.conf

zabbix22 4587 4584 0 14:55 7 00:00:00 zabbix_server: configuration syncer [synced configuration in (
zabbix22 4588 4584 0 14:55 7 00:00:00 zabbix_server: db watchdog [synced alerts config in 0.018748 <
zabbix22 4608 4584 O 14:55 7 00:00:00 zabbix_server: timer #1 [processed 3 triggers, O events in 0.
zabbix22 4609 4584 O 14:55 7 00:00:00 zabbix_server: timer #2 [processed 2 triggers, O events in 0.
zabbix22 4637 4584 0 14:55 7 00:00:01 zabbix_server: history syncer #4 [synced 35 items in 0.166198
zabbix22 4657 4584 0 14:55 7 00:00:00 zabbix_server: vmware collector #1 [updated O, removed O VMwar
zabbix22 4670 1 0 14:55 7 00:00:00 zabbix_proxy -c /home/zabbix22/zabbix_proxy.conf

zabbix22 4673 4670 O 14:55 7 00:00:00 zabbix_proxy: configuration syncer [synced config 15251 bytes
zabbix22 4674 4670 O 14:55 7 00:00:00 zabbix_proxy: heartbeat sender [sending heartbeat message succ
zabbix22 4688 4670 O 14:55 7 00:00:00 zabbix_proxy: icmp pinger #1 [got 1 values in 1.811128 sec, ic
zabbix22 4690 4670 O 14:55 7 00:00:00 zabbix_proxy: housekeeper [deleted 9870 records in 0.233491 se
zabbix22 4701 4670 O 14:55 7 00:00:08 zabbix_proxy: http poller #2 [got 1 values in 0.024105 sec, ic
zabbix22 4707 4670 O 14:55 7 00:00:00 zabbix_proxy: history syncer #4 [synced 22 items in 0.008565 ¢
zabbix22 4738 1 0 14:55 7 00:00:00 zabbix_agentd -c /home/zabbix22/zabbix_agentd.conf

zabbix22 4739 4738 0 14:55 7 00:00:00 zabbix_agentd: collector [idle 1 sec]

zabbix22 4740 4738 0 14:55 7 00:00:00 zabbix_agentd: listener #1 [waiting for connection]

zabbix22 4741 4738 0 14:55 7 00:00:00 zabbix_agentd: listener #2 [processing request]
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The main process is an exception. Instead of current activity the original commandline is shown. This helps to distinguish processes
on systems with multiple Zabbix instances.

This feature is not implemented for Microsoft Windows.
If logging level is set to DebugLevel=4 these activity and statistics messages are also written into log file.
Linux

On Linux systems ps command can be used together with watch command for observing how Zabbix is doing. For example, to
run ps command 5 times per second to see process activities:

watch -n 0.2 ps -fu zabbix

To show only Zabbix proxy and agent processes:

watch -tn 0.2 'ps -f -C zabbix_proxy -C zabbix_agentd'
To show only history syncer processes:

watch -tn 0.2 'ps -fC zabbix_server | grep history'

The ps command produces a wide output (approximately 190 columns) as some activity messages are long. If your terminal has
less than 190 columns of text you can try

watch -tn 0.2 'ps -o cmd -C zabbix_server -C zabbix_proxy -C zabbix_agentd'
to display only commandlines without UID, PID, start time etc.

top command also can be used for observing Zabbix performance. Pressing 'c’ key in top shows processes with their command-
lines. In our tests on Linux top and atop correctly displayed changing activities of Zabbix processes, but htop was not displaying
changing activities.

BSD systems

If watch command is not installed, a similar effect can be achieved with
while [ 1 ]; do ps x; sleep 0.2; clear; done

AIX, HP-UX

If watch command is not available, one can try

while [ 1 ]; do ps -fu zabbix; sleep 1; clear; done
Solaris

By default the ps command does not show changing activities. One option is to use /usr/ucb/ps instead. If watch command is
not installed, a periodically updated list of processes can be shown with

while [ 1 ]; do /usr/ucb/ps gxww; sleep 1; clear; done
On Solaris 11:

« /usr/ucb/ps is not installed by default. You may need to install ucb package, e.g. pkg install compatibility/ucb,
« if Zabbix daemon has been started by privileged user its activities are not shown to non-privileged user.
* the sleep command accepts not only whole seconds but also fractions of second (e.g. sleep 0.2).

See also

1. How to configure optimal count of zabbix processes

13 Version compatibility

Supported agents

Zabbix agents starting with version 1.4 are compatible with Zabbix 4.0. However, you may need to review the configuration of
older agents as some parameters have changed, for example, parameters related to logging for versions before 3.0.

To take full advantage of new and improved items, improved performance and reduced memory usage, use the latest 4.0 agent.
Supported Zabbix proxies

Both Zabbix 4.0 proxies and Zabbix 4.0 server are supported to work only with Zabbix 4.0 server and Zabbix 4.0 proxies respectively.
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Attention:

It is known to be possible to start an upgraded server and have older, yet unupgraded proxies report data to a newer server
(the proxies can’t refresh their configuration though). This approach, however, is not recommended and not supported by
Zabbix and choosing it is entirely at your own risk. For more information, see the upgrade procedure.

Supported XML files

XML files, exported with 1.8, 2.0, 2.2, 2.4, 3.0, 3.2 and 3.4 are supported for import in Zabbix 4.0.

Attention:

In Zabbix 1.8 XML export format, trigger dependencies are stored by name only. If there are several triggers with the same
name (for example, having different severities and expressions) that have a dependency defined between them, it is not
possible to import them. Such dependencies must be manually removed from the XML file and re-added after import.

14 Database error handling

If Zabbix detects that the backend database is not accessible, it will send a notification message and continue the attempts to
connect to the database. For some database engines, specific error codes are recognised.

MySQL

« CR_CONN_HOST ERROR
+ CR_SERVER_GONE_ERROR

« CR_CONNECTION_ERROR

« CR_SERVER_LOST

« CR_UNKNOWN_HOST

« ER_SERVER_SHUTDOWN

« ER_ACCESS_DENIED_ERROR

« ER_ILLEGAL_GRANT FOR TABLE

« ER_TABLEACCESS _DENIED_ERROR
« ER_UNKNOWN_ERROR

15 Zabbix sender dynamic link library for Windows

In a Windows environment applications can send data to Zabbix server/proxy directly by using the Zabbix sender dynamic link
library (zabbix_sender.dll) instead of having to launch an external process (zabbix_sender.exe).

The dynamic link library with the development files is located in bin\winXX\dev folders. To use it, include the zabbix_sender.h
header file and link with the zabbix_sender.lib library. An example file with Zabbix sender APl usage can be found in
build\win32\examples\zabbix_sender folder.

The following functionality is provided by the Zabbix sender dynamic link library:

int zabbix_sender_send_values(const char *address, unsigned short port,const char *source, const zabbix_

char **result); {.c}

The following data structures are used by the Zabbix sender dynamic link library:

typedef struct

{
/* host name, must match the name of target host in Zabbiz */
char *xhost;
/* the item key */
char *key;
/* the item value */
char *value;
X

zabbix_sender_value_t;
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typedef struct

{
/* number of total values processed */
int total;
/* number of fatiled values */
int failed;
/* time in seconds the server spent processing the sent wvalues */
double time_spent;
¥

zabbix_sender_info_t;

16 Issues with SELinux

Socket-based inter-process communication has been added since Zabbix 3.4. On systems where SELinux is enabled it may be
required to add SELinux rules to allow Zabbix create/use UNIX domain sockets in the SocketDir directory. Currently socket files
are used by server (alerter, preprocessing, IPMI) and proxy (IPMI). Socket files are persistent, meaning are present while the process
is running.

B RSN REETPRRA.

1 FLE

Structure

Zabbix 4.0 WFMABRSANABTHMFET , DUETERIRIENGRAIREE T H.,
LESMBMNNETN , BHEACRIFZETHRITERE , AMTERDNENFETHMRETHINE.
FHEERTRER A XN S R 2 BRI L , DIRA P ASEEAXER.

BN

i RHT KT Zabbix MEMEE. FZAETNLIENEEEF Zabbix iR HE—LLFHIFE,

RNiE %% 7 1E Zabbix PERBIMAE , IHRMHTHX Zabbix HERFEEER.

& FEN] Z WA ARSI iaE R Zabbix,

Zabbix N 2 —HMATEERNAR , BEHETATAT BRI (EA Zabbix KX,

E RAFMFRIERZIFARANERNETZ—. BEAETAEXTUNMRE Zabbix ZUISEMIMENERZIN , NZEEHZIFRER
AR, BRERMRE  BREBM , UEAESIAHANARG 4.

IT services EI VAR T AMA{E A Zabbix , NESEXMNMA RITEMNEIZRLE.

Web #1% ATAFR BN LA IS Web RIS R] FtE.

EAULYES AR T AAECE VMware FERIMEIR,

YHP, IENFRER, B MECEMNSASSE WAETHE—SRRT AAEA Zabbix XL HEMINGE,
BHAI BB XRMLEMERE. Zabbix B AU (E3hX). XHRS. MEHEOEMEHRIANRA.
AR £ Zabbix IEE FAMERRFENEXNE.

%R 38 T AT XS Zabbix A4 [EHIERBHTINE.

Web R BE T 2A1E A Zabbix i) Web REKHNZ.

API AT (£ Zabbix APl VLRSS,

EONERREARM T , BEEMR P MROAEE LS mges.
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2 Zabbix /A

HER
Zabbix ZH Alexei Vladishev 13 , HHIZEHH Zabbix SIA TEFFEFT AR AT IF.
Zabbix B—F RN HRTTRGIERRAAR.

Zabbix £ —KREB MIERE WLE SEMAR S 2R B MTTEMK L. Zabbix AR EMBHIE] , AFAFANLFEMSHIES
FHMFREIR. AT ARERARN ARS8 AEL.  Zabbix £ T EREIRR M ARIREMEBIET L. XLINAEEIS Zabbix AR EA
RIFRFEAS I

Zabbix STHFRIMBENEIR. FAK Zabbix &, SOHEEMECESHETLUBEET Web WATRREL(TIIR. £T Web HETHE
TR R AR BRI AR 55 2548 B UL AT AMAT AT 5 BEAT VM, ER T EUMBECE ST , Zabbix FTRATEMHS IT BAbREAERIEERE
M. TREXNTHEOERSHRN/NYAR , CRMBRERFHINAEATMS , AHFER.

Zabbix 2 %3], Zabbix 21R#E GPL BAAHLFNENE _IRRE NN AK. XEFEERRADERBHEN , FEATHAER.
FIMLSTHF B Zabbix AE)$E4H,

T fi#E £ Zabbix ThgE,

Zabbix KA~

R 42 ARFARAALE KR Zabbix EATERKIZTA.

3 Zabbix ThEE

1Bt
Zabbix E—FhEEEMNME BIEBRAAR , ERE—RRGAPIROT ST,
HiEXSE

o TTRAMIIMBERE ;

o XHF SNMP (EHEEFEIEANWEIR). IPMI, JMX, VMware % ;
- BEMKTE ;

« 1RER EE AR E)RIRE SR EE AR

18T Server/Proxy 1 Agents XHITHIERE.

RIEHIRERE X
o BARUE XAFR RIENEEEE , R MR , RSN EinidE FRIS S5,
SEAREANEE

o ATRDUARIRIBIGTRY, BolE . ENXBEE UREELE ;
s ERAREETUEEEBNESENSHHR ;
- BIEERSTEGS.

ST
{5 RPN FETLINAERT SRIL WS mea B LT
Web YinTha

* Zabbix ATRUBEREIUFARE Web MEh_EHK R dRIE , AQE Web PISAKITIAERNR N A E].

F= AT AL
o REMBAIETNLUS Z NS IETA SR BN ME TR EEXEFE ;
. MILIRINE
o DMGEREHEREEXRAEENLUTHIER ;
o Rk
o WIERBEREER (LkE) WE.,
IS EIRTERE

. TEAETESEE R AOEUE
. ATECEMI AR
« NEBUEEIRNS (housekeeping),
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Ao fa

© BWEISRERIMAEN ;
© EN-BRMEBEEET  MaRETNBIER TR ;
o BERRATETRE.

ERER

o EHRFHARKE ;

o FEAR T RAREREAhARAR | IRIGLRAK,
M4 & T

- BIEUMERE ;

« Zabbix Agent KINER FEINEM ;

o BIERUHFRGE. MEFHEOF SNMP OIDs {&.
R Web S

o ETF PHP 1 Web Hijif ;

o ATRAMEATHE A1) ;

o EAIAESI B RRIEAR ;

- ETHE.

Zabbix API
* Zabbix APl 4 Zabbix 12 AT4wFEEO , ATHERE. F=AREERFEMAR.
MRETE AL

© REMAFFHRIE ;
* RREE A PIRBIT R R LA

a2 KB ST BH Zabbix Agent

- METHLIENR L ;
o FEEXFF Linux F Windows ;

i S i

« AT BFRIMRENESNNEFS A XA CEEHRS
« BT,

BN R IRHIE
* {FA Zabbix Proxy I , ATARHASRELS HTOEAZITIR.

4 Zabbix ik

B
Zabbix l/UNEEMDEEA AR, , IR TR,
Server

Zabbix server £ Zabbix agent PR T, RUSTRIHEEALIHEBIR AN, REMIERERSE. SiHEEMREEEN
BT,

BUBE
FTIERLEE R Zabbix WEEIREEE IS TSR ES.
Web £

FT MBIt T S5 Fa[R) Zabbix , FTIRET ETF web R HE. ZRMERE Zabbix server f—F4 , BE (BFR—E) M
Zabbix server iz{TERI—&WREMZE L.

Proxy

Zabbix proxy TTLE Zabbix server WEEMEBEF T BIMESRIE, Zabbix proxy 2 Zabbix FEEREMTESRS ; AT , EXT T84 Zabbix
server TEKNMARIEE BN,

Agent
Zabbix agents SREBAEHMITEM L , AT EaSIEAM TRV AT | FRERERBERR XS Zabbix server,
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BRI

s, EEME , FEETISKTHT Zabbix RERIEASERR. BE , AT QB — M REHIBNSET , SOt E. Kk,
IR — NSRRI A 2. BRE  BNE — Mk 33k AIE— 1 ahiE JXfLAﬁi’]EﬁT_/I\Egﬂ‘]%ﬂE?ﬁo Fit , anR LA
FI) CPU load it too high on Server X 455 | #RIMRE SR //Server X [/ BIE—ANEMEE , Hxplg— AT %A CPU AT |
RESIE—Mh&SS , FkAhA CPU is too high XMaE , FHHHARIIEHMEE. BRAXLLRERKMBRED! , BEEAERANE ,
HESHAEZR., WERETXMRIT , #18 Zabbix REELTHREMRIESM.

2. EX

A XENE—MRE , —LE Zabbix FBAAERNE XL,

D X F# (host)
- RAEE IR HEXMIR % , B IP/DNS,
E#4E (host group)

- EAAZIEA ; TTREB A ENAMMER ., — N ENARWEANMER 2 @FF B EAERMREC, B5EL AR R AR EN S BCAURM &
fERAENA.

WIETR (item)
- RSB EN R BE | —NEEASREIE.
{BT4IE (value preprocessing)
- AR R R AR SR R A SR EE 2 A1
filk 35 (trigger)
- —MATE REBEM IE” SRR R BIE 2 R IA R
LRI BURS T BHER |, A28 "OK” AR Problem” K., LHWEIFBIERTEEN , iR HFREARE"OK” MRS,
£ (event)
- TR EERTRIIENEE | AlanaR S8, R REa s
EHH% (event tag)
- RETREMBHINC T AR T IR , SRR ES.
E4KFf (event correlation)
- BRRIEMN. KA RER AR IR T 5=
Eeanit, , RATBAE ihA S A HERRETTRARALR S B fifiR , iR % B FTRERAT 2 RNEREIEREA .
5% (problems) - —/MbfE" FE " RERhA S
SEEH (problem update)
- Zabbix $RAAEBEIRER , GRS, AR . BERBRHEFNRAE.
ZfE (action)
TRSETE AR XS AR
— A SERIRIE (BIANARHIE ) Mkt (HHAREESHTIRGE) AR
F+K (escalation)
- —MNMEFERPITIRIEN B E LA REIBH/PITEFR 64 HIIRFZHE,
A (media)
- REEEBMOAN ; £EE12
B4 (notification)
- RTEHNED BT ERENENBRRESE A,
TLFE44 (remote command)

- —ATESUFH , MRFERMNBERT , TR EEEN LB IITRGS.
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iR (template)

- —HAR PR AR RSN EN LSRR, ks BE , REBE , A, LLD , Web 35%) H&&
RN FRES EA LRI ES B ERESE ; AT MEREAS O EBEREME S, BREEERXKEES A #MNEN L.
F (application)

- —HH TR AP R SR

Web 7= (web scenario)

- WEMSE AN MR — R EZ A HTTP iEK

HE (frontend)

- Zabbix 32/ web FHE

Zabbix API

- Zabbix AP S JSON RPC ¥MSCRAIEE, BHAIRER Zabbix X% (1FEM., MW, EEMEMD) EESEPITETEBNE
E XHES

Zabbix server

- Zabbix WIEMUFERF , EEITNRER S Zabbix proxies #1 Agents #HTRXE., ik s$itE, REEZEM ; FEHKIEETRES
Zabbix agent

- BRI TEN & L, BB RN IR At BRI RAR

Zabbix proxy

- —MEB) Zabbix Server W , 5718 Zabbix Server HITAEFRF

/% (encryption)

- X¥F Zabbix A2 2 [BRANEE R (server, proxy, agent, zabbix_sender F1 zabbix_get #2F7) {§ /8 TLS (Transport Layer Security ) 1}
W

3. 7

B RSN REETPRRA.

1 Server

HER
Zabbix server 24 Zabbix H4HIAZ TR .

Zabbix Server SARHITHURNESFMBLINIRER , THHEAMAR SRR, MAFRXEH. BER Zabbix Agent # Proxy & RG AT Atk
FTREMEEIRRAZ DA, Server B ATUBE B RS EREECEMLE RS (20 Web RS 2FMAEPFIRS25) .

Zabbix Server ZIABCE. StAHRIEEIRIH REFMETD , hRE Zabbix BEAFNEETO. EERNASRTHIETRE , KK
HBMLEE R,

HARH) Zabbix Server ITIBEN R A= AREMILEH, MB1R : Zabbix server, Web Biligf¥iEE.

Zabbix RIFTEECE (= EBPFEAETE Server F1 Web RTSmIH TR EMEHREF . Fla0 , U/REAT Web Bl (0#F API) FiE— A USTAT ,
BAYWRNMEEIEENSIETRE, AR5, Zabbix server UGN —IXKIMET L IRTRFPHE BN , FHEWE FAE1E Zabbix server
FRZEGFE. XHEATA Zabbix BREAMAEAE R SELBTOMEL A BEE NMERFTEIERNRER.

8 it s

B A RRNA

Zabbix server HFERLTHUF2 (Deamon) 1&{T. Zabbix server KEFNATRUEEHITUA T o€ RTEM
shell> service zabbix-server start

LR SERLZ I GNU/Linux RS FERRTAER S, MRBHMARLE , RARERSHU T 6H4HIE1T

shell> /etc/init.d/zabbix-server start
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KM, Bk, BER. EBERE , WFEHITUATHS ¢

shell> service zabbix-server stop
shell> service zabbix-server restart
shell> service zabbix-server status

FENE3h
WMRPA LRI TN , ETRERE T3R5 , $XEF Zabbix Server Z#HHISHHIFEIZ I BHIT
shell> zabbix_server

EA U AT 5447858 T Zabbix server :

-c --config <file> REXH®KR (RIAME /usr/local/etc/zabbix_server.conf)
-R --runtime-control <option> M 1T& I ThaE
-h --help # B
-V --version BRRES
Note:

1E1TRHEHIASCHF OpenBSD # NetBSD H4t.

{E ARG S1TSHUE1T Zabbix server HI7ZRf: :

shell> zabbix_server -c /usr/local/etc/zabbix_server.conf
shell> zabbix_server --help
shell> zabbix_server -V

EATHEH)
EATHEH AR -

eI B#x

config_cache_reload EFTNEED
BEF. W
RYUFIESE
MEEE
N2

housekeeper_execute JEENERTE
F. BrY
BIELE#T
FHERTE
F.
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piiE:

B#x

log_level _increase[=<target>]

log_level_decrease[=<target>]

HINEEL  5535)
A, #RAKX  process
EEEMR , type
BEmpE -
BHFE. pid- 1§
HENRT
(1to Bt
S

Eit)

(1

m,
poller)
process
type,N
pei

=
S
pit)
M
]

=]

=
(1
m,
poller,3)

KA EH

A, AMERE

FEEBMF

JUES-Zialn

AiFE, o

B — Zabbix #HFERNBAEEHKL G , HFZH PIDs REMESHAE , AVFHSEEA 1~65535, £ERHK PIDs <process type,N> B #RiEH

A M AR H SR A

#iZ0 , {8 config_cache_reload MEMEFHMNE server RECELZETF :

shell> zabbix_server -c /usr/local/etc/zabbix_server.

BN , {#F housekeeper_execute WEHRAMA ERREHIT :

shell> zabbix_server -c /usr/local/etc/zabbix_server.

&40 , {# 8 log_level_increase &Mk A AEE&S :
WM EHBERKBERS

shell> zabbix_server -c /usr/local/etc/zabbix_server.

WM A Poller #HEMHBELKA :

shell> zabbix_server -c /usr/local/etc/zabbix_server

0 PID A/ 1234 #HEMABALEEA :

shell> zabbix_server -c /usr/local/etc/zabbix_server.

&% http poller #HEMBEEHH :

shell> zabbix_server -c /usr/local/etc/zabbix_server.
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config_cache_reload

housekeeper_execute

log_level_increase

log_level_increase=poller,2

log_level_increase=1234

log_level_decrease="http poller"



HER

Zabbix server fA¥FERIE root A/E1T. BEXRMEAIE root AFKSHMZEIT. Bk, FH3E root fFIE1T server 2R B LRSI
MRFXEBL “root” HMZITE , ERLTIMEI—IT L “BIE” I “zabbix” 7, B USERE T, RN MBS Zabbix
server BCE XA “AllowRoot” &% , WATPLR A “root” B#}1=1T Zabbix server,

2R Zabbix server fagent #PEITIER—BMRFRLE , BINEERARRMA FIETT server fl agent . BN, , a1RMEELAE R A
=17, Agent ATAV[R] Server RIBLE 4, {E1T Zabbix BIE 2K A FEFRT ARES St RE Server KSR, #iI20 , BUBEERL,

[=w'ais

BKRACE Zabbix server MFHMEE , BERELEXH 1.

B

XL T RS BN NHAR B 3h S 3hFFLE Zabbix #72, AT misc/init.d BT,
T A

TR FRENRESMERIMES KB | UNIX ZHE—REBIAL M —IR (LA RERE, BEMBMRIRIERSE. Zabbix TIHEIRKN
BRAERGRAIETT.

MR, , Zabbix ATRUEITE FIIES :

e Linux

e Solaris

e AIX

* HP-UX

* Mac OS X

* FreeBSD

* OpenBSD

* NetBSD

* SCO Open Server
* Tru64/0OSF1

Note:
Zabbix AJROZETIERABZE Unix RERSE L.

BEMR
EREERE | Zabbix server FE UTF-8 B MR , DUETRUEMARRE LA, KSEIMAE Unix REHZUAER UTF-8 EEH
R, BR , BERSITRESEMISEEHRE.

2 Agent

i
Zabbix agent BEEWMIEAMN L , DESEIRAMTRMV AT (B, 7. LESLHEES).

Zabbix agent WEAAIRIES EFHBHIEIRESS Zabbix server BT —H4E, —BHIMEE (FIaER T H)E HE B SRS
PFE) , Zabbix server £FHELEEIE AFEEN S LNFE.

Zabbix agents RSB ERET E ] AR A AR S0A Ak e AT T EIERR &.

WA EINEE

Zabbix agent FJRLUE{TH AN E N ENEE.

EHINE B agent ME¥IEFE K. Zabbix server (8% proxy) WsK¥#E , 5120 CPU load , #A/5 Zabbix agent RiFLER,
ERE LBIREETER. Agent HIME LM Zabbix sever REULEMS IR AHITMILLIE , KRS EM A ERXEZINHES

Zabbix server,

B APITER B ENGE BB EFF AN A 2T RUSRECE K. Zabbix agent £ “Zabbix agent” & “Zabbix agent (active) " 2854
ENRAE T

XFERTE
Zabbix agent FFLLTFF4 -

e Linux
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* IBM AIX

* FreeBSD

* NetBSD

* OpenBSD

e HP-UX

* Mac OS X

e Solaris: 9, 10, 11

« Windows : X3 M Windows XP 7 [GH = EhRFN IR S5 28 hR .

Z£ UNIX &&5 ) Agent

2 UNIX RZE LK Zabbix agent ;Z{ T IZMEMN L.

TH

FXREY HBERIEK Zabbix agent KIEAEE. , EEFU _HHIBERK =1,
tesh , anREREME A A EEF IR A TR AR,

Attention:
[ JEE | 32 {i Zabbix agent AJRAFE 64 U AL L1E1T , (BEEABEL T AlBES R M.

B T #HERRA T

Zabbix agent FHFEASTIF#HFE (Deamon) 1&1T, Zabbix agent HIEFN A BT HITU T éidkTm
shell> service zabbix-agent start

ERGSERZ TN GNU/Linux REETHEATUER STall. MREBHAMAL , R REE AU T o &5kE1T
shell> /etc/init.d/zabbix-agent start

KM, Fik. ER. EBRE , WFEHITUATHS ¢

shell> service zabbix-agent stop
shell> service zabbix-agent restart
shell> service zabbix-agent status

FENE3h

IRAEIRAEITON , BATREREFNES , 145 Zabbix agent —BtHISCHHMIRIEFH BT
shell> zabbix_agentd

Windows A% L] Agent

Windows %% L Zabbix agent fEh—4 Windows JR$1Z1T,

&

Zabbix agent E4 zip EEXHAKR. TREAXME  BREEHMELR. WIREAH4RKEFM Zabbix RIEMECE M, 640 :
C:\zabbix

BEH) Z3HHISCEE \win64\zabbix_agentd.exe FELE 4 \zabbix_agentd.win.conf E|| c:\zabbix T,
}REYRLE c:\zabbix\zabbix_agentd.win.conf ECESL , HH{RTSE 7 IEAA " Hostname” $%,

£

FTRURIER | R T aH4¥ Zabbix agent kA Windows A5

C:\> c:\zabbix\zabbix_agentd.exe -c c:\zabbix\zabbix_agentd.win.conf -i
AR UG ELAE Windows % —#¥ELE “Zabbix agent” iR%.

B KRFE Windows HZHANZT Zabbix agent KIFAMEE. , EERTIL.

Hth Agent 1E1

B DFEEN LB TRNREZ A Agent K6, BAAAKHIATUERAREXH RS STHIEENEEXF. MRESRE, g
Agent F2EFRBILARBECHNEEX S (HFP— PRI UERARES ).

U T 642 AT A% Zabbix agent {EfA :
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e

f

UNIX #1 Windows agent
-c --config <config-file>

-p --print

-t --test <item key>

-h --help

-V --version

{¥ UNIX agent

-R --runtime-control <option>

** {f Windows agent **
-m --multiple-agents

{¥ Windows agent (ZfAE)
-i --install

-d --uninstall

-s --start

-X --stop

FCE STHHZERT %

1z,

R AL RISk
FIEEESF , A
EfERZNA .

7 UNIX |, BUAM

BCE 2
/usr/local/etc/zabbix_agentd.con
i compile-time

FH] --sysconfdir 2

--prefix ZE2RME .

f£ Windows _L, 2k
AMECE 12
c:\zabbix_agentd.conf
i B AR ST
B,

AR BREAFH
EXSH LR
BpnteE OB S
(ARERTEEAR
=F).
AT RE B AT
B,

AR BREAFR
ENSH LR
BpnteE iU E S
(BRERTEENAR
=1,
BREMER
BRBAS

PATEHENRE. FS
PE TR BIRIE
.

£ /A% Agent 3K

({E/ -i. -d. -s. -x),
AT XA KBIR RS
2R, BHURS 2 ED
SARKBEEX M
B Hostname &,

PARR S BT
Zabbix Windows
agent,

#ENZX Zabbix indows
agent fiR%.

JAzh Zabbix
Windows agent i
%o
{Z1k Zabbix
Windows agent iz
%o

A TS HEI RIS

 FTENIE TN E KIS EIRIE.
« EREENEREHTH “mysal.ping” SERNEA~BE XS,
+ 7£ Windows T FIELARR 12 FHOBCE L4 c:\zabbix_agentd.conf &% Zabbix agent fR%.



o {FAMTS agent ATHITI R —3 LT R ECE X zabbix_agentd.conf A Windows %23 “Zabbix Agent [Hostname]” R
%, HEE NRCE S IKME— Hostname Y BG4,

shell> zabbix_agentd --print

shell> zabbix_agentd -t "mysql.ping" -c /etc/zabbix/zabbix_agentd.conf
shell> zabbix_agentd.exe -i

shell> zabbix_agentd.exe -i -m -c zabbix_agentd.conf

EATHTH)
fEFIETIIEHI , £ LB AR R M AR,

I B#r
log_level_increase[=<target>] A £ A
5. B#F  to

PAREFEaNSRAK  65535)
$EEBEMR , ¥ process
e frg type

2, pid-#t -
FEFRAR ( 8

pit)

#1

wm,
poller)
process
type,N

Bt
72

%

ﬂ
0
]

=

=
(1
m,
poller,3)
log_level_decrease[=<target>] 2= Frield
Al R
KIEEB
s Al sy

=

ERAEENRE , BTEREA Agent HFERBELKAIK PIDs KA FTEEE 1 £ 65535, fERAF K PIDs AL £ , <process type, N>
B BT E R HEMN A ELA.

B+ -

« BETAHFEMBEELA.
© BB BTG HELA
* 4 PID 58 1234 HFREINHERA.
« BRI EHRREEAER.
shell> zabbix_agentd -R log_level_increase
shell> zabbix_agentd -R log_level_increase=listener,2

shell> zabbix_agentd -R log_level_increase=1234
shell> zabbix_agentd -R log_level_decrease="active checks"
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Note:
11 TRHEH A4 OpenBSD #1 NetBSD #1 Windows Z%x.

SR

Zabbix agent £ UNIX _EAF#FERTE root B FiE1T. BRRMEAIE root B PG #E1T. EIL , FH3E root A FIZ1T agent BIRE(E
1A [R) B

MBREERL “root” SENEITE , ERAYIHREI—AEL “B3E” 14 “zabbix” B , KBV ET RN RS L. RERAERL “root”
FFIE1T agent , WIAE agent BLE LR £ ‘AllowRoot' 34K,

BCE S
HXAHALE Zabbix agent MRS , 15 [¥zabbix_agentd BWindows agent Z5,
BEWR

{ERFERR | Zabbix agent FE UTF-8 IBE MR , DMERLEIA Zabbix agent MIEI AT PUR BIFFHIANE . KZHIAZE Unix REE
FEUAER UTF-8 BEHIE , (BR , BRSNS ESENRE.

RHED
1£ 2.2 fRZ B , Zabbix agent ZERZNRHEIR[E 0 , ZEREEIRE] 255, MR 2.2 RESRAFF44 , Zabbix agent 7ERBIIR H BFIR [E]
0, FEFEHIRME 1,

3 Proxy

=== i ===

Zabbix proxy £— M PAA—NEREZ N2 MIT R ERE VR ITBIBEFIG(E EAXE Zabbix server {IFE , TE LK Zabbix server T
1E. FTBWEREIREEAMETF , REEMWE] proxy FT/EM Zabbix server,

EB%E Zabbix proxy £ A[3EH , BEJREIEE BFITHIBHA4 Zabbix server FEK. MRIABGRIEFELIE , N Zabbix server _E&F D
CPU F#E#E 1/0 BOFF4H.

Zabbix proxy ;ETLFHANMEIE REI AT WIRTRME, NN RIRERRAR.
Zabbix proxy T AT KIBIEE.
Attention:

{E1FEEMRE , Zabbix proxy XFF SQLite, MySQL F1 PostgreSQL {EA%IEFEE. ] Oracle 3k DB2 FEMLKIB—TEHIXE |
Blan , EESh AN B e)80R EME .

N - AR AAIMERER Zabbix proxy,

Proxy ##2

B e RA S

Zabbix proxy HFEASFH AR (Deamon) JE1T. Zabbix proxy KIS LUBEHITIAT 64K
shell> service zabbix-proxy start

LREGSIERZHI GNU/Linux REETEBRTAUER e, MREBHAMRL , (RTREE XA T 4FKiE1T
shell> /etc/init.d/zabbix-proxy start

KB, Zabbix proxy KIfFIE, R, ERERE  MFRHITUTHS :

shell> service zabbix-proxy stop
shell> service zabbix-proxy restart
shell> service zabbix-proxy status

Fahiash

IRAEIRMEATON , EAIREREF A3 , 145 Zabbix proxy ZiHHISHHIEEIZIFBHIT :
shell> zabbix_proxy

EAIRKE AT o ST HAT Zabbix proxy :
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-c --config <file> BB X2
-R --runtime-control <option> R ITEIE AL

-h --help # Bh
-V —--version BIRRAS
Note:

11T AR HIAR 35 OpenBSD # NetBSD 4%,

FRHL1TSENETT Zabbix proxy HI7RHGI: :

shell> zabbix_proxy -c /usr/local/etc/zabbix_proxy.conf
shell> zabbix_proxy --help
shell> zabbix_proxy -V

EATHE)
EATHEH AT

piiE B#x

config_cache_reload EFTNEED
BEF. W
RYUBIESE
EEE
2R
FHERXT
B Zabbix
proxy #i%
3
Zabbix
server 3iE

SRECEBIE.

housekeeper_execute JahE xR
Fr. 2m%4
HIEFERT
FHRERTE
Fr.
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B B4
log_level increase[=<target>] TWMAZEL  5535)
A, RKX  process
FEEBAR,  type
¥BEWFE -
P2, pid-  F8
HERAR
(1to Bt
72
)
B
"
%
it
(1
i,
poller)
process
type,N
iz
=
%
it
M
U
=
(1
i,
poller,3)
log_level_decrease[=<target>] 2= Fred
IIEIE S S
6B,
PUES-2laln
B, =

B — Zabbix #HFERNBAEEHKL G , HFZH PIDs REMESHAE , AVFHSEEA 1~65535, £ERHK PIDs <process type,N> B #RiEH

] A BN AFE R B SR,
540 , /¥ config_cache_reload ¥EHEFfNEK proxy KELESTF

shell> zabbix_proxy -c /usr/local/etc/zabbix_proxy.

BN , {#F housekeeper_execute WEHRAMA ERREHIT :

shell> zabbix_proxy -c /usr/local/etc/zabbix_proxy.

&40 , {# 8 log_level_increase &Mk A AEE&S :
WM EHBERKBERS

shell> zabbix_proxy -c /usr/local/etc/zabbix_proxy.

WM A Poller #HEMHBELKA :

shell> zabbix_proxy -c /usr/local/etc/zabbix_proxy.

0 PID A/ 1234 #HEMABALEEA :

shell> zabbix_proxy -c /usr/local/etc/zabbix_proxy.

&% http poller #HEMBEEHH :

shell> zabbix_proxy -c /usr/local/etc/zabbix_proxy.
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config_cache_reload
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log_level_increase=1234

log_level_decrease="http poller"



HFEA
Zabbix proxy ft¥F{ERIE root B FIE1T. BERRMEIE root PG #METT. HELL , FR3E root A FIE1T proxy I&F E[AEH.

MBMRKE “root” SENEITE , ERATIHREI—AEL “B3L” i “zabbix” B, ZAFPWAGEETENRS £, MRAERAER “root”
FPIE1T proxy , SEWMSRAE proxy BCEHFEE Y ‘AllowRoot' B4,

FoE S

BXEBCE Zabbix proxy KFMESR , EERREXH ET.

XEFHRFA

Zabbix proxy -5 Zabbix server #[EIserver# ZXIFHRFE JRK EI1E1T.

EEHR

EfSIEEHIR , Zabbix proxy FF& UTF-8 IBEME , MEA UEMRB LA, AL HEIAZ Unix REEEGAE A UTF-8 1IBFH
i, ER , BERGATRTELINRE.

4 Java gateway

LR

M Zabbix 2.0 FF4 , DA Zabbix SFHP#H R AR RETFFWNIT IMX N BREFFEIET , #RZA “Zabbix Java gateway”, Zabbix Java gate-
way KIS HFER A Java R 5 . N 7 1EREE £ EFRE IMX ITERESHIE |, Zabbix server [d] Zabbix Java gateway Z%X1EK , J5&{FH JMX
B AP SRZAEEWHERME A, A AL FTEREIIMIKG, AFEAEEIN , 4177 MN-Dcom. sun.management . jmxremote
EIRT],

Java gateway 53k E Zabbix server B{ Zabbix proxy H1{E & , 3 H REERE “43h proxy”. 5 Zabbix proxy #& , BT
Zabbix proxy (Zabbix proxy EE#ESERE) VA, 1E Zabbix server B Zabbix proxy BCE X4 , TTAEIFEECE S/ Java gateway ]
iR , BBk Zabbix pserver 8% Zabbix proxy REEACE — Java gateway, R FHIEH JMX agent i H SRR 4570 , R
¥ JMX agent iEIM{E%4 Java gateway BT R,

W NSRIETT Java gateway FETISISTRAY |, Zabbix server % proxy JEHEE Java gateway FRESKIZME , Java gateway B EXEIFE
H{£3$ [ Zabbix server 5% Zabbix proxy, FEBt. , Java gateway NEEF(E{A{E,

Zabbix server B}, Zabbix proxy BHE#E| Java gateway FUFELTHFE , (H StartJavaPollers &% H], £NEE , Java gateway
JBENZANEFE . BB START_POLLERS iEUsH). 7EARS#30% , NRIEFHERIT Timeout EMELERNFER , B HALL |, {8 Java gateway
ATEERAEICT N IMX TR A, F T HREXANEE , M Zabbix 2.0.15, Zabbix 2.2.10 1 Zabbix 2.4.5 FF44 , Java gateway 1%
TIMEOUT &M , VA JMX MLKIRIERE R,

Zabbix server Bk proxy 2= R AT AEMAEERICE R IMX BAr (RLEMBERRRRE) , FERMERFEENEEE Java
Gateway DAERIS B IFHIMERE.

4, 2L StartjavaPollers R KI{E/NF % T START_POLLERS , BT HIN Java gateway HiR G T FLFERFIENE
SRAREARSSAOIB IR

PURER R T AN{AFRERFNIEST Zabbix Java gateway , 2N{AECLE Zabbix server (B{ Zabbix proxy) {#F Zabbix Java gateway 31T
JMX W35, AR EN{ATZE Zabbix GUI FECE-SHFE JMX 1TERES XA Zabbix M50,

1 %%HY Java gateway

#REX Java gateway BIFAIE, —FRE M Zabbix Wit T2 Java gateway —#HIE , H—FZ WNFAEDSHFE Java gateway,
1.1 M Zabbix P

Zabbix Java gateway %4 (RHEL, Debian, Ubuntu) BJRAM http://www.zabbix.com/download.php T,

1.2 NIRRL A gmiE

AT YwiE Java gateway , HSC{EA ——enable-java EHIZEST . /configure HA, BINEFER ——prefix WHSKIEE KM , T
FEBRIARY /usr/local B842 , BARIK Java gateway R AZEANB RN , FFIERANTTHITS.

$ ./configure --enable-java --prefix=$PREFIX

E¥ Java gateway JmiXFFITEEI JAR XHH |, E121T nake, HIFEFENE , FTHER , 2FER javac M jar sJHiTH , RS
EMFEELTIEHRKREZET.

$ make

IAESAE src/zabbix_java/bin #8124 zabbix-java-gateway-$VERSION.jar X4, MR EBRFE src/zabbix_java N & B3R Tiz{T Java
gateway , AR A ARSI TELEMNZT Java gateway HIfE4. BN , EHREFTHE R BMIRRIZIT nake install,
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$ make install
2 Java gateway & RISTHATR

TR EAN{AER15H Java gateway , 7E $PREFIX/sbin/zabbix_java [&12 T &REFAIKIE— I shell fIZA . JAR FECE ., XL HRE
FARBERINT .

bin/zabbix-java-gateway-$VERSION. jar
Java gateway JAR 3 {4,

1lib/logback-core-0.9.27. jar
lib/logback-classic-0.9.27. jar
lib/slf4j-api-1.6.1.jar
lib/android-json-4.3_r3.1.jar

Java gateway {K#iF : Logback, SLF4) #1 Android JSON fE,

1ib/logback.xml
lib/logback-console.xml

AT Logback HIBCE S -

shutdown.sh
startup.sh

EEAELE Java gateway KRHERE A
settings.sh
F_EEEEhAEIE AR L BCE S .
3 BLEFNE1T Java gateway

ZRATEDLT | Java gateway MT 10052 3. NRETRNERREMEE O KIZST Java gateway , MIFTRUET setting.sh 1A+ $55EvR
H. X ERAEAER | ¥ M)ava gateway BLE .

Warning:
HEISEEMR | S0 10052 FZH1E IANA T,

FRERER , EATRUBIETT startup 1Ak 530 Java gateway :

$ ./startup.sh

R, —BEARTFE Java gateway , 1517 shutdown FIARIAXIAE .

$ ./shutdown.sh

WBAEE , 5 Zabbix server 5% Zabbix proxy /N[ , Java gateway BRERKMN , HFALABEHIEE.
4 BtE server PA{EF] Java gateway

INAE Java gateway IEFEIEST , BRWAAIE VR Zabbix server WIBEEFXEI Zabbix Java gateway, [EIEEFEZabbix server BLE L FFE
£ JavaGateway ¥l JavaGatewayPort %K. N5 Zabbix proxy MiFiE1T5 IMX K BFEFREMN , NFEZabbix proxy FLE S HIEE
EESH,

JavaGateway=192.168.3.14
JavaGatewayPort=10052

ZRABILT | Zabibx server R4 3zh5 JMX WIEMEXHNTASHTE. B2  MREFERE , MARFERE Java pollers ] pre-forked SCABI%R,
B | AT AFERE & HLAY pollers 0 trappers,

StartJavaPollers=>5

EREFENR , ATREEST , BAESICEN /B3 Zabbix server gk Zabbix proxy,

5 Java gateway HIFE

#12R Java gateway HILEAIATEEFE] Zabbix BimT KSR RIEEARTNN , BT UEE Java gateway FIHE M.

ZNABILT , Java gateway HRIHESIETE /tmp/zabbix_java.log X4 , HELKFA “info”, BEXEEERERBHN , FEKHE
KAUECH “dubug”. ATREBEICRER , FEMBY lib/logback.xml LI <root> FRICH level BHEEHA “debug” :
<root level="debug">

<appender-ref ref="FILE" />
</root>
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HEEEME . 5 Zabbix server T Zabbix proxy ~[E , B logback.xm| XHFTLEEF B3N Zabbix Java gateway , HE TR
logback.xml FHEY., THARRG , T BECREAMEHE “info”,

MREFBICREHMIHETERENA BT (NEIEE) , FHAE logback.xml AR EMFER. I Logback F.

BEATAEAR | 3§ Java gateway fENITHI G N ARFMAETIREFGEFFRM. Al , B settings.sh FiER4= PID_FILE
8, MR PID_FILE , N startup.sh K Java gateway 1EMI%%| A N FAFEF /S50 , 3t Logback {# 3 lib/logback-console.xml
X, IRRLIERE[ETE |, K4 BREEICRES “debug”,

&g, EEEEN , BT Java gateway {3 SLF4) #TAEIER , AT RUE L JAR BIKETE lib BRF , k4§ Logback Bl A
FTEHOAESR, VN SLF4) Ff.

5 Sender

1R

Zabbix sender @ — M ITN AR , W BT RMBESUERIXE] Zabbix server BHTAE,
TR FIEE BT KNESITRA A , BT EARE T AR,
BRLEREHRILE| Zabbix server 2§ proxy , #/RACE trapper Mz 7Y,

J&1T Zabbix sender

—MZ4T Zabbix UNIX sender HI%I1F :

shell> cd bin
shell> ./zabbix_sender -z zabbix -s "Linux DB3" -k db.connections -o 43

Hep:

- Zabbix server FA| (HATRAEA IP k)
- SR ENRKERR (ERTmEA)

- WIS TAEE

- EREAE

o
o X~ 0 N

Attention:

B TR BIEBUAE MG S5 A,

Zabbix sender A8 Wi \ LA XL ME. 1EN.Zabbix sender manpage,

Zabbix sender 3% UTF-8 Jgh0F R (XT3 UNIX RZEHM Windows ) , BAEXHHIRBFHILFIFC (BOM),
Zabbix sender F#R] PA#E Windows _EiZ1T :

zabbix_sender.exe [options]

M Zabbix 1.8.4 FF# , zabbix_sender SKEf A ¥ ARG , TRUEESHRZ MERAENE , BT A MEREEAERRS
7. WA 0.2 MAETRURIER —3#ERRF |, {BRK pooling BHAIAR 1 ¥,

Note:
Zabbix sender ZNRIEENEELHFFFEETN (REAE parameter=value %) MS¥&KE , W) Zabbix sender ¥4 1k,

6 Get

Wi

Zabbix get — 4T , ERRUATS Zabbix agent #HTIE(S , 3 Zabbix agent PEHKITFHIES.
G RIEE AT Zabbix agent .

1&1T Zabbix get

—NE UNIX Fiz1T Zabbix get PAM Zabbix agent 3%EX processor load HHEHIFIF,

shell> cd bin
shell> ./zabbix_get -s 127.0.0.1 -p 10050 -k system.cpu.load[all,avgl]
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FH—MET Zabbix get AWt H— TR R HFIT

shell> cd bin
shell> ./zabbix_get -s 192.168.1.1 -p 10050 -k "web.page.regexp [www.zabbix.com,,,\"USA: ([a-zA-Z0-9.-]1+)\"

BEE , M ETRESE T , BE| SRR KEMBEIMTA shell, 3| 5ARKIETRER—ES ; BITK% shell 65 , &
LW E#L Zabbix agent,

Zabbix get #HESZU T 41758

-s —-host <host name or IP> 6 € B AR E Ml & s IPHh iE

-p —-port <port number> ¥ E EH. LB 1T Zabbix agent M¥s 0 S . ZKiA¥% 010050
-1 --source-address <IP address> FEE B IP Hbut

-k --key <item key> EEENLEEMBERRNE

-h --help I B

-V --version BRERAS

V£ M,Zabbix get .
Zabbix get FEFEFTAZE Windows _FIZEAT :

zabbix_get.exe [options]

4. B

B RSN REETPRRA.

1 %kEX Zabbix

Mg
FRER Zabbix R¥FA RH WFAE :
- WEITE &3 ;
s TEREHHNEAMELEIFmEE ;
o W% PRE;
« T#zabbix IV,

EHE| Zabbix TEHIE TEREFMFBEINA , LREARERFRANEZEE. MRETRIARA , BSRUTRERA T 2iEE.

2 RETSK

- des
AR

Zabbix Z{THEEYIENGEAME A, RN Zabbix , 128 MB FIHIEANFF 256 MB Mo BT A A gE2 —MRIFAE R, &
m , FRNAFNHE TR SRR THWEZENENBENLES Y. MRETIAESBLRERKNALEIE BB KEEBED
BJL GB #ifEz=A) | DUEH R B = R S SR A e EE .

B> Zabbix TIFREFHEHFTESHIRERS HBULLMER. AERSECHNFEIURT IR FSI ZHECE.

Note:
[ ERAYIENGFEZ | BuEE (MK Zabbix ) AR ERGHIR !

CPU
Zabbix , JLHE Zabbix BIRFTTEFERE CPU RIR , GAKEUR T Tz S MM EM ATIENEER S| 2.
HABRE

MRFEFAEE (SMS) BAIThEE , FEHITEMRA (serial communication port) F&4T GSM AHIfi#VAZS (serial GSM modem) .,
USB 1T as th RBERT AT 1.

BHRIEAES®
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TERESAT LN REAEESE ¢

AL

CPU

N7

REENENHE

JNFY C
S C

RER

H’AKE Re

ntOS

ntOS

dHat
En-
ter-
prise
Linux

Hat
En-
ter-
prise
Linux

rtual Appliance M

CPU cores/2GB M

CPU cores/8GB R

PU cores/16GB Fa

SQL InnoDB 1
SQL InnoDB 5

ID10 MySQL InnoDB B PostgreSQL
&g

t RAID10 MySQL InnoDB &%
PostgreSQL &gt

;1000

10000

Note:
[ SfrL | Zabbix FNERIECEIER KRMT ST (E3h) MEFHERE

o MRBEATAAEEE | BRI BUREMALNE.

RXFFRFE

BT RS FRENREMERIMES KB | UNIX ZHE—REBIAR I —HR (UL RERE, BRMBIAIRIERSE. Zabbix A EIRK

BRAERGRAIET.

£ , Zabbix ATRUETHE FIITA :

e Linux

e IBM AIX
* FreeBSD
* NetBSD
* OpenBSD
e HP-UX

* Mac OS X
* Solaris

« Windows : B XP DICRAIFTE SEARSFZREA (1R Zabbix agent)

Note:
Zabbix AT RAZEHE MBS Unix #1ERSE _LiE1T.

Attention:
[ WNRAEFANELRIF , Zabbix KEEFAZ M (Core dumps) , IR AL AR B O , U Zabbix R 330,

L7 <is

Zabbix & T3t Apache Web R$-25. AMSCHIFIREESIZEH PHP AT S M.

BUREEE RS




R R A &I

MySQL 5.0.3-8.0.x {F
=)
MySQL
E
A
Zab-
bix
=l
Ui
4
£
=

==
L)

®
Inn-
oDB

El

B
=

MariaDB

G

=2

52

.
Oracle 10g or later &

A

Or-

a-

cle
1
A
Zab-
bix
=
s
44
&
.
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BB EERRA #iE
PostgreSQL 8.1 or later Ll

Post-
greSQL
1

Zab-
bix
)=
i
44
£33
.
=
)
(Ed
Post-

greSQL
8.3

EEHES b

=
{#*

7N

¥

VAC-

UUM

BE.
IBM DB2 9.7 or later 1F

DB2
1

Zab-
bix
)=
Yify
44
&
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R EERR A #x
SQlLite 3.3.5 or later R

SQLite

ay

A

&

H
SQlLite
1E

A
Zab-
bix
proxy
44

"
.

Attention:
{EREERNE , XT IBM DB2 FSTIFE I M/ !

il

Zabbix B ERER T3¢

AR #E

Apache 1.3.12 kA k
PHP 5.4.0 B
PHP 47 R :
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RERR &E
gd 2.0 or later PHP

S W S 0

=

#
PNG
&

(--
with-
png-
dir).
JPEG

&

%

(__

with-
ipeg-
dir)

n
FreeType

freetype-
dir).
bcmath php-
bcmath
(_-
enable-
bcmath)
ctype php-
ctype
(_-
enable-
ctype)
libXML 2.6.15 kA _E ph -
xml
or
php5-
dom ,

pl
R
v 3
il
&

E

i

@ o 2R K

o
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RAERR #ix
xmlreader php-
xmlreader ,
#n
R
R
il
&
7
it
I
hyA
5]
il
Z
.
xmlwriter php-
xmlwriter ,

n

session php-
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RERR &E

sockets php-
net-
socket
(__
enable-
sockets)
. B
I=
i

4
.
mbstring php-
mbstring
(-
enable-
mbstring)
gettext php-
gettext
(-
with-
gettext),

Idap php-
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AR #E
ibom_db2 i3

IBM
DB2
e

Zab-
bix

mysqli f&

MySQL

Zab-

oci8 &

cle

e

Zab-
bix
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AR

X JEd

pgsql

f&

Post-
greSQL
1

Zab-
bix
)=

ay

Yify

&
fE
i

=5

48
.

Zabbix AT AZERARTE Apache, MySQL. Oracle #01 PostgreSQL kA< _EiZ1T,

Attention:

BREENE , MEEEHEMAINA Dejavu LMK, TAEAEE PHP () imagerotate B, MRHRD , MI7E Zabbix AiE
FEFA SRR, R UG 7 FHRLI GD Fii® PHP B AT, 7 Debian FIELELRITIRAD | XA ABREE.

LI

X %528 WA IR A Cookies # Java Script ,

FHBRHIRAR Google. Mozilla Firefox, Microsoft Internet Explorer 1 Opero, HfthiX|'%2§ (Apple Safari, Konqueror) &34,

Warning:

[a] Zabbix ®j¥m (18 id JavaScript)

EREERN , ATHIT IFrame K “FIRBUER” , EE Zabbix NEERIEARFIHA frames 5,

BRE, MRKE K frames F R W HE F Zabbix #lig iz F B — 4+, U E F Zabbix frames & K T H ¥ 7] A
% http://secure-zabbix.com/cms/page.html X#H M THEH, WRE T
http://secure-zabbix.com/zabbix/ MREEEIINERE L , BIEXS Zabbix 552 JS FilalAUR.

Server

Mandatory requirements are needed always. Optional requirements are needed for the support of the specific function.

Requirement Status Description

libpcre Mandatory PCRE library is required for Perl Compatible
Regular Expression (PCRE) support.
The naming may differ depending on the
GNU/Linux distribution, for example 'libpcre3’
or 'libpcrel’. Note that you need exactly PCRE
(v8.x); PCRE2 (v10.x) library is not used.

libevent Required for bulk metric support and IPMI
monitoring. Version 1.4 or higher.
Note that for Zabbix proxy this requirement is
optional; it is needed for IPMI monitoring
support.

libpthread Required for mutex and read-write lock
support.

zlib Required for compression support.

OpenlPMI Optional Required for IPMI support.

libssh2 Required for SSH support. Version 1.0 or
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Requirement

Status

Description

fping
libcurl

libiksemel
libxml2
net-snmp

Required for ICMP ping items.

Required for web monitoring, VMware
monitoring and SMTP authentication. For
SMTP authentication, version 7.20.0 or higher
is required. Also required for Elasticsearch.
Required for Jabber support.

Required for VMware monitoring.

Required for SNMP support.

Java gateway

TR IRRLTF AR R IFAY R REN Zabbix , MFE R E B NERKBTE,
, MERRZFEERMET DERKBRR.
ELRATMERT , T ASHERET , MASE FRIVIMOKEE.

MRAEITEFHIRE Zabbix

BE , WREFBRICXLRMARRMIRA (B2 , MREEEXNFL Linux RATHREZIRAER) , WTERE Java gateway EXTAER

HIERIRAS R, Zabbix A AS XL ERH AR A —E .

TRIIE T e B+ H805 Java gateway GBAE—IZH) JAR XX -

P AT Py #E
logback-  EPL 1.0, LGPL 2.1 http: 0.9.27,
core- //logback.qos.ch/ 1.0.13
0.9.27.jar il
1.1.1
ny
i
b
logback- EPL 1.0, LGPL 2.1 http: 0.9.27,
classic- //logback.qos.ch/ 1.0.13
0.9.27 jar A0
1.1.1
ny
iﬁ
jii]
slf4j-api-  MIT License http: 1.6.1,
1.6.1.jar /Iwww.slf4j.org/ 1.6.6
n
1.7.6
oy
w
&
&
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E AT Pk /IE

android- Apache License 2.0 https://android. 233 rl1

json- googlesource.com/

4.3 r3.1.jar platform/libcore/+/ 4.3 r3.1
master/json iU

i

@ H M

>
pe)

SR 3

src/zabbix_java/l
B,
#.

Java gateway f#F Java 1.6 RESHRAYIFFIZIT. MHFEXS Java gateway TUmFIRAFITHIF , EWUER Java 1.6 #HT4F , HEF
BHRA.,

BIRERE

Zabbix FCEXHHIEFREE HENHME TR , BIEKAK.

Zabbix BIEFEA/NEBRRATXLEE , XRLTERTE T HFMENHLHIEER:
« SMHNMEENGE

X2 Zabbix server SRR H AT, Fla0 , 2RA 3000 NMEFAT KT, BUERRA 60 ¥, MXMEKEKEITE K
3000/60 = ** 50 **,

XERESNE 50 MHEKRINE] Zabbix HHEREF.
© XTHBERNERRE
Zabbix FERWEIMERF—EREIENEE , BEN/UFSIANR. S HEBTEE—EENME TR A THIENZRS].

FRRA , 20RENEME] 50 ME , BFERE 30 RNHELHIE | EREEEKAE (30%24*3600)* 50 = 129.600.000 , BIK#4) 130M
MME.

IRIEATE AROBUR RS % | SEREY (FR. B 78, BEXES) , B MENBETRTTAEE 40 FHEMETF T2 mEK.
B BEXNEMEKRLA 90 NFT.,

fELEMEFE |, XEBE 130M MEEELSF 130M * 90 bytes = 10.9GB 7175 |A].,

Note:
[ CANH BRSNS R E N K/NE TTAME R |, {BRAEMEKRL) 500 FARITE.

s ERBIRNERRE

Zabbix A% trends FHESNMRERE 1 /NSREAE / &ME /396 / SoiHE. SZEBERTEERBMARBIERE. X—4/ Nt
BB R TTEBEXL.

Zabbix $iEEF , RIEHIEFERE , SMESHFTRERL 90 HF1.

BEENF B EBLBIBRRF 5 4. 3000 NMEHEMKESFEEES A 3000%24*¥365% 90 = 2.2GB Tff] , 3t 5 £FEL A 11GB &©
1

© BHHERRE

B> Zabbix BHFREKRL 170 NFHNBE TR, REMTT Zabbix GFRERMBMHHE. ERIHBENT , KRR Zabbix SR —
NEM,

XEREWMRERRE 3 FNFEH , I FES A 3*365%24*3600* 170 = 15GB K=/,
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TRAEZTAFITE Zabbix REMBHETAIKAR

ST B AT EAR (8467 0 F1)
Zabbix BCEHEE X . J&% A 10MB BED,
History days*(items/refresh rate)*24*3600*bytes

items : JITTEE .,

days : {REE [ L ¥IRAIR AL

refresh rate : YITTRE FER.

bytes : {REBAMEFES AT , KRBT HIEESIZ , BE A ~90 717,
Trends days*(items/3600)*24*3600*bytes

items : MITTEE,

days : {REB S ¥IRMIRIL.

bytes : {REBAMEREPUIBRTTEL AT T , KT HIRES ¥, BEA ~90 F

To
Events days*events*24*3600*bytes

events : MFERNEMHHRE. BRBABRABERT , 8W=E 1 N5,

days : fREE TSR BERHREL.

bytes : {REE AN BB RN F T , ARTHIRESIE , BEH ~170 F7,

Note:
[ HRAR(E A MySQL avmdiudfE BRI SKRRSei T ER-R U R BIRTIME |, BIanSisBUn B EZEENEL) 90 N7, 44 170 NFT.

Rt , IRRNEE ST EIR TIIAETE

FCEXMHEERE + TS8R + BB %IE + SR

FERH Zabbix FARRIMAMEA#RETE. BHRERNATERRE , LA G KSFILEK.
i TR)R] 5

1EIE1T Zabbix RS = LIMERMNAZRMIEEER. ntpd BHRZIWDHTIFHE , ©R IV A SEARSSMNEIRL., ST
FrAELT Zabbix AMHARLE , SRIGZVXLRS MR EMRIFRL.

MREEEIKRE |, Zabbix FAEZHIREEZ F | RIBEFNE SIGF RS 23 EE, , 78I R FimHl iR % 23408 8] Z X iR S E AT
BB TR |, BRISEMAEGE A Zabbix server fET(R], X7 RATAERIIHF ARG ERNF A RIBE I , MEERESH 2L,
Eitt, , WBiIF3hi%EHEE (active agent, active proxy, sender) FRIGHES FIEEIEE B EMEER , BEHENEE (passive proxy) HRIFH
PIRERBRT MEER, iR EaERS AN RETR  FHFERS RIS,

RLEE Zabbix RIR{ESRE

HEk

AEFEEATURENFNEE Zabbix M EFHRIRIESE.

Zabbix FIIBEAMK BT ILAL SRR, (B ERENIMRS RGN T LM,
Zabbix agent LA/~

FEEGARBLES , Zabbix server 1 Zabbix agent HFEHEZE— “zabbix” A, WNREHLEH{E Zabbix agent J5jkifila] Zabbix server
FCEFRSURFAEE (5120, BUREERER) , NNARERAFSHUHZ1T Zabbix agent :

1 glIE— I ReMr,;
1. 7£ Zabbix agent RIECE X TR~ (8% User’ parameter) ;
1. DIREETE ZARAA FE R Zabbix agent, ZJ& , WABREMR T4 SaitsEmm A,
) Zabbix BRI E SSL
7£ RHEL/Centos #{ERZ £ , &3 mod_ssl 8 :
yum install mod_ssl
1 SSL keys BB F :

mkdir -p /etc/httpd/ssl/private
chmod 700 /etc/httpd/ssl/private
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BIEE SSLAES :
openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout /etc/httpd/ssl/private/apache-selfsigned.key -

THRINAEYIES., REEM—ITRIER Common Name f17. EEEMAETSMERABRNTL. MEEREEL , WAL
At P ik, FEMEER example.com,

Country Name (B AF&) [XX]:

State or Province Name (£ #) [1:

Locality Name (eg, city) [ZRiAMIITI]:

Organization Name (eg, company) [BXIARIAT £&]:

Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server's hostname) []:example.com
Email Address []:

YwiE Apache SSL R E :
/etc/httpd/conf.d/ssl.conf
DocumentRoot "/usr/share/zabbix"
ServerName example.com:443

SSLCertificateFile /etc/httpd/ssl/apache-selfsigned.crt
SSLCertificateKeyFile /etc/httpd/ssl/private/apache-selfsigned.key

/3 Apache IREFEA L BERIACEA -
systemctl restart httpd.service
£ URL HItRB X LS Zabbix

BEIUEHRMNE Apache BLE |, FEE AR B RHK A EEMEE A Zabbix SSL URL, RETILH example.com i R BRE 23603
2R,

/etc/httpd/conf/httpd.conf
#Add lines

<VirtualHost *:*>

ServerName example.com

Redirect permanent / http://example.com
</VirtualHost>

=3 Apache [RFE EEBIECEAE -

systemctl restart httpd.service

EFABRLH Web RSF[JER

BIXAE Web JREZFRWITFEPERTH Web REFLEL, FMEUT , Web RFEFJIEAALATRMALES !

¥ Response Headers view source
Cache-Control: no-store, no-cache, must-revalidate
Connection: Keep-Alive
Content-Encoding: gzip
Content-Length: 1166
Content-Type: texts/html; charset=UTF-8
Keep-Alive: timecut=5, max=100
Pragma: no-cache
Server: Apache/2.4.18 (Ubuntu)

ATRUES @ Apache (FERGI) ECESXHRMBITRERLES |

ServerSignature Off
ServerTokens Prod

ATRUBI B php.ini BCESCHEEER PHP &4 (X-Powered-By HTTP header) (ZHUABINTEAZSR) !
expose_php = Off
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ARNREREXMHEY , FREH/E3) Web 5.

JA#E Apache #{#F mod_security (libapache2-mod-security2) FJASIIHISMAIL LS. mod_security VRS 282 4% , T
REAIARE FELTRIRIRA, BEERI mod_security Z J7¥ “SecServerSignature” EXCAEMETRE , AT LKL E3CA
ESCIEE=

ES % Web R 5525 BISCAS AERER A S an{aT s/ 58 Uk -4 2 IR B
Disabling default web server error pages

It is recommended to disable default error pages to avoid information exposure. Web server is using built-in error pages by default:

Not Found

The requested URL /custom-text was not found on this server.

Apache/2.4.18 (Ubuntu) Server at localhost Port 80

Default error pages should be replaced/removed as part of the web server hardening process. The "ErrorDocument” directive can
be used to define a custom error page/text for Apache web server (used as an example).

Please refer to documentation of your web server to find help on how to replace/remove default error pages.
Wbk web AR5 25X TE

B web ARS25 NI RS EMEE, BOABILT , Web JRE-238) webroot A& —/N4% 4 index.html IETT (ML Ubuntu £
1 Apache2 A1) :

Apache2 Ubuntu Default Page

%_

This is the default welcome page vsed o 1est e correct oparation of he apachaz servar after insglladon oo Wbumtu
swstems Iris hased on the aquivaler pane an Dehian, Tom which the Uborte Apsche packaning s derved . Ifyoncan
o s paee, b mcares thal the Apache HTTP serecr onsbadled ol Bas sle cs worhing propeslys Yoo should replace this

R MR |, SiE R HAE R Web fRS-25 35S F2 I — B E .

3 NERRDB IR

AT DA IS W IRAELYRF R ARE R FTHR AN Zabbix,

XERMET WIRARLRIK Zabbix WAKDSER,

1 % Zabbix P72

1 FRRIBRAIERY

4% Zabbix download page FEIRAMBEN, FFETERE , PITUT G SMEGRIFEARER

$ tar -zxvf zabbix-4.0.0.tar.gz
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Note:
[ TBER ST A ER Zabbix R4, B RIS T EAFM 2 FRILAC.

2 BIEER Pk
SF A Zabbix SRR | FE— ISR . R NIESE Pk S 330 Zabbix SFHRER |, ERRUZE FSHHETT.

SR, 2R —/NSFHPSHFZRL “root” J33) , ESYIHRE “zabbix” A, AXMNHAFAWREE. 7 Linux REF , o] AMERATEGSEY —
MRF ZAFRBTACHAFE , “zabbix”) :

groupadd zabbix
useradd -g zabbix zabbix

MX$F Zabbix FimIE , HAFBEAIK A KA.

2R Zabbix server fagent :ZATHEMBEMMRE L , BIERR R ATk Zabbix server #l agent. &R , RFEEEAR—F
FE1T , W Zabbix agent ATAIIR) Zabbix server BLE I , 3 B A[URIMEFRE! Zabbix UM EE RRAIKA S , 6ian , iEE
.

Attention:
L root . bin SHAMEFFFAAIRMIMK FI1Z1T Zabbix ZIEF ERHK.

3 Bl Zabbix FEE
%$F Zabbix server Flproxy SFHFEHFERK Zabbix #iif , MAEE— M HUEE. {82 Zabbix agent FREE,

SQL 4 AT HIEE schema FlHE A dataset, Zabbix proxy $¥iEER EEMIEE schema , T Zabbix server B FEFEENIE
JE schema f§ , ’"EE dataset,

LAEBIEER , RS THmE Zabbix TR,
4 BeEIRED

LPACE Zabbix server 3k proxy HIRAILHS , FHEEEEAMIEERE, — X RBEMEM Zabbix server 2 Zabbix proxy HF24i¥
— TR BT,

MREER T ZSHFNECE LT , W 1EMRELRER Zabbix JRAERIE RFIZT
./configure --help
WMREHACE Zabbix server M Zabbix proxy KRR , ZAIETATRE :

./configure --enable-server --enable-agent --with-mysql --enable-ipv6 --with-net-snmp --with-libcurl --wit

Note:
M Zabbix 3.0.0 #2 , STMP JAEEEEE cURL 7.20.0 BiE ShRAK] --with-libcurl BLEER,
M Zabbix 2.2.0 #2 , EBFIWLLITEE --with-libcurl 1 --with-libxmI2 BCE1EIR,

Attention:
M Zabbix 3.4 FF44 , Zabbix ¥144&{F A PCRE FE#{T4F ; TRITEANEEN. --with-libpcre=[DIR] R e i4FEm 45 I EA
REEF , MARET libpcre THRZ AT EIEE,

WREABCE Zabbix server KRS ({7 PostgreSQL ) , HATLUEAT :

./configure --enable-server --with-postgresql --with-net-snmp

WRBHACE Zabbix proxy HIRAES (£ SQLite %) , HATBLEST :

./configure --prefix=/usr --enable-proxy --with-net-snmp --with-sqlite3 --with-ssh2
WNREAECE Zabbix agent RIJRFLRD |, &ATPUETT :

./configure --enable-agent

ZATAE A -enable-static ARMRFSIERE. MRFITREAERRRRS 52 B2 ROMFRN B, MLIRERARMAEX L — 2t
FIAHERB L RBEWIER T L. BIEE -enable-static 7 Solaris RLE T I .
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Attention:

TREINAEILIE Zabbix server fUA2(E B --enable-static 3EH,

AT HEERE Zabbix server, BB AFNMFTRIMDRENHERAE. BRERARFRRHUILREN KL
&,

Note:
[ 41T LA zabbix_get #1 zabbix_sender R 7 --enable-agent 1% 3 A A S 4wi1% .

Note:

MR MysQL B P KERAL ERAMEZE, WFEARMATEHN MySQL B B & X --with-
mysql=/<path_to_the_file>/mysql_config , BLEFFTEMRKIZ,

XA AE MR , —NRGELRET ZRAH MySQL 3¢5 MariaDB 15

Note:
fER --with-ibom-db2 RAFRRTEER CLI APl {7 E
{#F3 --with-oracle IARIRTERER] OCI API v &,

RTERME , VRLEAMETRGF Zabbix,
5 Rk

Note:
MR SUN Tt , FEEEITU T4 -
$ make dbschema

make install
XEFEFEA B R BIIRAAFSIETT (20'root’ , B#E{E R sudo).

1Z1T make install ¥ {F I 7E /usr/local/sbin TSP 3P 158 — 3430 (zabbix_server, zabbix_agentd, zabbix_proxy) #17E
Jusr/local/bin T i% ik — BRI TROARTE.

Note:
INTEIETE Jusr/local SMATE | BT7EZ BIMBLE RIS R —prefix , I3 —-prefix=/home/zabbix. FEXAHHIF |
TR B A RWREBAE <prefix>/sbin T, TAKREA <prefix>/bin T, HHLALRELA <prefix>/share T

6 BEMYREEE 1+
o TEMYwEE Zabbix agent IECE {4 /usr/local/etc/zabbix_agentd.conf
ERREAGATRKT zabbix_agentd MEHNEEX 4.
BENIAEXANSLHEHIETE Zabbix server { IP #idik. EMWHMEN A REERSWIELE.
o TEtYWEE Zabbix server FIBCESLHF /usr/local/etc/zabbix_server.conf
BITHEEBURFREFR. RS (ANRERKE).

MREHATINUMERRE (RETAREETN) , HASBRIOAERESERIFR, RBR AN Zabbix server (K proxy) HIMERE
NI EHEIASEL. FRMREAE,

o MRMELILT Zabbix proxy , IHFEIRIE proxy RBCE X /usr/local/etc/zabbix_proxy.conf

IAINFETE Zabbix server [ IP #HEHM Zabbix proxy 44 (WA Zabbix server iRF) , EEEFEEHIEERZFR. FAMERD
(AARAEFEIE) o

Note:
[ /A SQLite WRFERE BUREX TR ; BUBER PRI 2 NI,

7 BESFIFHRR
1£ Zabbix server ¥z {T zabbix_server :

shell> zabbix_server
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Note:

BEFEENRE  BIRENARZ AL 36MB (EZ) NEZWTF , BN Zabbix server ¥ ITIEES) , FFATE Zabbix server B
ESLHRFEZ)"Cannot allocate shared memory for <type of cache>.” XHEHIIRGE(S S, XTAJAEL K4 TE FreeBSD 1 Solaris
8 k.,

VERATUREBI" FES00" 84 , THARELZNTE.

1 Wi £, _EI1Z1T zabbix_agentd :

shell> zabbix_agentd

Note:
BEIFEENR | EHRERAREAIFNI 2MB HEZRNTF , BN Zabbix agent AJBEATLIXIEST , FF4TE Zabbix agent HEX
b &%”Cannot allocate shared memory for collector.” XEEIRES(SE. X AJAEL A LETE Solaris 8 k.

WNRERET Zabbix proxy , 1HIE{T zabbix_proxy :
shell> zabbix_proxy

2 ¥ Zabbix web RH

S PHP 344

Zabbix 2 PHP REH , FTRUNIUEITIESHF PHP (K Web RF25 £, AFEAAMM frontends/php H12 T EH) PHP ICH4E] Web
BRS525H) HTML SCRB SR, BIA] e

Apache Web 352580 HTML S ERIBE A7 :

+ /usr/local/apache2/htdocs (MIB{EEZEE Apache IELAR )
e /srv/www/htdocs (OpenSUSE, SLES)
e /var/www/html (Debian, Ubuntu, Fedora, RHEL, CentOS)

BEEATERER HTML BB, TTUERA TSRS , ME—ANTFERHES Zabbix MENEXHRXANERT (EEEHRASURN
B%) :

mkdir <htdocs>/zabbix
cd frontends/php
cp —a . <htdocs>/zabbix

MRAER M SN TERIGEMSMOES | BONERRBIEX . TTRUEITTIIR4 ¢
locale/make_mo.sh

FERE gettext REAM msgfmt A,

Note:
A FERIOEMSMIES | FEE Web BF 25 LRIXES XM NH locale . N, "R WHFH” FESMH" Rk, A
FHAMTREE (NMRFEHNE).

TR

B

TEARRIN S 2SFTIF Zabbix 5% : http://<server_ip_or_name>/zabbix
AT AR RRTR R SAE — N E,
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ZABBIX

I Welcome
Check of pre-requisites
Configure DB connection
Zabbix server details
Pre-installation summary

Install

BH

Welcome to

Zabbix

AR TR R AT E 1T

ZABBIX

Check of pre-requisites

Next step

CURRENT VALUE REQUIRED
Welcome
PHP version 5420 540 OK
Check of pre-requisites
Configure DB connection PHP option memory_limit 128M 128M OK i
Ealiis Ssvende s PHP option post_max_size 32M 16M oK
Pre-installation summary
PHP option upload_max_filesize 16M 2M OK
Install
PHP option max_execution_time 600 300 OK
PHP option max_input_time 600 300 OK
PHP time zone Europe/Riga OK
PHP databases support MySQL OK
PHP bcmath on OK
Next step
FRFMRRE i
PHP kA& 5 4.0
PHP memory_limit 3%&I7 1 8MB {if php.ini:
memory_limit
128M
PHP post_max_size %3 1 MB {31 php.ini:
post_max_size
16M
PHP upload_max_filesize i%&I 2 B 1 php.ini:
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FRFMRRE

TP

PHP max_execution_time %5 3

PHP max_input_time 3%&I0 3

PHP session.auto_start 3EI 4

BRI P2—

bcmath
mbstring

PHP mbstring.func_overload &M%

PHP always_populate_raw_post_data option

sockets
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0 seconds
(WEARWF
Aofn-1
) T
php.

0 seconds
(WERWF
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FREZHRKE £
gd 20%FSE -

with-

png-

dir),.

JPEG

(_

with-

jpeg-

dir)

%

%

0

FreeType

2

(-

with-

freetype-

dir).
libxml 2.6.15 php-

xml

or

php5-

dom
xmlwriter php-

xmlwriter
xmlreader php-

xmlreader
ctype php-

ctype
session php-

session
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FRFMRRE ik

gettext php-
gettext
N
Zab-
bix
2.2.1
i,
PHP
get-
text

N e
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text
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FIRPWATREAE ANERLRE M, NHRNTIEERFGURRER , BIIFRA Warning RKE. BMEFAERNBRMNELRRES , &
TR DALREHAT

Attention:
[ MRFEFEY Apache RAFERAFA |, NAIREAESTESCHSLAIAIR. BN Zabbix il BETCIRLRER.

=2
B N EERIER SRS . Zabbix $UR LS RT AR TTA.
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ZABBIX

Welcome

Check of pre-requisites
Configure DB connection
Zabbix server details
Pre-installation summary

Install

it
VEHiI\ Zabbix server BIEAMES.

ZABBIX

Welcome

Check of pre-requisites
Configure DB connection
Zabhbix server details
Pre-installation summary

Install

LNk
EERENME.

Configure DB connection

Please create database manually, and set the configuration parameters for connection to this
database. Press "Next step” button when done.

Database type MySQL j
Database host localhost
Database port 0
Database name | zabbix
User zabbix

Password C )

Zabbix server details

0 - use default port

Please enter the host name or host IP address and port number of the Zabbix server, as well as the

name of the installation (optional).
Host localhost
Port 10051

Name
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ZABBIX Pre-installation summary

Please check configuration parameters. If all is correct, press "Next step” button, or "Back” button to
change configuration parameters.

MySQL
localhost

default

zabbix

Install

zabbix

| ahkaas

Zabbix server localhost

Zabbix serverport 10051

L Vavi7
THEEEMFHFRBHMIE conf/ BIE T , BIFEESRH Zabbix PHP L) Web fR552F HTML XA FERT.

ZABBIX Install
A

4 Cannot create the configuration file.
Unable to create the configuration file.

Alternatively, you can install it manually:

1. Download the configuration file

2. Save itas "variwwwihtml/zabbix/confizabbix.conf.php”

® Opening zabbix.conf.php

You have chosen to open:
zabbix.conf.php

which is: PHP script (418 bytes)
from: http://192.168.3.194

What should Firefox do with this File?

O Openwith {gedit(default) -1
(® Save File

[ Do this automatically for files like this from now on.

Cancel ‘ I
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Note:
MR Web fR%2: AP ABX conf/ BRNEIEN , MESBNRFREXMH , FETUERRSHITT—5.

ZABBIX Install

Welcome

Check of pre-requisites
Configure DB connection
Zabbix server details

Pre-installation summary

Congratulations! You have successfully installed Zabbix
frontend.

Configuration file “fusr/share/zabbix/confizabbix.conf.php” created.

Install

=

EYIN 7
Zabbix BR DAL | BUARA AL 2 Admin , LR zabbix,

ZABBIX
Username
Password

v | Remember me for 30 days

Sign in

or sign in as guest

BITEFFUA{EF Zabbix,

FHESH
1. FfAA Zabbix STFHRECEHZ N ?
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http://www.zabbix.org/wiki/How_to/configure_shared_memory

4 \Z#H Rk

MEITBRE
BNTARSBERIRIERGHRM T Zabbix KWARITE., EAIMERXLRITBIIR Zabbix,

Note:

RAERES RIS R TTRER D Zabbix MIRARZ.

M Zabbix BAKRGBERE
Zabbix SIA 12T B H RPM 1 DEB £1T4 :

* Red Hat Enterprise Linux/CentOS
* Debian/Ubuntu

KITAXHTTIE repo.zabbix.com T, 7ERS R EHIZHET Yum F apt IRESE. XERFREIRET NETETE Zabbix —%
HHIE,

1 Red Hat Enterprise Linux/CentOS

Wi

B77H) Zabbix £{TAIEMAT RHEL 7, CentOS 7 1 Oracle Linux 7, #EAIF , ¥{E M RHEL SFERX=MEMERL.

—4 Zabbix agent 1 Zabbix proxy &{TEM&HRF RHEL 6 #1 RHEL 5,

RN Zabbix K

TERGCERES , IMEEET yum (RAEEEHER) NEEXH.

RHEL 7:

# rpm -ivh http://repo.zabbix.com/zabbix/4.0/rhel/7/x86_64/zabbix-release-4.0-1.el7.noarch.rpm
RHEL 6:

# rpm -ivh http://repo.zabbix.com/zabbix/4.0/rhel/6/x86_64/zabbix-release-4.0-1.el6.noarch.rpm
RHEL 5:

# rpm -ivh http://repo.zabbix.com/zabbix/4.0/rhel/5/x86_64/zabbix-release-4.0-1.noarch.rpm
[IEEe NS S e

Zabbix AiHFEMSMOERTR G, EHEIEIET Zabbix AHHARLSEF ERAIE rpms KRG -

RHEL 7:

# yum-config-manager --enable rhel-7-server-optional-rpms

4% Server/proxy/Bidi

R4 Zabbix server (GEAT RHEL7 , £ RHEL 6 £35F) A MySQL ¥R FE :

# yum install zabbix-server-mysql

%k Zabbix proxy F{EM MySQL iREFE :

# yum install zabbix-proxy-mysql

R4 Zabbix §i¥s (EAT RHEL 7 , £ RHEL 6 £3FF) A MySQL $iE/E

# yum install zabbix-web-mysql

#&{EF PostgreSQL , MRS mysql’ FiA'pgsal’ ; SQLite3 NI HA'sqlite3” ({2 Zabbix proxy).

BlIEBURE

X} Zabbix server Mproxy FHHARM S , ¥ARFR LK. ME{T Zabbix agent ERFEMN.

Warning:

U5 Zabbix server F1 Zabbix proxy REIAMEKEA , ENDMEIERR L FHREIRERE |
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http://repo.zabbix.com/zabbix/4.0/rhel/6/x86_64/
http://repo.zabbix.com/zabbix/4.0/rhel/5/x86_64

EFAMySQL BiPostgreSQL 1R AR AR IIRE .

SNBIR

{#/ MySQL kS A\ Zabbix server RI#IAEEEE schema FI%E |

# zcat /usr/share/doc/zabbix-server-mysql*/create.sql.gz | mysql -uzabbix -p zabbix
AREIRRE S N B B B,

{$FJ PostgreSQL :

# zcat /usr/share/doc/zabbix-server-pgsql*/create.sql.gz | sudo -u <username> psql zabbix
S+F Zabbix proxy , S AVHAREHEFE schema :

# zcat /usr/share/doc/zabbix-proxy-mysql*/schema.sql.gz | mysql -uzabbix -p zabbix
X+F{# A PostgreSQL (8% SQLite) [ Zabbix proxy :

# zcat /usr/share/doc/zabbix-proxy-pgsql*/schema.sql.gz | sudo -u <username> psql zabbix
# zcat /usr/share/doc/zabbix-proxy-sqlite3*/schema.sql.gz | sqlite3 zabbix.db

X Zabbix server/proxy BCE¥IEE
4wt zabbix_server.conf 8% zabbix_proxy.conf M FREFRE SRR EIBE. HI0 :

# vi /etc/zabbix/zabbix_server.conf
DBHost=localhost

DBName=zabbix

DBUser=zabbix
DBPassword=<password>

7£ DBPassword £¥hii \F MySQL 5% PosgreSQL A3 Zabbix ¥iE Y,

1E PostgreSQL {#F DBHost=, #EA[REABIREBEAIRE DBHost=1ocalhost (8 IP #lit) , {BIXA{F PostgreSQL 1 FAMLR EHETFE
¥E| Zabbix, HXUHA , L THEA SELinux FLE.

Jazh Zabbix server 7%

BITA T 6 € L